PUBLI C- KEY CRYPTOGRAPHY
NI ST Special Publication 800-2

James Nechvat al

Security Technol ogy G oup

Nat i onal Conputer Systens Laboratory

National Institute of Standards and Technol ogy
Gai t hersburg, MD 20899

April 1991



Form Approved
REPORT DOCUMENTATION PAGE OMB No. 074-0188

Public reporting burden for this collection of information is estimated to average 1 hour per response, including the time for reviewing instructions, searching existing data sources, gathering and maintaining the data
needed, and completing and reviewing this collection of information. Send comments regarding this burden estimate or any other aspect of this collection of information, including suggestions for reducing this burden to
Washington Headquarters Services, Directorate for Information Operations and Reports, 1215 Jefferson Davis Highway, Suite 1204, Arlington, VA 22202-4302, and to the Office of Management and Budget, Paperwork
Reduction Project (0704-0188), Washington, DC 20503

1. AGENCY USE ONLY (Leave
blank)

2. REPORT DATE
4/ 1/ 1991

3. REPORT TYPE AND DATES COVERED
Report 4/1/1991

4, TITLE AND SUBTITLE
Publ i c- Key Cryptography (NI ST Speci al

5. FUNDING NUMBERS
Publ i cati on 800-2)

6. AUTHOR(S)

Nechvat al , Janes

8. PERFORMING ORGANIZATION
REPORT NUMBER

7. PERFORMING ORGANIZATION NAME(S) AND ADDRESS(ES)

Security Technol ogy G oup,
Nat i onal Conputer Systens
Laboratory, N ST

Gai t hersburg, MD 20899

9. SPONSORING / MONITORING AGENCY NAME(S) AND ADDRESS(ES) 10. SPONSORING / MONITORING

AGENCY REPORT NUMBER
| ATAC

3190 Fairview Park Drive
Falls Church, VA 22042

11. SUPPLEMENTARY NOTES

12a. DISTRIBUTION / AVAILABILITY STATEMENT
Approved for public release; Distribution unlinited

12b. DISTRIBUTION CODE

A

13. ABSTRACT (Maximum 200 Words)

This publication presents a state-of-the-art survey of public-key cryptography circa 1988-
1990. 1In doing so, it covers a nunber of different topics including: the theory of public-
keu cryptography, conparisons to conventional (secret-key) cryptography, a largely self-
contai ned summary of relevant mathematics, a survey of nmmjor existing public-key systens,
an exploration of digital signatures and hash functions, a survey of public-key

i npl ementations in networks, an introduction to zero-know edge protocols and probabilistic
encryption, and an exploration of security issues and key sizes.

14. SUBJECT TERMS
| ATAC Col | ecti on,

15. NUMBER OF PAGES

public key cryptography, systens, networks

148

16. PRICE CODE

17. SECURITY CLASSIFICATION
OF REPORT
UNCLASSI FI ED

18. SECURITY CLASSIFICATION
OF THIS PAGE
UNCLASSI FI ED

19. SECURITY CLASSIFICATION
OF ABSTRACT
UNCLASSI FI ED

20. LIMITATION OF ABSTRACT

UNLI M TED

NSN 7540-01-280-5500 Standard Form 298 (Rev. 2-89)
Prescribed by ANSI Std. Z39-18

298-102




PREFACE

This publication presents a state-of-the-art survey of public-
key cryptography circa 1988 - 1990. In doing so, it covers a nunber
of different topics including:

1. The theory of public-key cryptography.

2. Comparisons to conventional (secret-key) cryptography.

3. Alargely self-contained summary of relevant mathematics.
4. A survey of mmjor existing public-key systens.

5. An exploration of digital signatures and hash functions.
6. A survey of public-key inplementations in networks.

7. An introduction to zero-know edge protocols and
probabilistic encryption.

8. An exploration of security issues and key sizes.

The treatment of public-key cryptography in this publication
i ncl udes both theory and practice. Mich of the existing published
wor k, including those docunents listed in the references, treats
either the theory or specific systenms/inplenentations, but not
both. The viewpoint here is that the theory and practice are
i nsepar abl e.

Any nention of comrercial products is for purposes of
explanation and illustration only. Al so, the selection of
cryptosystens and hash functions mentioned in this publication
serve only to provide exanples. Such identification does not inply
recommendati on or endorsement by the National Institute of
St andards and Technol ogy, nor does it inply that systens or
functions identified are necessarily the best available for the
pur pose.

The focus is on issues such as criteria for systens and
protocol s for usage. These are presunmably long-term in contrast,
to the set of existing public-key systens which is nore volatile.
Thus we provide information which will hopefully be of use to
i mpl enmentors of systems, but the franeworks we devel op are
versatil e enough to be relevant in a variety of settings. The
latter may include, for exanple, both electronic mail systenms and
el ectronic fund transfer systens.

The core of this exposition is sections 1 to 5. Sections 1 to
3 cover the fundanmental s of public-key cryptography and the rel ated
topi cs of hash functions and digital signatures. Extensive coverage
of key management is also included, with a focus on certificate-
based managenment. Section 4 gives sone exanples of public-key



systens and hash functions. Section 5 gives sonme exanpl es of actual
or proposed inplenentations of public-key cryptography. The mgjor
exanple is the International Organization for Standardization (ISO
aut henti cation frameworKk.

Section 6 gives a sanple proposal for a |ocal -area network
i mpl enentation of public-key cryptography. It draws heavily on the
wor k of 1SO

A variety of topics are covered in the appendices, including a
summary of relevant mathematics and al gorithms. Al so included is
a brief introduction to zero-know edge protocols, probabilistic
encryption and identity-based public-key systens.

In the following, letters refer to appendices; e.g. lemma G 2.1
refers to a |l emma appearing in section 2 of appendix G

The aut hor wi shes to thank Dr. Ronald L. Rivest, Dr. Gustavus
Si mons, and Dr. Dennis Branstad for providing nmany coments and
suggestions, and Dr. Burton S. Kaliski Jr. for providing
i nformati on on inplenmentati ons of the RSA public-key system The
paper was edited by Mles Smd

Thi s paper was supported in part by the United States Departnent
of Conputer-Ai ded Logistics Supports, Department of Defense.
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1. Cryptosystens and cryptanal ysis.

Cryptography deals with the transformati on of ordinary text
(plaintext) into coded form (ci phertext) by encryption, and
transformati on of ciphertext into plaintext by decryption. Normally
these transfornmations are paraneterized by one or nore keys. The
notive for encrypting text is security for transm ssions over
i nsecure channel s.

Three of the nost inportant services provided by cryptosystens
are secrecy, authenticity, and integrity. Secrecy refers to denia
of access to information by unauthorized individuals. Authenticity
refers to validating the source of a nessage; i.e., that it was
transmitted by a properly identified sender and is not a replay of
a previously transmtted nessage. Integrity refers to assurance
that a nmessage was not nodified accidentally or deliberately in
transit, by replacenment, insertion or deletion. A fourth service
whi ch may be provided is nonrepudiation of origin, i.e., protection
agai nst a sender of a nessage |ater denying transm ssion. Variants
of these services, and other services, are discussed in [ISO 87].

Cl assical cryptography deals mainly with the secrecy aspect. It
al so treats keys as secret. In the past 15 years two new trends
have ener ged:

a. Authenticity as a consideration which rivals and sonetines
exceeds secrecy in inportance.

b. The notion that sone key material need not be secret.

The first trend has arisen in connection with applications such
as electronic mail systens and electronic funds transfers. In such
settings an el ectronic equivalent of the handwitten signature may
be desirable. Also, intruders into a systemoften gain entry by
masqueradi ng as legitimte users; cryptography presents an
alternative to password systens for access control

The second trend addresses the difficulties which have
traditionally acconpani ed the managenent of secret keys. This may
entail the use of couriers or other costly, inefficient and not
really secure nmethods. In contrast, if keys are public the task of
key managenent nay be substantially sinplified.

An ideal system nmight solve all of these problens concurrently,
i.e., using public keys; providing secrecy; and providing
authenticity. Unfortunately no single technique proposed to date
has net all three criteria. Conventional systens such as DES
requi re managenent of secret keys; systens using public key
conponents may provide authenticity but are inefficient for bulk
encryption of data due to | ow bandw dt hs.

Fortunately, conventional and public-key systenms are not
mut ual Iy exclusive; in fact they can conpl ement each other. Public-
key systens can be used for signatures and also for the



distribution of keys used in systens such as DES. Thus it is
possi bl e to construct hybrids of conventional and public-key
systems which can neet all of the above goals: secrecy,
authenticity and ease of key managenent.

For surveys of the preceding and related topics see, e.g.
([ BRAS88], [ COPP87] , [ DENN83], [ DI FF82], [ DI FF79], [ KLI N79] , [ KONH81] ,
[ LEMP79], [ MASS88] , [ MERK82] , [ POPE78] , [ POPE79], [ SALO85], [ SI MVI79]) .
Mor e speci al i zed di scussi ons of public-key cryptography are given,
e.g., in ([D FF88],[LAKS83],[ MERK82b]). Mathenatical aspects are
covered, e.g., in ([KRAN86],[PATT87]).

In the following, E and D represent encryption and decryption
transformati ons, respectively. It is always required that D(E(M)
=M It may also be the case that E(D(M) = M in this event E or
D can be enpl oyed for encryption. Nornmally Dis assunmed to be
secret, but E may be public. In addition it may be assuned that E
and D are relatively easy to conmpute when they are known.

1.1 Requirements for secrecy.

Secrecy requires that a cryptanalyst (i.e., a would-be intruder
into a cryptosystem) should not be able to determ ne the plaintext
corresponding to given ciphertext, and should not be able to
reconstruct D by exam ning ci phertext for known plaintext. This
translates into two requirenments for a cryptosystemto provide
secrecy:

a. A cryptanal yst should not be able to determ ne M from
E(M; i.e., the cryptosystem should be inmune to
ci phertext-only attacks.

b. A cryptanal yst should not be able to determ ne D given
{E(M)} for any sequence of plaintexts {ML, M,...};
i.e. the cryptosystem should be i mmune to known-pl ai nt ext
attacks. This should remain true even when the
cryptanal yst can choose {M} (chosen-plaintext attack),
i ncluding the case in which the cryptanal yst can inspect
{E(ML),...,E(M)} before specifying M +1 (adaptive
chosen- pl ai ntext attack).

Adaptive chosen plaintext attack is illustrated bel ow
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Figure 1. Adaptive Chosen Pl aintext Attack

To illustrate the difference between these two categories, we
use two exanples. First, suppose E(M = M3 mbd N, N=p * g, where
p and g are |large secret prines. Then (cf. sec. 4) it is infeasible
for a cryptanalyst to determ ne D, even after inspecting numerous
pairs of the form{ME(M}. However, an eavesdropper who intercepts
E(M = 8 can conclude M= 2. Thus a ciphertext-only attack nmay be
feasible in an instance where known- or chosen-plaintext attack is
not useful .

On the other hand, suppose E(M = 5M nod N where N is secret.
Then interception of E(M would not reveal Mor N, this would
remain true even if several ciphertexts were intercepted. However,
an intruder who learns that E(12) = 3 and E(16) = 4 coul d concl ude
N = 19. Thus a known- or chosen-plai ntext attack may succeed where
a ciphertext-only attack fails.

Deficiencies in (a), i.e., vulnerability to ciphertext-only
attack, can frequently be corrected by slight nodifications of the
encodi ng schenme, as in the M3 nod N encodi ng above. Adaptive
chosen-plaintext is often regarded as the strongest attack

Secrecy ensures that decryption of messages is infeasible.
However, the enciphering transformation E is not covered by the
above requirenments; it could even be public. Thus secrecy, per se,
| eaves open the possibility that an intruder could masquerade as
a legitimate user, or could conpronmise the integrity of a nmessage



by altering it. That is, secrecy does not inply authenticity/
integrity.

1.2 Requirenents for authenticity and integrity.

Aut henticity requires that an intruder should not be able to
masquerade as a legitimte user of a system Integrity requires
that an intruder should not be able to substitute fal se ciphertext
for legitimte ciphertext. Two miniml requirenents should be net
for a cryptosystemto provide these services:

a. It should be possible for the recipient of a nessage to
ascertain its origin.

b. It should be possible for the recipient of a nmessage to
verify that it has not been nodified in transit.

These requirements are independent of secrecy. For exanple, a
message M coul d be encoded by using D instead of E. Then assum ng
Dis secret, the recipient of C= DM is assured that this nmessage
was not generated by an intruder. However, E mght be public; C
could then be decoded by anyone intercepting it.

A rel ated service which may be provided is nonrepudiation; i.e.
we may add a third requirenment if desired:

c. A sender should not be able to deny later that he sent a
nmessage.

We might also wish to add:

d. It should be possible for the recipient of a message to
detect whether it is a replay of a previous transni ssion

1.3 Conventional systens.

In a conventional cryptosystem E and D are paraneterized by a
single key K, so that we have DK(EK(M) = M It is often the case
that the algorithms for obtaining DK and EK from K are publi c,
al t hough both EK and DK are secret. In this event the security of
a conventional system depends entirely on keeping K a secret. Then
secrecy and authenticity are both provided: if two parties share
a secret K, they can send nessages to one another which are both
private (since an eavesdropper cannot conpute DK(C)) and
aut henti cated (since a woul d-be masquerader cannot conpute EK(M).
In some cases (e.g., transmission of a randombit string), this
does not assure integrity; i.e., nodification of a nessage en route
may be undetected. Typically integrity is provided by sending a



conpressed form of the nessage (a nessage digest) along with the
full message as a check.

Conventional systens are al so known as one-key or symetric
systens [ SI MW9].

1.4 Exanple of a conventional cipher: DES.

The nost notabl e exanple of a conventional cryptosystemis DES
(Data Encryption Standard). It is well-docunmented (e.gqg.
[ DENN83] , [ EHRS78], [ NATI 77] , [ NATI 80], [ NATI 81] , [ SM D81], [ SM D88b])
and wi Il not be discussed in detail here, except to contrast it
with other ciphers. It is a block cipher, operating on 64-bit
bl ocks using a 56-bit key. Essentially the same algorithmis used
to enci pher or deci pher. The transformati on enployed can be witten
P-1(F(P(M)), where Pis a certain pernutation and F is a certain
functi on which conmbi nes pernutation and substitution. Substitution
is acconplished via table | ookups in so-called S-boxes.

The inportant characteristics of DES fromthe standpoint of this
exposition are its one-key feature and the nature of the operations
performed during encryption/decryption. Both pernmutations and table
| ookups are easily inplemented, especially in hardware. Thus
encryption rates exceeding 40 Miit/sec have been obtained (e.g.

[ BANES2],[ MACMB1]). This makes DES an efficient bulk encryptor
especi ally when inplenmented in hardware.

The security of DES is produced in classical fashion
alternation of substitutions and pernutations. The function F is
obt ai ned by cascading a certain function f(x,y), where x is 32 bits
and y is 48 bits. Each stage of the cascade is called a round. A
sequence of 48-bit strings {Ki} is generated fromthe key. Let L(Xx)
and R(x) denote the left and right halves of x, and | et XOR denote

exclusive-or. Then if M denotes the output of stage i, we have
L(M) = RIM-1),
RIM) = L(M-1) XOR f(L(M),Ki).

The hope is that after 16 rounds, the output will be
statistically flat; i.e., all patterns in the initial data will be
undet ect abl e.

1.5 Anot her conventional cipher: exponentiation

Pohlig and Hell man [ POHL78] noted a type of cipher which
deviated fromthe classical nethods such as transposition and
substitution. Their technique was conceptually nuch sinpler. Let
GCD denote greatest common divisor (app. G . Suppose p > 2 is
a prime and suppose Kis a key in [1,p-1) with GCD(K, p-1) =1
(i.e., Kis relatively prine to p-1). If Mis plaintext in [1,p-



1], an encryption function E may be defined by

E(M = MK nod p.

Now the condition GCD(K,p-1) =1 inplies (lem G 1) that we can
findl with |l * K& 1 (mod p-1). Note that | is not a separate key;
| is easily derived fromK or vice-versa (app. H. W my set

DO =C nod p.

It may then be shown (cor. G 2.3) that D(E(M) = M as required.

Furthernore, E(D(C)) = Cas well; i.e., E and D are inverse
functions. This namkes exponentiation a versatile cipher; in
particular, we can encipher with D as well as E. Later we will note

that this can be useful in authentication. However, Pohlig and
Hel | man used t he above only as an exanple of a conventiona

cryptosystem That is, since |l is easily derived fromK, both E and
D are generated by the single, secret, shared key K. In section 4.1
we will see that if p were replaced by a product of two prines,

derivation of I fromK would be non-trivial. This woul d cause the
key material to be split into two portions.

Despite the relative sinplicity of the definitions of E and D,
they are not as easy to conmpute as their counterparts in DES. This
i s because exponentiation nod p is a nore tine-consuning operation
than pernutations or table |ookups if p is large.

Security of the systemin fact requires that p be large. This
i s because K should be nondeterm nable even in the event of a
known- pl ai nt ext attack. Suppose a cryptanalyst knows p, M C, and
furthernmore knows that C = MK nod p for some K. He should still be
unable to find K; i.e., he should not be able to conpute discrete
| ogarithnms nodulo p. At present there are no efficient algorithns
for the latter operation: the best techniques now avail abl e take
time (e.g., [ADLE79], [ COPP86])

exp(c((log p)(log log p))1/2).

Conmputing mdulo p is equivalent to using the Galois field
GF(p); it is possible to use GF(pn) instead (app. Q. There are
bot h advant ages and di sadvantages to the extension. Arithnetic in
GF(pn) is generally easier if n > 1, and especially so in G~(2n).
On the other hand, taking discrete logarithns in G-(pn) is also
easier. The case of small n is treated in [ ELGA85b]. The greatest
progress has been nmade for the case p = 2 (e.qg.

[ BLAK84],[ COPP84]). In [COPP84] it is shown that discrete
logarithnms in GF(2n) can be conputed in tine

exp(c * n1/3 * (log n)2/3).



For a survey of the discrete |ogarithm problem see, e.g.
[ ADLES6] , [ COPP87] , [ MCCUB9] , [ ODLY84b] .

1.6 Public-key cryptosystens.

The notion of public-key cryptography was introduced by Diffie
and Hell man [ DI FF76b]; for a history see [DI FF88]. Public-key
systems, also called two-key or asynmetric [SIMW9], differ from
conventional systens in that there is no |onger a single secret key
shared by a pair of users. Rather, each user has his own key
material. Furthernore, the key material of each user is divided
into two portions, a private conmponent and a public conmponent. The
publ i c conponent generates a public transfornmation E, and the
private conponent generates a private transformation D. |In anal ogy
to the conventional case E and D m ght be ternmed encryption and
decryption functions, respectively. However, this is inprecise: in
a given systemwe my have D(E(M) = M E(D(M) = M or both.

A requirement is that E nust be a trapdoor one-way function.
One-way refers to the fact that E should be easy to conpute from
the public key material but hard to invert unless one possesses the
corresponding D, or equivalently, the private key nmateria
generating D. The private conponent thus yields a "trapdoor" which
makes the problem of inverting E seemdifficult fromthe point of
view of the cryptanal yst, but easy for the (sole legitimte)
possessor of D. For exanple, a trapdoor nmay be the know edge of the
factorization of an integer (see sec. 4.1).

We remark that the trapdoor functions enployed as public
transformations in public-key systens are only a subclass of the
class of one-way functions. The nore general case will be discussed
in section 3.2.2.

We note also that public/private dichotonmy of E and D in public-
key systenms has no anal ogue in a conventional cryptosystem in the
latter, both EK and DK are paraneterized by a single key K. Hence
if EKis known then it may be assunmed that K has been conproni sed,
whence it may al so be assumed that DK is al so known, or vice-
versa. For exanple, in DES, both E and D are conputed by
essentially the sanme public algorithmfroma conmon key; so E and
D are both known or both unknown, dependi ng on whether the key has
been conprom sed.

1.6.1 Secrecy and authenticity.

To support secrecy, the transformations of a public-key system
nmust satisfy D(E(M) = M Suppose A wishes to send a secure nessage
Mto B. Then A nust have access to EB, the public transformation of
B (note that subscripts refer to users rather than keys in this
context). Now A encrypts Mvia C = EB(M and sends Cto B. On
recei pt, B enploys his private transformati on DB for decryption
i.e., B conputes DB(C) = DB(EB(M) = M If A s transmission is



overheard, the intruder cannot decrypt C since DB is private. Thus
secrecy is ensured. However, presumably anyone can access EB; B has
no way of knowi ng the identity of the sender per se. Also, A's
transm ssion could have been altered. Thus authenticity and
integrity are not assured.

To support authentication/integrity, the transformations in a
public-key system nust satisfy E(D(M) = M Suppose A w shes to
send an authenticated nessage Mto B. That is, Bis to be able to
verify that the message was sent by A and was not altered. In this
case A could use his private transformation DA to compute C = DA(M
and send Cto B. Now B can use A's public transformation EA to find
EA(C) = EA(DA(M) = M Assunming Mis valid plaintext, B knows that
Cwas in fact sent by A, and was not altered in transit. This
follows fromthe one-way nature of EA: if a cryptanalyst, starting
with a message M could find C such that EA(C) = M this would
imply that he can invert EA, a contradiction

If M or any portion of M is a randomstring, then it may be
difficult for B to ascertain that Cis authentic and unaltered
merely by exam ning EA(C). Actually, however, a slightly nore
conpl ex procedure is generally enployed: an auxiliary public
function His used to produce a digital signature S = DA(H(M)
which A sends to B along with M On receipt B can conpute H'M
directly. The latter nmay be checked agai nst EA(S) to ensure
authenticity and integrity, since once again the ability of a
cryptanalyst to find a valid S for a given Mwould violate the
one-way nature of EA. Actually H nust also be one-way; we return to
this subject in section 3.2.

Sending C or S above ensures authenticity, but secrecy is
nonexi stent. In the second schene Mwas sent in the clear along
with S; in the first schene, an intruder who intercepts C = DA(M
presumably has access to EA and hence can conpute M = EA(C). Thus
in either case Mis accessible to an eavesdropper

It may be necessary to use a conbination of systens to provide
secrecy, authenticity and integrity. However, in some cases it is
possible to enploy the same public-key system for these services
simul taneously. We note that for authenticity/integrity purposes,
Dis applied to Mor HM; for secrecy, Eis applied to M If the
same public-key systemis to be used in both cases, then D(E(M)
= Mand E(D(M) = Mnust both hold; i.e., D and E are inverse
functions. Arequirenent is that the plaintext space (i.e., the
domai n of E) must be the same as the ciphertext space (i.e., the
dormai n of D).

Suppose that in addition to E and D being inverses for each
user, for each pair of users A and B the functions EA, DA, EB, and
DB all have a conmmon domain. Then both secrecy and authenticity can
be acconplished with a single transm ssion: A sends C = EB(DA(M)
to B; then B conputes EA(DB(C)) = EA(DA(M) = M An intruder cannot
decrypt C since he |acks DB; hence secrecy is assured. If the
i ntruder sends C instead of C, C cannot produce a valid M since
DA is needed to produce a valid C. This assures authenticity.

In actuality there are no common systenms versatile enough for



the | ast usage without nmodification. In fact there is only one

maj or system (RSA) which satisfies E(D(M) = D(E(M) = M The | ack
of a conmon domain between two users creates a technical problem
in using such a systemfor secrecy and authenticity. We discuss
sone approaches to this problemin section 4.1.

If the question of domains is ignored, the usage of a system
satisfying E(D(M) = D(E(M) = Mwith a hash function His
illustrated bel ow. There EA DA EB,DB are the public transformations
of A and B, respectively.

receive (C'S) |

| conmpute H(M | /

I I
| send (C/'S) to B | | verify H = HM) |

I I I I I

I I

I I

\ ]/ \

/

I
I
I
I
\ |/ | \ ]/
I I I I I
| conpute C = EB(M | | | conmpute M = DB(C) |
I I I I I
I I I
I I I
\ ]/ | \ ]/
I I I I I
| conpute S = DA(H(M) | | | compute H = EA(S) |
I I I I I
I I I
I I I
\ ]/ | \ ]/
|

Figure 2. Using Public-Key for Secrecy and Authenticity

1.6.2 Applicability and linmitations.

The range of applicability of public-key systenms is limted in
practice by the relatively | ow bandw dths associated with public-
key ciphers, conpared to their conventional counterparts. It has
not been proven that time or space conplexity must necessarily be
greater for public key systens than for conventional systens.
However, the public-key systens which have withstood cryptanal ytic
attacks are all characterized by relatively | ow efficiency. For
exanpl e, sone are based on nodul ar exponentiation, a relatively



sl ow operation. Others are characterized by high data expansion

(ci phertext much larger than plaintext). This inefficiency, under

t he conservative assunption that it is in fact inherent, seens to
preclude the use of public-key systens as replacenents for
conventional systems utilizing fast encryption techniques such as
permutati ons and substitutions. That is, using public-key systens
for bulk data encryption is not feasible, at least for the present.

On the other hand, there are two major application areas for
publ i c-key cryptosystens:

a. Distribution of secret keys.

b. Digital signatures.

The first involves using public-key systens for secure and
aut henti cat ed exchange of data-encrypting keys between two parties
(sec. 2). Data-encrypting keys are secret shared keys connected
with a conventional systemused for bulk data encryption. This
permts users to establish cormon keys for use with a system such
as DES. Classically, users have had to rely on a nmechani sm such as
a courier service or a central authority for assistance in the key
exchange process. Use of a public-key systempermts users to
establish a common key which does not need to be generated by or
revealed to any third party, providing both enhanced security and
greater conveni ence and robustness.

Digital signatures are a second major application (sec. 3). They
provi de authentication, nonrepudiation and integrity checks. As
noted earlier, in some settings authentication is a major
consideration; in sone cases it is desirable even when secrecy is
not a consideration (e.g., [SIMMB8]). W have already seen an
exanple of a digital signature, i.e., when A sent DA(M to B. This
permtted B to conclude that A did indeed send the nessage. As we
will note in section 3, nonrepudiation is another property
desirable for digital signatures. Public key cryptosystenms provide
this property as well.

No bul k encryption is needed when public-key cryptography is
used to distribute keys, since the latter are generally short.
Al so, digital signatures are generally applied only to outputs of
hash functions (sec. 3). In both cases the data to be encrypted or
decrypted is restricted in size. Thus the bandwidth limtation of
public-key is not a major restriction for either application.

2. Key managenent.

Regar dl ess of whether a conventional or public-key cryptosystem
is used, it is necessary for users to obtain other users' keys. In
a sense this creates a circular problem in order to conmmuni cate
securely over insecure channels, users nust first exchange key
information. If no alternative to the insecure channel exists, then
secure exchange of key information presents essentially the sanme



security problem as subsequent secure communi cati on.

In conventional cryptosystens this circle can be broken in
several ways. For exanple, it might be assuned that two users can
comruni cate over a suppl enentary secure channel, such as a courier
service. In this case it is often the case that the secure channe
is costly, inconvenient, |ow bandwi dth and slow, furthernore, use
of a courier cannot be considered truly secure. An alternative is
for the two users to exchange key information via a centra
authority. This presunmes that each user individually has
establ i shed a means of communicating securely with the centra
authority. Use of a central authority has several disadvantages as
not ed bel ow

In public-key systens the key management problemis sinpler
because of the public nature of the key material exchanged between
users, or between a user and a central authority. Al so,
alternatives to the insecure channel may be sinpler; e.g., a
physi cal mail system might suffice, particularly if redundant
information is sent via the insecure (electronic) channel

2.1 Secret-key managenent.

In a conventional (one-key) system security is dependent on the
secrecy of the key which is shared by two users. Thus two users who
wi sh to communi cate securely nust first securely establish a commn
key. As noted above, one possibility is to enploy a third party
such as a courier; but as remarked there are various di sadvant ages
to this inplenmentation. The latter is the case even for a single
key exchange. In practice, it may be necessary to establish a new
key fromtinme to tine for security reasons. This may nmake use of
a courier or simlar schenme costly and inefficient.

An alternative is for the two users to obtain a common key from
a central issuing authority [BRAN75]. Security is then a ngjor
consi deration: a central authority having access to keys is
vul nerabl e to penetration. Due to the concentration of trust, a
singl e security breach would conpronise the entire system In
particular, a central authority could engage in passive
eavesdropping for a long period of tine before the practice was
di scovered; even then it might be difficult to prove.

A second di sadvantage of a central issuing authority is that it
woul d probably need to be on-line. In large networks it nmight also
become a bottl eneck, since each pair of users needing a key mnust
access a central node at |east once. |If the nunber of users is n
t hen the nunber of pairs of users wi shing to comunicate could
theoretically be as high as n(n-1)/2, although this would be highly
unlikely in large networks. Each tinme a new key is needed, at |east
two commruni cations involving the central authority are needed for
each pair of users. Furthernore, such a system nmay not be robust:
failure of the central authority could disrupt the key distribution
system

Sone of the di sadvantages of a central authority can be



mtigated by distributing key distribution via a network of issuing
authorities. One possibility is a hierarchical (tree-structured)
system with users at the | eaves and key distribution centers at

i nternmedi ate nodes. However, distributing key managenment creates

a new security problem since a nultiplicity of entry points for
intruders is created. Furthernore, such a nodification m ght be

i nefficient unless pairs of users comrunicating frequently were
associ ated to a common subtree; otherwi se the root of the tree
woul d be a bottleneck as before.

Anot her alternative is a key translation center which requires
only one key-encrypting key exchange through a certification
aut hority.

Sone of these di sadvantages can also be mtigated by a public-
key approach to key distribution

2.2 Public distribution of secret keys.

It was noted by Diffie and Hell man [ DI FF76b] and Merkl e [ MERK78]
that users can publicly exchange secret keys. This is not rel ated
a priori to public-key cryptography; however, a public-key system
can be used to inplenent public distribution of secret keys (often
referred to as public key distribution). The underlying public-
key system nust support secrecy, for use in key encryption

The notion of public distribution of secret keys was origi nated
in 1974 by Merkle, who proposed a "puzzle" systemto inplenment it
[ MERK78] . However, even before this work was published it was
superseded by a public-key scheme supporting public key
distribution [DI FF76b]. This has come to be known as the
Di ffiel/Hell man exponential key exchange. To begin with, users A and
B are assuned to have agreed upon a conmon prinme p and a conmon
primtive root g nodulo p (app. K). Then (lem K 2) each nunber in
[1,p) can be expressed as gx mod p for some x. Both p and g may be
publi c.

To establish a conmon secret key, A chooses a random x(A) in
[0,p-1] and B chooses a random x(B) in [0,p-1]; these are kept
secret. Then A computes

y(A) = gx(A) nod p

whil e B comput es

y(B) = gx(B) nod p.

These need not be secret. Finally A sends y(A) to B and B sends
y(B) to A. Now A knows x(A) and y(B) and can conpute



K = y(B)x(A) nod p = gx(B)x(A).

Simlarly, B knows x(B) and y(A) and can conpute

K= y(A)x(B) mod p = gx(A) x(B).

The Diffie/Hellman algorithmis illustrated bel ow
A B
I I I I
| choose xA | | choose xB |
I I I I
I I
I I
\ |/ \ |/
I I I I
| conpute yA = g**xA | | conpute yB = g**xB |
I I I I
I I
I I
\/ \/
I I I I
| send YyAto B [------------ >| receive yA fromA |
I I I I
I I
I I
\/ \/

| receive yB fromB |<------------- | send yB to A |
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I I
\ |/ VI
I I I I
| conpute K = yB**xA | | conmpute K = yA**xB
I I I I

Figure 3. The Diffie/Hell man Key Exchange

This establishes K as a secret conmon quantity which can be used
in some agreed-upon fashion to generate a secret key. The secrecy
of this scheme depends, as in section 1.5, on the difficulty of
conputing discrete logarithns. That is, knowing p, g, y and the
fact that y = gx nod p for sone x does not yield x. Thus, if an
i ntruder knows p and g and intercepts y(A) or y(B) or both, he
cannot find x(A) or x(B) and hence cannot compute K

A di sadvantage of this scheme is |lack of support for
authenticity. If an intruder C intercepts y(B), sends y(C) = gx(QC
mod p to B and B thinks he is receiving y(A), B wll inadvertently
establish a secret key with C. That is, the underlying public-key
cryptosystem supports secrecy but not authentication. Thus it may
be desirable to augnent a secrecy-providing systemw th one which
provi des authentication. Exanples of the latter will be given
| ater.

2.3 Managenent of public conmponents in a public-key system

Prior to using a public-key cryptosystem for establishing secret
keys, signing nessages etc., users A and B nmust exchange their
public transformations (EA and EB in sec. 1.6), or equivalently
their public conponents. The latter nmay be regarded as a key
managenment problem It is a sinpler problemthan establishment of
secret keys, since public components do not require secrecy in
storage or transit. Public components can, e.g., be managed by an
on-line or off-line directory service; they can al so be exchanged
directly by users. However, authenticity is an issue as in the
previous section. If Athinks that ECis really EB then A m ght
encrypt using EC and i nadvertently allow C to decrypt using DC. A
second problemis integrity: any error in transm ssion of a public
conmponent will render it useless. Hence some form of error
detection is desirable.

Regar dl ess of the scheme chosen for public conmponent
distribution, at some point a central authority is likely to be
i nvol ved, as in conventional systens. However, it may not be
necessary for the central authority to be on-line; exchange of
publ i c conponents between users need not involve the centra
authority. An exanple of how this can be inplenented is given in
section 2.5. W also note there that the inplications of conproni se
of the central authority are not as severe as in the conventiona
case.



Validity is an additional consideration: a user's public
conmponent may be invalidated because of conprom se of the
correspondi ng private conponent, or for some other reason such as
expiration. This creates a stale-data problemin the event that
public conmponents are cached or accessed through a directory.
Sim | ar problens have been encountered i n managenment of nmulti-
cache systens and distributed databases, and various solutions have
been suggested. For exanple, users could be notified i mediately
of key conpromi ses or invalidations. This may be inpractical, in
whi ch case either users should be informed within a given tine
peri od of changes needed for cached information on public
components, or users should periodically check with a centra
authority to update validity information.

2.3.1 Use of certificates.

A technique to gain a partial solution to both authenticity and
integrity in distribution of public conmponents is use of
certificates [KOHN78]. A certificate-based system assunes a centra
i ssuing authority CA as in the secret-key case. Again it nust be
assuned that each user can communi cate securely with the CA. This
is relatively sinple in the present instance: it merely requires
that each user possess ECA, the public transformation of the CA
Then each user A may register EAwith the CA. Since EA is public,
this might be done via the postal service, an insecure electronic
channel , a combi nation of these, etc.

Normally A will follow some form of authentication procedure in
registering with the CA. Alternatively, registration can be handl ed
by a tree-structured system the CA issues certificates to |oca
representatives (e.g., of enploying organizations), who then act
as internmediaries in the process of registering users at | ower
| evel s of the hierarchy. An exanple of such a systemis given in
section 5. 4.

In any case, in return A receives a certificate signed by the
CA (see sec. 3 for a nore thorough discussion of signatures) and
contai ning EA. That is, the CA constructs a nmessage M containing EA
identification information for A, a validity period, etc. Then the
CA conputes CERTA = DCA(M which becones A's certificate. The latter
is then a public docunent which both contains EA and aut henticates
it, since the certificate is signed by the CA. Certificates can be
distributed by the CA or by users, or used in a hierarchical system
which we return to later. The inclusion of the validity period is
a generalization of tinmestanping. The latter was not treated in
[ KOHN78], but Denning [ DENN81] notes the inportance of tinestanping
i n guardi ng agai nst the use of conpromn sed keys.

In general, the problemof stale data is not wholly sol ved by
timestanping: a certificate may be invalidated before its
expiration date, because of conpronise or administrative reasons.
Hence if certificates are cached by users (as opposed to being re-
distributed by the CA each tinme they are used), the CA nust
periodically issue lists of invalidated certificates. Popek and
Kline [ POPE79] have noted that certificates are anal ogous to



capabilities in operating systens. Managenent of certificates
creates anal ogous problens, such as sel ective revocation of
capabilities. The public nature of certificates, however, a priori
precl udes an anal ogue of a useful feature of a capability system
users cannot be restricted to comrunicating with a subset of other
users. If a selective capability feature is desired it nust be

i mpl enented through a controlled distribution of certificates,
which would be difficult and contrary to the spirit of public-key.

2.3.2 Ceneration and storage of component pairs.

Ceneration of public/private conmponent pairs is an inportant
consideration. If this service is offered by a central facility,
it my result in certain advantages; e.g., keys m ght be |onger or
chosen nore carefully. However, this introduces the same probl em
noted in section 2.1: a central authority holding users' private
conmponents woul d be vul nerable to penetration. Also, the centra
facility would have to be trusted not to abuse its hol di ngs by
noni tori ng conmuni cati ons between users. Both problens are
circunvented if users generate and store their own private/public
conponents.

2.3.3 Hardware support for key managenent.

If users store their own conponents, a managenent problemis
created. One possibility is software storage, e.g., in a file with
read protection. If greater security is desired, a second option
is hardware keys ([ DENN79],[FLYN78],[RIVE78]).

In the classical version of this schene, each public/private key
pair is stored on a pair of ROM chips. The public key is reveal ed
to the owner of the keys. However, the private key need not be
known to any user, including the owner.

There are two advantages to this node of storage, nanely the
fact that neither the user nor a central authority need know the
private conponent. W have previously noted the advantage of not
havi ng users reveal private keys to a central authority. Also, as
noted in [FLYN78], it may al so be desirable to protect keys from
di sl oyal enpl oyees. Entering keys from a keyboard rather than from
ROM may be insecure; noreover, the large size of public keys nakes
this inpractical. However, there is also an obvi ous di sadvant age
to the ROM node of hardware key storage, nanely the fact that the
party which |oads a private key to ROM could retain a copy. An
alternative, but still classical, schene is for the user to be
provided with a neans of witing to a nmenory chip and then sealing
it fromfurther witing.

A nmore nodern and nore secure hardware adjunct is a smart token
smart card or other device which contains both nenory and a
m croprocessor. Such a device can both generate and store user
keys. ldeally, it should be inplenmented via a single chip which
stores both cryptographic algorithms and data.



In the classical case, encryption and decryption are handl ed by
separate units in a hardware device acting as an interface between
a user's conputer and the network. As noted in [DENN79], this
creates a security risk: an intruder may rig the device.

If a token or smart card is used, it is possible (at least in
theory; the technology is still evolving at the tine of this
writing) to generate and store keys on the sanme device which
execut es encryption and decryption algorithns. Again, security is
optimal if all of these functions are combi ned onto one or a
m ni mal number of chips. Use of such auxiliary devices mtigates
some of the problens encountered in the classical case. However
a token or smart card may be stolen, permitting the thief to
masquer ade as the user. Passwords (PINs) or bionetrics used to
control access to devices can substantially |lessen this threat.

Capabilities such as signature generation should becone feasible
on devices such as smart cards in the near future. This wll
provi de an excellent solution to the problem of using private
conponents without exposing them

2.4 Using public-key systens for secret key distribution

As noted earlier, one of the major applications of public-key
cryptosystens is in regard to public distribution of secret keys.
Thus, a public-key system can be used in conjunction with a
conventional system such as DES. W have already seen an exanpl e
of a public-key cryptosysteminplementing public key distribution
in section 2.2. Both secrecy and authentication can be provided
simul taneously in the distribution process via public-key systens.
This may be achieved using a single public-key systemif its
encryption and decryption functions are inverses, or via a hybrid
of two public key systens providing secrecy and authentication
separately.

The essence of this usage is very sinple: a secret key is nerely
a particular formof nmessage. Assuming that a system has been
establ i shed for distribution of public conponents of users as
di scussed in the previous section, users can then establish secret
keys at will by enploying the public systemfor encryption and
signing of secret keys. Thus the latter can be exchanged or changed
without difficulty. This is in contradistinction to a systemin
whi ch secret keys must be established via couriers or a centra
aut hority.

The use of public-key cryptography thus reduces the probl em of
secret key distribution to the problem of binding user identities
and user public keys. The latter is a sinpler problemin that no
comuni cation of secret information is necessary. That is, users
can generate their own private/public key pairs and need not expose
their private keys to anyone, including thenselves. However, it is
critical that user public keys be properly authenticated. This is
a nontrivial consideration in |arge networks.



Since only integrity and authenticity are considerations, users
may be able to register their public conmponents without use of a
secure channel. In a large network this mght require a distributed
system of certifying authorities, arranged in hierarchical fashion
The feasibility of such an approach requires transitivity of trust.
For exanple, a central certifying authority could certify a second
| evel of certifying agents who in turn certify user public
conmponents. Other |evels could be added as well. Thus a user is
certified via an authentication path. Such a path need not require
use of insecure channels if the nodes in the path can comunicate
securely. For exanple, a user might register with a |oca
certifying authority in person. The local authority mght be
affiliated with an organi zati on and may be able to use the user's
organi zation IDto certify the user's public key. If the |oca
authority can comruni cate securely with the central authority, the
user's public key may then be forwarded to the central authority
for distribution.

Assum ng that user public conmponents can be certified and
distributed, two users may use each other's public conponents to
establish common keys for use in nmessage encryption, again wthout
resort to a secure channel

2.4.1 A protocol for key exchange.

Suppose A and B wish to establish a shared secret key. Suppose
further that they have obtained each other's public conponents.
Some possi bl e nodes for binding user public keys to user identities
and distributing certified user public keys are discussed in
sections 5.3.1 - 5.3.2 and 5.4.6. In any case, A may now generate
a secret key K. For exanple, this may be a key-encrypting key to
be used to exchange session keys and possibly initialization
vectors if, e.g., DES is used in cipher feedback node or cipher
bl ock- chai ni ng node [ NATI80]. Then A m ght form an expanded nessage
whi ch contains K and other data, which could include an
identification for A a tinestanp, a sequence numnber, a random
nunber, etc. This added material is needed for A to authenticate
himself to Bin real-tinme, and thus prevent replays. For example,
Needham and Schroeder [ NEED78] suggest a three-way handshake
pr ot ocol

First of all A nay send to B the nmessage C = EB(RA, | DA), where EB
is B's public transformation, IDA is the identification of A and
RA is a random nunber. Now B can decrypt C and obtain |IDA. Now B
generates a random nunber RB and sends C = EA(RA RB) to A Upon
decryption of C, A can verify in real time that B has received RA,
since only B could decrypt C. Finally A sends C' = EB(RB) to B; when
B decrypts C' he can verify in real time that A has received RB
since only A could decrypt C. Thus A and B are authenticated to
each other in real tinme; i.e., each knows that the other is really
t here.

Now A sends EB(DA(K)) to B, who can decrypt to obtain K. This
ensures both secrecy and authenticity in exchange of K



The authentication stage of the preceding protocol is
illustrated bel ow

| choose RA | / receive MfromA |

\ |/ \ |/
I I I I
| conmpute M= EB(RA IA) | | | conpute (RA 1A = EA(M
I
I I I I
I I I
I I I
\ |/ | \ |/
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I I I
I I I
\/ | \/
I I I I I
| conpute M' = EB(RB) | | | conpute RB = DB(M') |
I I I I I
I I I
I I I
\ |/ | \[/
I I I I I
| send M to B [ \ | verify RB |




Figure 4. A Protocol for Real-Time Authentication

2.5 Protocols for certificate-based key nmanagenent.

There are a nunber of different approaches to public-key
conmponent managenent and the application to secret key distribution
(e.g., [KLIN79],[NEED78]). For sinplicity we assune a certificate-
based system W also assunme that a system has been established for
a central authority to create certificates.

2.5.1 Certificate managenent by a central authority.

In a certificate-based public-key system one possibility is to
have the central issuing authority manage certificate distribution
Suppose the authority CA has created certificates CERTA and CERTB
for A and B, respectively. These contain EA and EB (or equivalently,
the public conponents of A and B) as noted in section 2.3.1.

W may assume that A and B have cached CERTA and CERTB
respectively. |If A has exchanged certificates with B previously,
A and B may have each other's certificates cached. If not, then
there are two ways in which A could obtain B's certificate. The
sinmplest is for Ato request B's certificate directly fromB; this
is explored in the next section. The advantage of this sinple
approach is that on-line access to a central authority is avoided.

On the other hand, if A requests B's certificate directly from
B, or obtains it froma directory listing, security and integrity
consi derations arise. For exanple, the certificate A obtains may
have been recently invalidated.

Thus A may wish to access B's certificate through the CA
assum ng that the latter is on-line. In this event A requests CERTA
and CERTB fromS. W recall that each CERT has the form DS(M where
M contains an E. Thus when A receives the requested certificates,
he can val i date CERTA by conmputi ng ES(CERTA) and recovering EA. This
val idates the source of the certificates, thus validating CERTB as
well. Hence A may retrieve a duly authenticated EB from CERTB. The
di sadvantage is the requirenent of an on-line central node; the
advantage is that A is assured of the instantaneous validity of the
certificate. Later we will note that this has inplications for
nonr epudi ati on.

Caching of certificates inplies that authentication involving
the CAwill not be done regularly. Thus the above procedure wll
only be necessary when two users first comrunicate, or when
conponents are conpromni sed or certificates invalidated. As |ong as
the public conponents involved are valid, secret keys can be
exchanged at will, although a handshake protocol nmay still be used
to ensure real-tine authenticity and integrity.



An advantage of this node of key managenent is that the entire
process i s conducted over insecure channels with excellent
security. A second advantage is that distribution of certificates
by a central authority assures that certificates are valid at tine
of receipt. A prerequisite for the proper functioning of such a key
managenent systemis the existence of a system for binding user
public keys and identities. Such a systemrequires distributed
trust.

A di sadvantage of this nmode of managenent is that as in section
2.1, the central authority may be a bottleneck. The severity is
mtigated by the fact that a secure channel is not needed, but the
essential problemis simlar

A nore significant disadvantage arises fromthe concentration
of trust in one entity [KLIN79]. The security of the centra
authority mght be conprom sed, e.g., by penetration. The fact that
the central authority does not generally access users' private
conmponents nmeans that existing messages are not conprom sed, as
m ght be the case in a secret-key system[Dl FF82]. However, if an
i ntruder accesses the central authority's private component, the
i ntruder could forge certificates. Some scenarios for intrusions
of this sort, explorations of consequences, and nmeans for
m ni m zi ng danage are explored in [ DENN83b] and [ DI FF88].

Mer kl e [ MERK82b] has suggested a tree-structured systemas a
means of coping with the conpronise of a central authority.
However, this scheme is not practical for |arge networks since the
tree must be restructured each tinme the user popul ati on changes.

2.5.2 Decentralized managenent.

Users may be responsible for managing their own certificates.
In this event the protocol is rmuch sinpler. Wen A wishes to
initiate conmunication (e.g., exchange of a secret key) with B, he
sends a nessage to B containing A's certificate, A's
identification, and other information such as a date, random nunber
etc. as described in the protocol in the previous section. This
message al so requests B's certificate. Upon conpletion of the
certificate exchange, enploying sone protocol such as the handshake
above, A and B will possess each other's authenticated
certificates. A can validate the certificate CB by conputing ES(CB)
as usual. Then EB may be retrieved. The certificate nmust contain
i nformati on properly identifying Bto A so that an intruder cannot
masquer ade as B. The certificate nust also have a validity period.
In turn B may proceed simlarly.

The central authority nmust periodically issue lists of
certificates which have becone invalid before their expiration
dates due to key conpromi se or adm nistrative reasons. It is likely
that in a large systemthis would be done, e.g., on a nonthly
basis. Hence a user receiving a certificate from another user woul d
not have conpl ete assurance of its validity, even though it is
signed by S. Thus this systemtrades higher efficiency for sone
security |l oss, conpared to the previous schene.



For greater assurance of validity, a user could access a
central ly-managed list of invalid certificates; presumably these
woul d be very current. This would require on-line access to a
central facility, which would create the sanme type of bottl eneck
we have noted previously. However, the accesses woul d be very
qui ck, since presumably only a certificate sequence nurmber would
be transnitted.

Yet another on-line possibility would be for the centra
authority to enforce coherence by a global search of cached
certificates each tine a certificate is invalidated. Again there
is a trade-off of validity assurance and efficiency.

2.5.3 A phone-book approach to certificates.

Sonme of the features of the previous schenes could be conbined
in a phone-book approach, using an electronic equival ent such as
a floppy disk containing certificates. This would optim ze ease of
use since a user could comunicate securely w th another by
accessing the latter's certificate very rapidly. However, again the
central authority would have to issue "hot lists". Periodic
distribution of the conpilations of certificates would be a
separ at e managenment process.

Security of such a schene is clearly in question [KLIN79].
Phone-book entries might contain errors, or entries could be
al tered.

3. Digital signatures and hash functions.

Digital signatures were introduced by Diffie and Hel | man
[ DI FF76b]; for surveys see, e.g., [AKL-83],[POPE79],[RABI78]. A
digital signature is the el ectronic anal ogue of a handwritten
signature. A common feature is that they must provide the
foll owi ng:

a. A receiver nust be able to validate the sender's
signhature.

b. A signature nust not be forgeable.

c. The sender of a signed nessage must not be able to
repudiate it later.

We have already seen an exanple of the usage of digita
signatures, nanely when a central authority signs certificates. In
this section we are concerned with the signing of arbitrary
nmessages.



A major difference between handwitten and digital signatures
is that a digital signature cannot be a constant; it nust be a
function of the docunment which it signs. If this were not the case
then a signature, due to its electronic nature, could be attached
to any docunent. Furthernore, a signature nmust be a function of the
entire docunent; changing even a single bit should produce a
different signature. Thus a signed nessage cannot be altered.

There are two nmjor variants of inplenentation:

a. true signatures.

b. arbitrated signatures.

In a true signature system signed nessages are forwarded
directly fromsigner to recipient. In an arbitrated system a
wi tness (human or automated) validates a signature and transmts
t he nmessage on behal f of the sender. The use of an arbitrator may
be hel pful in event of key conprom se as noted bel ow.

The notion of authentication by some form of signature can be
traced back as far as 1952, as noted by Diffie [DI FF88].
Crypt ography was used by the Air Force to identify friendly
aircraft through a challenge/response system The protocols
utilized influenced the devel opnment of public-key cryptography by
Diffie and Hell man [ DI FF76b] .

As we note bel ow, hash functions are useful auxiliaries in this
context, i.e., in validating the identity of a sender. They can
al so serve as cryptographic checksuns (i.e., error-detecting
codes), thereby validating the contents of a nessage. Use of
si gnatures and hash functions can thus provide authentication and
verification of message integrity at the sanme tine.

Numer ous digital signature schenmes have been proposed. As noted
in [DAVI 83], a nmmjor disadvantage of signature schenmes in
conventional systens is that they are generally one-tinme schenes.

A signature is generated randomy for a specific nessage, typically
using a large ampbunt of key material, and is not re-usable.
Furthernore, |ater resolution of disputes over signed docunents
requires witten agreenments and substantial bookkeepi ng on the part
of the sender and receiver, naking it nmore difficult for a third
party to adjudicate. A conventional schene was noted in [ Dl FF76b]
(the Lanport/Diffie One-Time Signature) and is refined in [ MERK82].
Sone ot her conventional schenes are DES-based.

Publ i c- key schenes supporting authentication pernmt generation
of signatures algorithmcally fromthe sanme key repeatedly,
al t hough the actual signatures are of course different. That is,
in a public-key scheme, signatures are a function of the nessage
and a long-term key. Hence key material can be re-used many tines
before replacenent. This obviates the necessity of special witten
agreenents between individual senders and receivers. It also nakes
it easy for a third party to resolve disputes (e.g., involving
repudi ation) later, and sinplifies storage and bookkeepi ng. As we



note bel ow, the bandwidth limtation of public-key systens is
m nimzed by the use of hash functions as auxiliaries.

In passing we remark that Col dwasser, Mcali and Rivest [GOLD88]
have proposed a nondeterm nistic public-key signature scheme which
i ncor porates an aspect of conventional schenes: a nessage does not
have a uni que signature. This schene is intended to deflect
adaptive chosen-text attacks, in which an attacker is permtted to
use a signer as an oracle. In such an attack, the attacker
specifies a sequence of nessages to be signed, and is able to study
all previous signatures before requesting the next. In the GWR
scheme, it can be proved that an attacker can gain no information
by studyi ng any nunber of signatures no matter how they are
gener at ed.

However, this security gain is offset to sone extent by data
expansion (high ratio of signature to nmessage size) and a negative
effect on nonrepudiation. As in the case of the one-tinme schenes
di scussed earlier, the signatures generated in nondetermnistic
publ i c-key schenes tend to be large in conparison to signatures
produced by deterministic public-key schenmes (i.e., those which
produce a uni que signature for a given nmessage). Adjudication of
di sputes is made difficult by increased bookkeeping and the
necessity of storing | arge databases of nessages and their
si gnat ures.

In the following we discuss only determnistic public-key
signature schenes, in which a nessage has a uni que signature.

3.1 Public-key inplenentation of signatures.

We have noted previously that, |ike secret-key systens, public-
key systens can be used for authentication. There are severa
distinctive features of a public-key inplenmentation of signatures,
i ncl udi ng:

a. The possibility of incorporating both secrecy and
authenticity sinmultaneously, assum ng that the system
supports both services.

b. The re-use of key material in generating signatures
al gorithmcally.

c. Nonrepudiation of sending is essentially a built-in
servi ce.

These features nmake public-key inplenentation of signatures very
efficient and versatile.

3.1.1 Signing nmessages.



There are several possible protocols for signing in public-key
crypt ography, depending on the services desired. In the sinplest
case, A sinmply signs a docunment M by sending S = DA(M to B

If a hash function His used, A conmputes S = DA(H(M) and sends
both Mand Sto B. B validates A's signature S by conputing H(M
= EA(S). We also noted earlier that because EA is a trapdoor one-
way function, it should not be possible for an intruder to find S
such that H(M = EA(S') for a given nessage M Thus A' s signature
cannot be forged. Also, if A attenpts to repudiate the Msent to
B above, B may present Mand S to a judge. The judge can access EA
and hence can verify H'M = EA(S); assum ng the trapdoor DA is
i ndeed secret, only A could have sent S. Thus a priori we have
nonr epudi ati on (but see bel ow).

For both authenticity and secrecy, A could send

M = EB(M DA(H(M))

to B; B conputes

(M DAC(H(M)) = DB(M)

and then verifies that

H(M = EA(DA(H(M)) .

The |l ast protocol is illustrated bel ow
A B
I I V] I
| conmpute H=HM | [\ /] receive M fromA
I I I I
I I
I I
\ |/ VI
I I I I
| conmpute S = DA(H) | | conpute (MS) = DB(M) |

| |
\|/ \|/

I
| conpute M = EB(M S)
I I
I

|
\|/

| conmpute H = EA(S) |

|
\|/




| send M to B |

| | verify H = HM |
I
I
I
\ |/ \ |
/

Figure 5. A Protocol for Signing with Hash Function and Secrecy

For nonrepudi ation in the [ast case, B retains DB(M) =
(MDA(H(M)). A judge can apply EA to DA(H(M) and conpare to H(M.
Thi s agai n assumes comon domains for the Es and D's; in section
4.1 we will note an exanple of how this point may be treated in
practice. In passing we remark that the precedi ng schenes satisfy
anot her desirable property: in the adjudication process, they do
not conpromni se security by exposing private conponents to a judge.

3.1.2 The issue of nonrepudiation

Nonr epudi ation, i.e., preventing senders from denying they have
sent messages, is contingent upon users keeping their private
conponents secret (e.g., [NEED78],[POPE79]). In the above, if DA
shoul d be conproni sed, then A might be able to repudi ate nessages
sent even before the conpromi se. On the other hand, as in the case
of lost or stolen credit cards, A may still be held liable for
nmessages signed before the conpromni se was reported to a centra
authority. This is an administrative issue, and ultimtely a matter
for litigation; hence it is beyond the scope of cryptography per
se. However, sone partial solutions have been proposed which can
be incorporated into protocols. Mst of these involve use of sone
formof arbitrator, as noted in [ DEM 83].

For exanple, in [POPE79], notary public nmachines are enpl oyed
as arbitrators. A general protocol for usage of an arbitrator A
when U is sending a nessage Mto Ris given in [AKL-83]:

a. U conputes S1 = ER(DU(M) .
b. U conputes a header m= identifying information.
c. Uconputes S2 = DU(m S1).

d. Usends mand S2 to A

e. A applies EUto S2 and checks the identifying information
inm thereby verifying the origin of M

f. A conputes M (m S1,timestanp).
g. A conputes S' = DA(M).

h. Asends S§ to R



As noted above, a copy of S may also be sent to U

As noted in [POPE78], this type of scheme violates a desirable
criterion for network protocols, nanely point-to-point
comruni cation. It also requires trusted software, which is
undesirabl e.

In [BOOT81] the use of a central authority is suggested for this
purpose. In this schene, the receiver of a nmessage sends a copy to
the central authority. The latter can attest to the instantaneous
validity of the sender's signature; i.e., that it has not been
reported that the sender's private conponent has been conprom sed
at the time of sending. The value of such testinony is mtigated
by the necessity of users rapidly reporting key conprom se to the
central authority. Also, the central authority becones a
bottl eneck.

Anot her partial solution involves tinmestanps ([ DENN81],
[ MERK82b]). This again may involve a network of automated
arbitrators, but very sinple in nature, since they need nerely
ti mestanmp nessages. In contrast to the notary publics above,
however, in [MERK82b] it is suggested that receivers obtain
timestanps. If a receiver needs to be sure of the validity of a
signature, he may check the validity of the sender's private
conponent by checking with a central authority. As long as the
recei ved nessage is timestanped before the validity check, the
receiver is assured of nonrepudiation. To be |egally cohesive,
however, this systemrequires the sender to be responsible for
signing until a conpronise of his private conmponent is reported to
the central authority. In analogy to lost credit cards, this may
not be a desirable system Also, it requires an on-line centra
authority and real -time validity checks and tinmestanps, which may
again create bottlenecks. Furthernore, such schenes require a
net wor k- wi de clock and are vul nerable to forgery of tinestanps, as
noted in [ BOOT81].

If users are pernmitted to change their components, a centra
authority should retain past conmponents for use in disputes which
may arise later. Neither conprom se nor change of conponents of a
user shoul d cause catastrophic problens in practice, since credit
card systens have established precedents for protocols, both
adm nistrative and | egal. For exanple, as noted above, conventions
have been established for treatnent of cases of |ost or stolen
credit cards; presumably anal ogous procedures could be established
for conponent conproni se.

3.1.3 The issue of proof of delivery.

The literature on public-key protocols concentrates on the
i ssues of validity of signatures and the effects of key conprom se
on nonrepudi ati on. However, DeMIlo and Merritt [DEM 83] note that
the inverse of a signature, nanmely protection against the recipient
of a nessage denying receipt, nay also be a desired feature of a
system It is nentioned as an optional security service in [|ISO
87] .



Bot h nonrepudi ati on and proof of delivery nust be inplenented
vi a adj udi cabl e protocols, i.e., protocols which can be verified
later by a third party. In [DEM83] it is noted that nonarbitrated
adj udi cabl e reception protocols are difficult to design. A sinple
handshaki ng protocol night proceed as follows:

a. A conputes X = EB(DA(M).
b. A sends X to B.

c. B conputes M= EA(DB(X)).
d. B conputes Y = EA(DB(M).

e. B acknow edges receipt of Mby sending Y to A

If this protocol is standard procedure then A can assume
nonr eception unl ess he receives acknow edgenent from B. However,
to serve as an adjudi cabl e proof-of-reception protocol, Bis
required to acknow edge anything A sends. Then an intruder C could
proceed as foll ows:

a. Cintercepts Y = EA(DB(M).
b. Csends Y to A
c. Athinks that this is a legitimte nessage from C
unrelated to his conmunication with B. Foll ow ng protocol
c.1. A conputes M = EC(DA(Y)).
c.2. A conputes Z = EC(DA(M)).
c.3. A acknow edges receipt of M by sending Z to C

d. C computes EB(DC(EA(DC(Z)))) = EB(DC(M)) = EB(DA(Y)) = M

This of course occurs because of step ¢, in which Ais required
by protocol to acknow edge M = gi bberish. This shows that such an
automatic protocol may be undesirable. On the other hand, selective
acknow edgenent mi ght have an adverse effect on adjudicability.

3.2 Hash functions and nessage di gests.

We noted that public-key systens generally encrypt nore slowy
than conventional ciphers such as DES. OQther digital signature
schenmes are also relatively slow in general. Furthernore, sone
schenes produce signatures conparable in size to, and in some cases
| arger than, the nessages they sign. This results in data expansion



and effectively | ower bandwi dth of transmission. Thus it is usually
not desirable to apply a digital signature directly to a |ong
message. On the other hand, we remarked that the entire message
must be signed. This is seem ngly contradictory, but a heuristic
sol ution can be obtained by using a hash function as an

i ntermedi ary.

A hash function H accepts a vari abl e-si ze nessage M as input and
outputs a fixed-size representation HHM of M sonetines called a
message di gest [DAVI80]. In general HUM will be rmuch smaller than
M e.g., HM mght be 64 or 128 bits, whereas M m ght be a
nmegabyte or nore. A digital signature nmay be applied to HM in
relatively quick fashion. That is, HM is signed rather than M
Both M and the signed HHM may be encapsul ated in another nessage
whi ch nmay then be encrypted for secrecy. The receiver nmay validate
the signature on H(M and then apply the public function Hdirectly
to Mand check to see that it coincides with the forwarded signed
version of H'M. This validates both the authenticity and integrity
of Msinultaneously. If HM were unsigned only integrity would be
assured.

A hash function can al so serve to detect nodification of a
message, i ndependent of any connection with signatures. That is,
it can serve as a cryptographic checksum (al so known as an MDC =
mani pul ati on detection code or MAC = nessage authentication code).
This may be useful in a case where secrecy and authentication are
uni nportant but accuracy is paranount. For exanple, if a key is
sent in unencrypted form even if the key is only a few hundred
bits it might be useful to transmit a checksumalong with it.
Anot her instance where this case arises is when secrecy is provided
by a system such as DES which does not provide a signature
capability. An inmportant distinction is that a hash function such
as a MAC used in connection with a conventional systemis typically
paraneterized by a secret shared key, although the latter may be
distinct fromthe session key used in transmtting the nessage and
its MAC. In contrast, hash functions used in connection with
public-key systens shoul d be public and hence keyl ess.

Earlier we referred to the use of hash functions as a

"heuristic" solution to the problem of signing | ong nessages. This
refers to the fact that the signature for a nmessage should be
uni que, but it is theoretically possible that two distinct nessages
could be conpressed into the sanme nessage digest (a collision). The
security of hash functions thus requires collision avoi dance.
Col l'i sions cannot be avoided entirely, since in general the nunber
of possible messages will exceed the nunber of possible outputs of
the hash function. However, the probability of collisions nust be
low. If a function has a reasonably random output, the probability
of collisions is determ ned by the output size.

A hash function nmust neet at |east the follow ng mninmal
requi renent to serve the authentication process properly: it nust
not be conputationally feasible to find a nessage whi ch hashes to
the sane digest as a given nessage. Thus, altering a nessage wl |
change the nessage digest. This is inportant to avoid forgery.

In many settings this mniml requirenent is regarded as too



weak. Instead, the requirenment is added that it should not be
possible to find any two strings which hash to the sane val ue. W
return to the distinction between these two criteria in section
3.2.3.

3.2.1 Usage of hash functions.

In a public-key system augnmented by a hash function H, A m ght
send a nmessage Mto B as follows: for sinplicity ignore secrecy
consi derations. Then A sends Mand S = DA(H(M) to B. The latter
uses EAto retrieve HM fromsS, then conputes HLM directly and
conpares the two values for authentication. For nonrepudiation, B
retains M HM and S. If A attenpts to repudiate M a judge can
use the three itens to resolve the dispute as before: he conputes
H'M = EA(S) and reconputes HM fromM If B could find M with
HM) = HM, Bcould claimA sent M. A judge receiving M, HM
and S woul d reach a fal se concl usion.

3.2.2 Relation to one-way functions.

Mer kl e [ MERK82] defines a hash function F to be a transformation
with the foll owi ng properties:

a. F can be applied to an argunent of any size.
b. F produces a fixed-size output.
c. F(x) is relatively easy to conpute for any given Xx.

d. For any given y it is conputationally infeasible to find
X wWith F(x) =vy.

e. For any fixed x it is conputationally infeasible to find
X' pxwith F(x'") = F(x).

The nost inportant properties are (d) and (e). In particular
(e) guarantees that an alternative nessage hashing to the sane
val ue as a given nessage cannot be found. This prevents forgery and
also permits F to function as a cryptographic checksum for
integrity. Actually (e) can be strengthened as we note nonentarily.

Property (d) states that F is a one-way function (e.qg.
[DI FF76b]). One-way functions are used in various other contexts
as well. For exanple, we noted earlier that the security of public-
key systens depends on the fact that the public transformations are
trapdoor one-way functions. Trapdoors pernit decodi ng by
reci pients. In contrast, hash functions are one-way functions which
do not have trapdoors.

The concept of (non-trapdoor) one-way functions originated in
connection with log-in procedures ([WLK68] p. 91): Needham noted



that if passwords were stored encrypted under a one-way function
a list of encrypted passwords would be of no use to an intruder
since the original passwords could not be recovered. Wen a user
| ogged in, the string entered would be encrypted and conpared to
the stored version for authenticity. Essentially the same system
was redi scovered later in [EVAN74].

Usage of one-way functions to produce nessage digests or encrypt
passwords is very different fromuse of trapdoor one-way functions
to generate encryption functions {EA} in a public-key cryptosystem
In the latter, (d) above becones a dichotony: it is conputationally
i nfeasi bl e for anyone except Ato find MfromC = EA(M; but it is
easy for A, the unique holder of the trapdoor DA, to conmpute M =
DA( O

An exanpl e of functions which are not one-way are the private
transformations in public-key systens: anyone can solve S = D(M

for M i.e., M= E(S). This shows that signature schenes are not
one-way functions; i.e., they do not satisfy (d) above. On the
ot her hand, a deterministic signature function S satisfies (e)
above; i.e., messages have uni que signatures. For exanple, if a

signature is generated via S = D(M where Dis a decryption
function of a public-key system then DM = D(M) inmplies E(D(M)
=M= EDM)) =M, so (e) is trivially satisfied.

Merkl e's requirenments above are that a hash function nust be
both one-way (d) and effectively collisionless (e). In order to
satisfy (a) and (b) concurrently, collisions nust exist; (e)
requires that a cryptanal yst should not be able to find them This
notion is amenable to further refinenent.

3.2.3 Wak and strong hash functions.

The security of hash functions can be refined further: we may
di stingui sh between weak and strong hash functions. A function
satisfying (a) - (e) of the previous section nay be termed a weak
hash function. Property (e) characterizes weak hash functions; it
states that a cryptanal yst cannot find a second nessage producing
the sane nessage digest as a fixed nessage. On the other hand, H
may be ternmed a strong hash function if (a) - (d) still hold, but
(e) is nodified as follows: it is conputationally infeasible to
find any {x1,x2} with H(x1) = H(x2).

Strong and weak functions nay often be obtained fromthe sanme
class of functions. Strong functions are then characterized by
| arger nessage digests, which reduce the probability of collisions.
Strong functions are thus nore secure, but the | onger nessage
digests are likely to increase time needed to hash.

Al t hough the two definitions above are superficially simlar,
conputationally they are quite different. For exanple, suppose H
is a hash function with an 80-bit output. Suppose a cryptanal yst
starts with a fixed nessage M and wi shes to find a second nessage
M with HHM = H(M). Assum ng that the 280 outputs of H are totally
random any candidate M has a probability of only 2-80 of neeting



the required condition. Mdre generally, if the cryptanalyst tries
k candi dates, the probability that at |east one candi date satisfies
HM = HM) is 1-(1-2-80)k which is about 2-80k by the binom a

theoremif the latter is small. For exanple, the cryptanalyst wll
probably have to conpute H for about k = 274 = 1022 values of M to
have even one chance in a mllion of finding one M which collides

with M Thus His secure in the weak sense.

Suppose for the sane H the cryptanal yst nerely seeks any val ues
{ML, M2} with H(ML) = H(M2). By exanple F.1, if he examines H(M for
at least 1.17 * 240 < 2 * 1012 random values of M the probability
of at least one collision exceeds 1/2. A superconputer could
probably find ML and M2 with H ML) = H M) in at nost a few days.
Thus H is not secure in the strong sense.

The latter attack is called a birthday attack (app. F). It
shoul d be noted that finding a collision H(x) = H(y) gives the
cryptanal yst no valuable information if x and y are random bit
strings. For a purpose such as forgery an adversary may need to
generate a |l arge nunber (e.g. 1012 above) of variations of a nessage
to find two which collide. Inclusion of timestanps or sequence
nunmbers i n nessages, according to a fixed format, may make it
conputationally infeasible to find a collision of use to an
adversary.

3.3 Digital signatures and certificate-based systens.

We previously noted that digital signatures can be enployed for
aut hentication in the process of distributing public conponents in
public-key systens. In particular, if the systemis certificate-
based, the central issuing authority can sign certificates
cont ai ni ng public conponents.

The notion of a central authority can be extended to a
hi erarchical (tree) structure. The central authority serves as the
root of the tree; |eaves represent users. Internedi ate nodes may
al so be users. Typically the intermedi ate nodes will be arranged
in several levels representing, e.g., organizations and
organi zational units. Each node of the tree is responsible for
authenticating its children. Thus an authentication path is created
for each node, ending at the root. For exanple, the centra
authority may certify an organi zation; the organization may certify
a unit; the unit may certify an individual user. Certification my
be acconplished by having a parent node sign a certificate for the
child node. To validate another user's certificate, a user may
request the entire authentication path.

It is also possible for the tree to be replaced by a forest. For
exanple, in a nmultinational systemthere may be a different tree
for each country. In this event the roots nmust certify each other
An aut hentication path may then pass through two or nore roots.

More generally, an authentication structure can be an arbitrary
directed graph, with a directed edge fromA to Bif Acertifies B
Then aut hentication paths may be constructed by conjoining directed



paths fromtwo users to a commn trusted node; an exanple of this
nore conpl ex structure is given in section 5.3.

4. Exanpl es of public-key systens and hash functions.

Numer ous public-key systens have been proposed. These nmmy be
divided into several categories:

a. Systenms which have been broken
b. Systems which are consi dered secure.
b.1. Systens which are of questionable practicality.
b.2. Systens which are practical.
b.2.1. Systens suitable for key distribution only.
b.2.2. Systens suitable for digital signatures only.

b.2.3. Systens suitable for key distribution and
digital signatures.

From the standpoi nt of sheer numbers, npst systens have proven
to be insecure. This is unfortunate, since some of the techniques
produci ng i nsecure systems have relatively high bandw dths, where
bandwi dth refers to rates of encryption/decryption. Knapsack
ci phers are an exanple (sec. 4.2.1, app. E)) of high-bandw dth but
generally insecure systens. O the systens which have not been
broken, many are regarded as inpractical for reasons such as |arge
key sizes or |arge data expansion (ciphertext nmuch |arger than
pl ai nt ext).

Only a relative handful of systens are w dely-regarded as secure
and practical. In particular, a cryptosystemis usually regarded
as secure if breaking it is essentially equivalent to solving a
| ong-standi ng mat hemati cal probl em which has defied all attenpts
at sol ution.

O the well-known systens which are generally regarded as secure
and practical, some are |linmted to digital signatures and hence
unsui tabl e for public key distribution (e.g. sec. 4.2.2). On the
ot her hand, in instances such as the Diffie/Hellman exponentia
exchange scheme (sec. 2.2), public key distribution is supported
but authentication is not. Such systems may need augnentation by
a system whi ch supports signatures. The only well-known system
di scovered to date which is secure, practical and suitable for both
secrecy and authentication is described in section 4. 1.

Category (b.2.3) above could in theory be further subdivided
into systenms with relatively | ow and hi gh bandw dths, but there are
no wel |l -known exanples with high bandw dths. There does not exi st
a secure, practical systemsuitable for key distribution and



digital signatures, and with high enough bandwi dth to support bul k
data encryption. Prospects for creating radically new systenms seem
dim in fact, as noted in [DIFF88], nmpost of the extant systens are
based on a small nunber of hard mat hematical problens:

a. discrete exponentiation.
b. knapsack probl ens.

c. factoring.

According to Diffie, discrete exponentiation was suggested by
J. Gll, and the use of the knapsack problemby Diffie. A
suggestion to use factoring was apparently made by Knuth to Diffie
during the early years of public-key cryptography, but factoring
was not incorporated into a cryptosystemuntil several years |ater
(sec. 4.1).

The knapsack problemis noted briefly in section 4.2.1. The
ot her two mat hematical problenms above are easy to state (though
al so hard to solve):

a. If pis agiven prine and g and M are given integers, find
x such that gx 6 M (nod p).

b. If Nis a product of two secret prines:
1. factor N.

2. Gven integers Mand C, find d such that Md 8 C (nod
N) .

3. Gven integers e and C, find Msuch that M 6 C (nod
N) .

4. G ven an integer x, decide whether there exists an
integer y such that x 8 y2 (nmod N).

G ll's suggestion was based on (a), i.e., on the difficulty of
conmputing discrete |logarithnms nodulo a prinme. This has generated
systens (e.g. sec. 2.2) suitable for key distribution, and others
suitable for signatures (e.g. sec. 4.2.2).

Expl oitation of the difficulty of factoring has proven to be the
nost versatil e approach to design of public-key systens. Factoring
is widely-regarded as very difficult. If a nodulus has unknown
factorization, various problens in nodular arithmetic becone
difficult. For exanple, discrete logarithm ((b.2) above) is
difficult, as is taking roots (b.3) and deciding quadratic
residuosity (b.4). These probl ens have generated the nost wi dely-
known public-key system (sec. 4.1) and various others. W remark
in passing that the probabilistic scheme nentioned in section 3 and
appendi x P are based on (b.4); nore generally, quadratic



residuosity forns the basis of many zero-know edge schenes.

Diffie' s knapsack suggestion is one of many attenpts to utilize
NP- conpl ete problenms for cryptosystens. Such attenpts have net with
very limted success. We return to this topic and further
di scussi on of the above problenms later. In the neantime we di scuss
a few of the nost well-known public-key systens, along with sone
hash functi ons.

4.1 The RSA public-key schene.

Ri vest, Shamir and Adl eman [ RI VE78] obtai ned the best-known and
nost versatile public-key cryptosystem It supports both secrecy
and aut hentication, and hence can provide conplete and self-
cont ai ned support for public key distribution and signatures.

A user chooses prines p and q and conmputes n = p * q and m= (p-
1)(g-1). He then chooses e to be an integer in [1, m1] wth
GCD(e, M = 1. He finds the nmultiplicative inverse of e, nmodulo m
i.e. he finds (app. H din [1,m1] with e* dd 1 (nod m. Now n
and e are public; d, p, g and mare secret. That is, for a user A,
nA and eA constitute the public conponent, and dA, pA, gA the private
conponent .

After a user has conmputed p,q,e,d, the private transfornmation
D and public transformation E are defined by (see app. M:

E(M Me nod n,

D( O Cd nod n.

In the above, Mand C are in [0,n-1]. As in section 1.5 we have
D(E(M) = Mand E(D(C)) = C, i.e. Dand E are inverses. Since d is
private, so is D, and since e and n are public, so is E. This
constitutes a cryptosystem which can be used for both secrecy and
aut hentication. That is, for secrecy, A sends EB(M to B as usual
for authentication, A sends DA(M as usual. For both secrecy and
aut henti cation, suppose first that nessage digests are not
enpl oyed. Assum ng nA é nB, A conputes

C = EB(DA(M)

and sends Cto B. Then B recovers M as usual by

M = EA(DB(EB(DA(M))) .

This process is illustrated bel ow

A B:



| | | |
| conpute M = M*eA nod nA| |----- >| receive C fromA |
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| conpute C = M**dB nod nB | | | conpute M = C**eB npd nB
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Figure 6. Using RSA for Authenticity and Secrecy

As noted in section 3.1.1, for nonrepudiation B may retain

DA(M .

This inplenmentati on only works because the range of DA is a
subset of the domain of EB; i.e. [0,nA-1] is a subset of [0,nB-1].
In the event that nA 6 nB, Kohnfelder [KOHN78b] notes that A can
instead transmt

C = DA(EB(M).

Then B can recover M as

M = DB(EA(DA(EB(M))) .

This works since the range of EB is a subset of the domain of DA
For adjudication of possible disputes, B nust retain C and M Then
to prove that A sent M the judge can conpute EA(C ) and EB(M and
test for equality.

However, in [DAVI83] and [DENN83b] it is noted that there is a
di sadvantage to this solution: A signs EB(M rather than M In
section 3.1.1 the judge was able to apply EA to the stored quantity
DA(M and Mis obtained. In Kohnfelder's protocol both C and M
nmust be stored, doubling the storage requirenent.



The use of nessage digests elimnates the precedi ng problem
Suppose His a hash function. Then to send Mto B, A can create a
new nmessage M containing Mand DA(H(M) and send C = EB(M) to B
This gives both secrecy and authentication; also, C may be retained
for nonrepudi ati on. Mdreover, Mand DA(H(M) are reblocked in
formng M, so that no problemarises fromthe sizes of nA and nb

4.1.1 Choice of p and q.

To use the RSA system a user nust first choose primes p and qg.
As noted in section 4.1.3, p and gq should at least 75 to 80 deci nal
digits; for the sake of discussion we assunme p and q to be on the
order of about 100 digits. The user begins by choosing a random odd
b of around 100 digits; b is a candidate for p. Now b is acceptable
only if bis prinme. There are two approaches to this problem The
deternministic approach decides with certainty whether b is prine
(see below). An alternative is to use the probabilistic approach
as inplenmented, e.g., by Solovay and Strassen [SOLO77]: randomy
choose a set of about 100 nunbers in [1,b-1]. For each number a in
the set, test to see if GCD(a,b) = 1, where GCD = greatest comon
divisor. If this condition holds, conpute the Jacobi symbol (a/b)
(app. J). Both GCDs and Jacobi synbols are easy to conpute via
wel | -known al gorithns (app. H,J). Now check to see if

(alb) & a(b-1)/2 (mod b).

If bis not prime, this check will fail with probability at
least 1/2 (app. L). Thus, if 100 randoma's are tested and all pass
the above test, the probability of b not being prine is about 1 in
2100. Hence it is possible to test in polynomal tine whether b is
probably a prinme. The probability of b being prime is about 1 in
115; hence repeated applications of the preceding algorithmwl|
probably quickly yield b which is probably a prine. This can be
taken to be p; a second application of the algorithmwll yield g.

The Sol ovay/ Strassen algorithmis discussed further in appendix
L, which also nmentions alternative algorithnms of Lehman [ LEHVB2]
and MIler and Rabin ([MLL76],[ RABI80]).

The advantage of such probabilistic algorithms is that the
algorithms run in polynomial time. They do not guarantee a correct
answer, but the possibility of error is negligible as noted above.
If absolute certainty were required, determnistic algorithms for
primality testing could be used ([ ADLE83],[ COHE87],[ COHE84]). These
guarantee primality, but have runtinmes of the form

exp(c(log log n)(log log log n)).

If a sufficient anpbunt of conputing power is avail able,
primality of 100-digit nunmbers can usually be established
deterministically in mnutes. However, the code needed is



conpl i cated; noreover, nost users will not have access to high-
performance conputers. The probabilistic algorithnms have acceptable
run times even on small conputers, particularly if hardware support
is avail abl e.

4.1.2 Further notes on inplenentation.

Once p and q have been chosen, e is chosen to be relatively
prime to m= (p-1)(g-1); i.e. GCD(e,m = 1. For exanple, e can be
chosen to be a randomsmall prime > 2. If e is relatively small,
E(M can be conputed relatively rapidly; i.e. only a small nunber
of modular nultiplications are needed. The condition GCD(e,nm =1
presents no problem in fact the probability that two random
nunbers are relatively prinme is about 3/5 ([KNUT81] p. 324). Now
d can be found in polynom al time; however, d may be | arge. Hence
a version of the Chinese Renai nder Theoremis enployed for

decryption (app. M.

There are sone restrictions on p and q in addition to the size
speci fication nentioned above. Sone of these are noted in section
4.1.3.1. Also, the tinme and space requirenents of RSA are
considerably larger than, e.g., DES. Storage for each of p, q, and
d will require at least 300 bits; n is about 600 bits. Only e can
be chosen to be small.

Exponentiation nod n is a relatively slow operation for |arge
n, especially in software. Efficient algorithms for conmputing
products nod n have been given, e.g., in [BLAK83], [BRIC82],
[ MONT85] and [QUI S82]. In particular, [BRIC82] shows how
multiplication nmbod n can be done in mt7 clock pulses if nis m
bits. In [MONT85] it is shown how nodular nultiplication can avoid
di vi si on.

At the present tinme RSA decryption (encryption is slower) with
a 508-bit modul us has been performed at about 225 Kbits/sec in
har dware [ SHAN9O]. Decryption with a 512-bit nodul us has been
effected at about 11 Kbits/sec in software [DUSS90] .

4.1.3 Security of RSA.

The security of the private conmponents in the RSA cryptosystem
depends on the difficulty of factoring large integers. No efficient
al gorithms are known for this problem Consequently, knowing n =
p * g does not yield p and g. Thus it is conputationally infeasible
to find (p-1)(g-1) = m and hence the relation e * d d 1 (nmod m
is useless for determning d frome

The difficulty of conputing discrete logarithnms (cf. sec. 1.5)
defl ects known-pl ai ntext attacks. Suppose an intruder knows M C
and M = D(C) for some plaintext/ciphertext pair {MC}. To find d
he must solve M= Cd nod n; i.e., he nmust find a discrete
| ogarithm



Ci phertext-only attacks are equivalent to taking roots nodul o
a conposite nunmber with unknown factorization, i.e. solving C = M
nmod n for M This is probably about as difficult as discrete
| ogarithms, even in the case of square roots (e.g., [ADLE86]). In
fact (lem N.3.2; cf. [KNUT81] p. 389, [RABI79]), taking square
roots modul o such n is, |oosely speaking, as hard as factoring n.

It should be noted that the security of RSA is not provably
equivalent to the difficulty of factoring or the other problens
menti oned here. Also, security of RSA or other public-key systens
does not preclude breaking specific protocols for their use; see
e.g. [MOOR88] or [DOLE81]. An exanple of a protocol failure is
given in [ MOOR88]: suppose two users use a commn nmodul us n and
encryption exponents e and e with GCD(e,e') = 1. If the sane
message Mis sent to both, then let C= M mod n and C = Me' nod n.
If both Cand C are intercepted, an intruder can find (app. H r
and s withr * e +s *e =1, nowM=C * Cs nod n.

4.1.3.1 Restrictions on p and q.

There are two major restrictions on p and q in order to foi
attenpts at factoring n = p * q:

a. p and q should be about the sanme |ength.

b. p and q should be at least 75 digits in |length.

Present factoring nmethods will be foiled by such a choice. For
| onger-term security, p and q should be, e.g., around 100 digits.
Condition (a) is needed against the elliptic curve nethod (see
bel ow) .

An attenpt to predict the period of time for which a given
nmodul us length will remain secure is necessarily guesswork
Intelligent guesses are the best that can be hoped for by
i npl enentors; these are connected with the status of progress in
factoring, which is highly dynam c.

4.1.3.2 Notes on factoring.

Choosing n to be about 200 digits will foil any present attenpt
at factoring n. The nost powerful general-purpose factoring
algorithmis Ponerance's quadratic sieve [ POVE84] and its
vari ations. Using a parallel version of the quadratic sieve, Caron
and Silverman [ CARO87] factored 90-digit integers in several weeks
on a network of several dozen Sun-3's. Recently, 106-digit integers
have been factored on a |arger network [LENS89], using the nultiple
pol ynom al variant of the quadratic sieve. Recent announcenents of
work in progress indicate that integers of around 116 digits may
be factored shortly, using the same network used in the 106-digit
case and anot her variant of the quadratic sieve.



Pomerance, Smith and Tul er [ POVE88] di scuss a prototype of a
speci al pipelined architecture, optimzed for the quadratic sieve,
which they claimis extensible to a machine which m ght factor 125-
digit integers in a year. However, this presents no threat to 200-
digit nmoduli, since all of the best general-purpose factoring
al gorithms known, including the quadratic sieve, run in tine
roughly

exp(((log n)(log log n))1/2).

The fastest present conputers only execute on the order of 1010
operations per second, at a cost of $10 million or nore. Even if
a future conputer reached 1012 operations per second (and presumably
a cost exceeding $100 million) it would take on the order of 1000
years to factor a 200-digit nunmber using existing algorithns.

The strongest results on factoring obtained to date have
utilized networks of conputers. The power of such networks is nore
difficult to extrapolate than for superconputers, since they are
expandabl e and the power of personal conmputers and workstati ons has
been rising at a higher rate than at the superconputer level. In
theory it would be preferable to know that a cryptosystem woul d be
i mune to an attack by an assenbl age of every conputer in the
universe. It seems difficult to estimate the total anount of
computing power this would bring to bear; furthernore, the question
in practice is what fraction of this total anobunt can be
realistically allotted to a given factoring problem (cf. app. B).

It follows that inplenentors may have a high | evel of confidence
in 200-digit noduli at the present. An interesting issue at the
time of this witing is whether a nodulus with a | ength between 150
and 200 digits will provide security for a given length of tine.

It seens certain that 154-digit (i.e., 512-bit) integers will be
factored eventually, but the question is when. If the preceding
runtine estimate is used, the conclusion is that 154 digits is
likely to be secure until the |late 1990s, barring major algorithmc
advances (cf. app. B). RSA noduli of around 512 bits are generally
preferable to 200 digits (around 660 bits) from a hardware-

i mpl enentati on standpoint.

A potential qualifier to the preceding analysis is that the
above runtine estimate is generic; in particular it assumes that
runtinme is essentially independent of the integer being factored.
However, there are algorithms which have the above as their worst-
case tinme. For exanple, the Schnorr/Lenstra al gorithm [ SCHN84]
factors n by using quadratic forms with discrimnant -n. The
equi val ence cl asses of such fornms forma group (the class group)
whose order is denoted by h(-n). The algorithmfactors n quickly
if h(-n) is free of large prime divisors. The algorithmis Mnte
Carlo in the sense that the n's which will be factored quickly are
evidently fairly random No algorithns are known to generate class
nunbers with |arge prinme divisors, although interestingly RSA cones
close: class nunbers h(-n) of discrimnants n with one or two prine
factors have a higher probability of having large prime factors



than the class nunmbers of discrimnants with only small prinme
factors.

The net result is that, e.g., perhaps one in 1000 n's wl|
factor 1000 tines nore quickly than average. If this nethod were
practicable it would argue for the 200-digit nodulus in RSA
However, the Monte Carl o phenonenon has not produced noticeably
| oner factoring times in practice as yet.

Sonme ot her factoring nmethods are applicable to nunbers which do
not have the formrequired for an RSA nodul us. For exanple, the
elliptic curve nethod [LENS87] is oriented to integers whose
second-1 argest prinme factor is considerably smaller than the
| argest prime factor. This notivates the condition that an RSA
nodul us shoul d have factors roughly equal in size. A recent
algorithm the nunber field sieve [ LENS90], applies to integers of
the formrd + s or rd - s where r and s are small. Again this wll
not affect properly-chosen RSA noduli.

4.1.4 Low-exponent versions of RSA.

A priori the encryption exponent e in the RSA schene is
arbitrary. However, it need not be random It has been suggested
that e be chosen to have a common val ue by all users of an RSA-
based system Using e = 2 is not feasible per se, since 2 is not
relatively prime to p-1 or g-1. However, extensions of this type
have been made. These are of sone theoretical interest, since Rabin
[RABI 79] and W liams [WLL80] have noted nodifications of RSA with
exponent 2 for which successful ciphertext-only attacks are
essentially as difficult as factoring the nmodulus (app. N)

The exponent 3 can be used directly with RSA. It has the
advant age of greatly sinplifying the encryption (but not the
decryption) process. In fact Knuth [KNUT81], Rivest [RIVE84] and
others reconmmend its usage. However, 3 and other very | ow exponents
suffer fromsone flaws. The case e = 3 is an illustration. For one
thing, as Knuth notes, users nmust nmake certain that each block M
to be encrypted satisfies M3 >> n. This is because C = M3 nod n
becones sinply C= M3 if M3 < n; in this event finding Mreduces to
the trivial problemof taking ordinary cube roots of integers. Thus
the use of e = 3 causes the domain of E to be a subset of [0, n)
rather than the whole interval as would be preferable.

A related but nore subtle flaw has al so been noted if, e.g., e
= 3 [HAST88]. Suppose A sends the sanme nessage Mto each of {Bi},
i =1,2,3. Suppose Bi uses modulus ni, and M< ni for each i (this
will be true, e.g., if the sender uses a nodulus smaller than each
of the {ni}). Assum ng that each of {nl,n2,n3} is generated as a
product of two random prinmes, the probability of duplicates anong
the 6 prinmes used is near zero. Hence it nay be safely assunmed that
the {ni} are pairwise relatively prinme. Let Ci = M3 nod ni. Suppose
all 3 {Ci} are intercepted. Using the Chinese Renai nder Theorem
(app. 1), the intruder can find x in [0O,n"), n* =nl * n2 * n3, with
x 0 C (md ni), i =1,2,3. Thus x 6 M3 (nod n"). But M3 < n', so M3
= X, so M= x1/3 (ordinary cube root). Hence the plaintext Mcan be



easily recovered fromthe three ciphertexts. Thus the use of e =

3 or other small exponents makes RSA vul nerable to ciphertext-only
attacks. The sender may attenpt to nmodify Mfor each recipient to
deflect this attack, but Hastad shows that nore generally, a | ow
exponent is vulnerable to |inear dependencies in portions of
nessages.

4.2 Ot her public-key systens.

Several public-key systens other than RSA have been proposed.
These are briefly surveyed here. As noted earlier, nost of these
are either insecure, of questionable practicality, or limted to
one of signatures/secrecy but not both. In sone cases their
security and/or practicality has not been established. None of
these systens rivals RSA if a conbination of versatility, security
and practicality is the criterion. However, this does not preclude
the use of the secure systens for specific applications such as
di gital signatures.

4.2.1 Knapsack systens.

These were proposed by Merkle and Hel | man [ MERK78b]. However,
the essence is the use of NP-conplete problens (e.g.
[ GARE79], [ HORO78] ) whi ch had been suggested for use in designing
public-key systenms in [DI FF76b]. The Merkl e/ Hel | man approach was
to enpl oy a superincreasing sequence {ai}, i.e., a sequence of
positive integers for which

ai >ai-1+ ... + al.

The associ ated knapsack problem [HORO78] is to find nonnegative
integers {M} such that for a given Y,

Y=al* M + ... + an * M.

The above is an instance of integer programming. In the present
context the {M} are binary; thus the above reduces to sum of -
subsets. Solving the above is easy for superincreasing {ai}; in
fact the solution is unique. However, even deciding existence of
a solution of sumof-subsets, or nore generally integer
programm ng, is NP-conplete ([ GARE79], pp. 223, 245). Now for any
w and u sati sfying

u>al+ ... + an,

GCD(u,w) =1,



a di sgui sed knapsack problem may be produced from {ai} by defining

bi = w?* ai npd u.

Then the associ at ed knapsack problem

C=Db1* M + ... + bn * M

appears to a cryptanal yst to be hard since the {bi} appear random
In actuality, it is easily solved using the connection with the
{ai}: since GCD(w,u) = 1, there exists W (app. H such that

w* Wd 1 (rmod u).

Then

W* Coal * ML + ... + an * M (rmod u).

Since 06 M 06 1,

0O6al * ML + ... +an * M < u
from whi ch
W* C=al* ML + ... + an * M.

As noted above, the latter knapsack problem has an easily-found
uni que solution, fromwhich C may be retrieved. This is called a
trapdoor; it permts a legitimate user to easily sol ve what appears
to be a hard problem The above nodul ar di sgui se can be iterated,
i.e., neww and u chosen and the {bi} disguised, etc.

The trapdoor knapsack yields a public-key system if the binary
representation of plaintext Mis M...M, |et

E(M =bl* M + ... + bn * M.

If C=EM then decrypting Cis equivalent to solving what
appears to be a general knapsack problem although decryption is
easy using the trapdoor. The public conmponent is {bi} and the
private conmponent is u, wand {ai} (see [ MERK78b] for details).

The advantage is that the arithmetic is nuch quicker than in



RSA: about 200 additions are needed, as opposed to about 500
squarings and 150 nultiplications in RSA. |In fact knapsacks may
rival DES in speed [HENR81]. Unfortunately the above knapsack and
nost variations on the above have been broken (Appendi x E)

It should al so be noted that even if a knapsack approach proves
to be secure and practical, such schenes are generally limted to
support for either secrecy or authentication but not both. In
contrast to RSA, the encryption and decryption functions are not
i nverses, although D(E(M) = M A trivial exanple suffices to show
this: suppose

E(M = 2ML + 3Me.

To be invertible a function nmust be both injective and
surjective. However, E is not surjective (onto). For exanple there
is no Msuch that E(M = 1; hence D(1) is undefined. Thus we could
not enploy D for signatures as in RSA, since, e.g., 1 could not be
signed by conputing D(1).

4.2.2 The El Ganal signature schene.

A signature schene derived froma nodification of exponentiation
ci phers was proposed by El Gamal [ ELGA85].

First of all a prine p and a base a which is a prinmtive root
modul o p (app. K) are public. Now suppose A wi shes to send a signed
message to B. The private conponent of A consists of two portions,
one fixed and the other nessage-dependent. The fixed portion is a
random x(A) from[1,p-2]. The public conponent of A also has fixed
and nessage- dependent conponents. The fixed portion is

y(A) = ax(A) nod p

Now for a given nessage Min [0, p-1], A chooses a secret k in
[0,p-1] with GCD(k,p-1) = 1. Thus k is the message-dependent
portion of A's private conponent. Also, A finds (app. H | wth

k*1 81 (md (p-1)).

The nessage- dependent portion of A's public conponent consists
of r and s, where

r = ak nod p,

sol * (M- r1 * x(A) (md (p-1)).



Now A sends M r and s to B. For authentication B computes

C = aM nod p,

C =y(Ar * rs nod p.

We note that

Mdr * x(A) + k * s (mod (p-1)).

Hence if Mis authentic and valid,

C = (ax(a))r * (ak)s nmod p = C .

The El Gamal algorithmis illustrated bel ow.
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Figure 7. The El Gamal Signature Al gorithm

A different k must be chosen for each M using any k tw ce
determ nes x(A) uniquely. The security of the nmethod then depends
mainly on the difficulty of conputing discrete logarithnms in G-(p):
suppose an intruder intercepts M r and s; a and p are public. Let
d =ar nod pand u* rs 0 1 (mod p). Then the intruder knows

aMo y(Ar * rs (nod p)

Hence

u* aMo y(Ar (nod p).

Thus



dx(A) 8 (ax(A)r 8 y(Ar (mod p).

Final ly

dx(A) 6 u * aM (rmod p).

Fi nding x(A), which permits the intruder to nmasquerade as A, is
thus equivalent to the above discrete logarithmproblem It is easy
to solve this problemif p-1 has only small factors [POHL78], hence
p-1 should have a large prime factor as in RSA. An alternative
approach is to seek k and m satisfying

M=r1 * xX(A) +s * k + (p-1) * m

but this is underdetermnmined, so that there are an exponentia
nunmber of possible solutions to check. A third approach at
cryptanal ysis seeks r and s satisfying

aM o y(Ar * rs (rmod p).

This is presumably easier than discrete logarithmsince r and
s can both be varied, but it is not clear how nmuch easier

In conmparing this scheme to RSA, we note that both enpl oy
exponentiation, so that their speeds of encryption/decryption
shoul d be conparable. Generating keys in the two nmethods is
simlar; finding appropriate prinmes is the main step in either
Security of ElGamal is nore difficult to assess. The mmjor attack
agai nst RSA, i.e., factorization, is a problem which has been
studied for centuries. It is safe to say that far less time has
been invested in attenpts to cryptanal yze the El Gamal schene.

Cryptanal ytically, the last attack (varying r and s
si mul taneously) nmay have a conplexity substantially |ower than
factoring or discrete logarithm hence security of El Ganal is at
best no better than RSA, and possibly nuch inferior, with respect
to secrecy of conponents (it nust be enphasized that this is a
conservative characterization; it could also turn out that no
substanti al advantage is gained by varying r and s sinultaneously).
The use of message-dependent portions of conponents is a plus and
mnus: it increases bookkeeping, and makes it nmore difficult for
a third party to adjudicate a dispute. On the other hand it my
produce greater security against certain types of attacks. In fact
the k above could be chosen differently for different bl ocks of one
nmessage.

In passing we note that, |ike knapsacks, this schene goes in one
direction only: we have in effect



M= E(r,s) = (x(A) *r +k*s) nmd (p-1).

This maps the ordered pair (r,s) to a unique M The condition
GCD(k, p-1) = 1 guarantees that an (r,s) can always be found; i.e.
E is surjective. But it is not injective (one-to-one): e.g., if p
=7, k =5, x(A =5, then E(1,2) = E(2,1) = 3. Thus text M cannot
be represented uniquely by a pair (r,s), which would lead to
anbiguity in an attenpt to use this scheme in two directions.

Al so, El Gamal notes that extension to G-(pn) (app. G is
feasi ble. However, it is not clear that extensions to finite fields
are desirable (cf. sec. 1.5); gains in efficiency my be offset by
| oner security for conparable key sizes.

4.3 Exanpl es of hash functions.

To be useful in conjunction with public-key systems, a hash
function should ideally be keyless. This is in contradistinction
to nessage authentication codes used in connection with secret-
key systens. Several hash functions have been proposed for use in
public-key settings. A few are nentioned here, but it seens to be
difficult to produce secure, keyless, efficient hash functions.
Thus we include sone exanpl es of functions which have keys, are
i nsecure, or both.

4.3.1 Merkl e's neta-met hod.

Mer kl e ([ MERK82], [ MERK89]) has proposed a general technique for
obt ai ni ng hash functions and digital signatures from existing
conventional cryptosystens such as DES. Although secret-key systens
are used as adjuncts, the resulting hash functions are keyl ess;
keys needed for DES are generated fromthe nmessage to be hashed.
The hash functions are pre-certified in the sense that their
security can often be proven to be the sane as that of the
underlyi ng conventional function

Mer kl e assunes that encryption in a system such as DES defi nes
a function EK, where Kis a key, which produces a random out put.
This is technically inpossible, and in fact DES is not a random
function since it is a permutation. Nonethel ess, snmall deviations
from randomess may be tol erable. Another requirement is that for
a given key/plaintext (or ciphertext) pair, the ciphertext (or
plaintext) returned will not vary with time. Normally a
cryptosystem would nmeet this criterion

Assune that a function EK(M is avail able which satisfies these
requi renents. In deference to the potential use of DES to define
E, assune Kis 56 bits, Mis 64 bits, and EK(M is 64 bits. Since
E may be assuned to be an encryption function, it may be assuned
that there exists a decryption function with EK(DK(C)) = C. This is
undesi rabl e i n produci ng one-way hash functions. This problem may



be mtigated as follows: given a 120-bit input x, wite x =
CAT(K, M where CAT denotes concatenation, Kis the first 56 bits
of X, and Mis the last 64 bits. Let

f(x) = EK(M XOR' M

where XOR is exclusive-or. Then f hashes 120 bits to 64 bits.
Furthernore, Merkle claims that f produces a random out put even if
X is chosen non-randomy. A strong one-way hash function, as
defined in section 3.2.3, neets this criterion. Thus f might be
termed a fixed-size strong one-way hash function, with "fixed-
size" referring to the fact that f does not accept arbitrary

i nputs.

There are various ways in which f can be extended to a one-way
hash function accepting arbitrary inputs (see [ MERK89]).
Furthernore, it is desirable to have a function which outputs nore
than 64 bits, to deflect "birthday" or "square root" attacks (app
F), which are based on the statistical phenonenon that the
probability of collisions produced when hashi ng becomes significant
when the number of itenms hashed is around the square root of the
total number of hash function val ues.

In section 3.2.3 we noted how such attacks affect the security
of hash functions. For exanple, a 64-bit output (i.e., 264 hash
val ues) would be vulnerable to an attack using only 232 = 4 billion
nmessages. On the other hand, a 112-bit output would require
exhaustive search of on the order of 256 val ues, producing a
security level conparable to DES. Merkle discusses severa
constructions for produci ng an output exceeding 64 bits fromf
Only the sinplest construction will be discussed here. Gven an
i nput x of 119 bits, |let

CAT(f (CAT("0",x)),f(CAT("1",x))) = CAT(y, z),

where y is 112 bits. Then define FO(x) =vy. In the above, " "
denotes constant bit string. We note that FO hashes 119 bits to 112
bits. This is not very efficient, but the 112-bit output will deter
a birthday attack. The latter would require 256 = 7*1016 nessages,
which is conputationally infeasible; nore precisely, adequate
conmputing power to effect a birthday attack would al so break DES,
thereby obliterating DES-based hash functions.

This produces FO which is also a fixed-size strong one-way hash
function. Finally FO is extended to a one-way hash function F

accepting inputs of arbitrary size by cascadi ng copies of FO. G ven
an input x, suppose

x = CAT(x1,...,xn),

where n is arbitrary and each xi is 7 bits (pad x with a few zeroes



if need be). Let

RO = 0,

R

FO(CAT(Ri-1,xi)) (16 i 6 n),

where in the first equation the right side is a string of 112
zeroes. Let F(x) = Rn.

Now Merkle clains that F is as secure as FO. That is, if x p x'
can be found with F(x') = F(x), then FO can al so be broken. The
proof is inductive: if n =1 we have F(x) = FO(CAT(0,x)). If F(x)
= F(x') and x p x' let z = CAT(0,x) and z' = CAT(0,x'); then FO(z)
= FO(z') and z p z', so that FO is broken. Now suppose the claimis
true for n. Suppose

zi = CAT(x1,...,xi) (1L 6i 6 n+l),
X = zn+1,
zi' = CAT(x1',...,xi") (1 6i 6 n+l),
X ' = zn+l",
Ri = FO(CAT(Ri -1,xi)) (1 6i 6 n+l),
Ri' = FO(CAT(Ri-1",xi')) (1 6 i 6 n+l1),

where each xi and xi' is 7 bits. Suppose x p x' but F(x) = F(x'),

i.e., Rn+l = Rn+1'. Let y = CAT(Rn,xn+1) and y' = CAT(Rn',xn+1'). Then
FO(y) = FO(y'). If xn+1l p xn+1' then y p y'" and FO is broken. Suppose
xn+l = xn+1l'. Then Rn = Rn'; but zn p zn' since x p x'. Now we observe

that by definition R = F(zi) and Ri' = F(zi'). Hence F(zn) = F(zn").
By the induction hypothesis, FO can be broken, conpleting the
pr oof .

A di sadvantage of this Fis that it hashes 7 bits per stage of
the cascade, and each stage involves two DES cal cul ations. Thus 3.5
bits are hashed per DES cal cul ation. Merkle gives other
constructions which are nore conplicated but hash up to 17 bits per
application of DES.

4.3.2 Coppersnmith's attack on Rabin-type functions.

The Merkle neta-nethod is an attenpt to use a conventiona
system as a generator for hash functions. This type of approach has
its origin in some predecessors which have been broken by
conmbi nations of birthday attacks and nmeet-in-the-mddle attacks as
formul ated by Coppersmth [ COPP85].

An early attenpt to construct a hash function in support of



signature schenmes was given by Rabin [RABI78]. Let HO be random
(Rabi n uses 0) and suppose a nessage Mis divided into fixed-size

bl ocks ML, ..., M. Suppose E(K N) represents encryption of block N
with key K using a conventional system such as DES. For i =1,..,n
| et

H = E(M,Hi-1).

Then a hash value is given by (HO, Hn). Coppersmith's attack
assumes that an opponent knows HO and Hn. He then constructs a bogus
message whose hash value is also (HO,Hn). Assume bl ocksize is 64
bits. The opponent begins by specifying M, ..., M-2 using HO. He then
generates 232 trial values X. For each X he conputes a trial Hn-1 of
the form

H(n-1,X) = E(X, Hn-2).

He sorts these 232 values and stores them Now he generates 232
trial values Y. For each Y he conputes a trial Hn-1 of the form

H (n-1,Y) = D(Y, Hn),

where D is the decryption function corresponding to E. W note that
H(n-1,X) is the value that Hn-1 would have if Mi-1 = X, and H (n-
1,Y) is the value Hn-1 would have if M = Y. Each time the opponent
tries a Y he searches through the sorted H-1ist (about 32
operations per search) and tries to find an X and Y with H(n-1, X)

= H (n-1,Y). By the birthday phenonmenon (app. F), the probability
of finding X and Y is at least 1/2. If X and Y are found, the
opponent has obtai ned a bogus nessage with the proscribed hash

val ue; furthernmore this takes at nost about 233 encryptions, 232
storage and 64 * 232 conparison operations. This effectively breaks
the schene. Actually Coppersmith's attack was directed against a
refinement by Davies and Price [DAVI80]; Rabin's original schene
had been broken earlier

4.3.3 Quadratic congruential hash functions.

Anot her attenpt to create hash functions, differing fromboth
Mer kl e- and Rabi n-type constructions, was nmade by Juenenan
[JUEN82]. Unlike the Merkle nmeta-method this uses no externa
system as an adjunct. It is not keyless; an initialization vector
is used. This limts the scope of usage; in particular, such a
function is useless for signature-only schenes. Nonethel ess,
guadratic congruential constructions are sinple and efficient, and
hence woul d be useful in some contexts if secure. Unfortunately it
seens as though Coppersmith's attack applies to these as well

Jueneman uses the same partition into fixed-size blocks as



above, and again begins by choosing HO = 0. However, he also
chooses a secret seed M) which is changed every nessage and
transmitted as a prefix to the nessage. Thus Assum ng 32-bit
bl ocks (to use the Mersenne prine 231-1), for i =0,...,n he
conmput es

Hi+1 = (H + M)2 nod (231-1).

Then the hash value is Hn. Coppersmith broke this first schene.
A revised scheme was proposed in [JUEN86]. The text is split into
128-bit bl ocks, which are further divided into 4 words. Recent
results suggest that this scheme may be insecure also. This is
especially unfortunate in light of the fact that a hash function
given in Annex D of X. 509 [CCIT87] is defined simlarly, via

H+1 =M + H 2 nod n.

Recent work calls this into question as well.

4.4 Hardware and software support.

As noted earlier, RSA and simnilar exponentiation-based
al gorithms suffer fromrelatively | ow bandwi dths. At a mininumthis
implies that supporting software needs to be carefully designed;
har dware support is probably a necessity in many settings. As noted
by Sedl ak [ SEDL87], bandwi dths of |ess than 64 kbps (kilobits per
second) will degrade performance in many networks. Furthernore,
arithnmetic nodul o nunbers of an adequate nunber of bits (at |east
512) shoul d be supported. Essentially the requirenent is a chip (or
chip set) that can quickly conpute quantities such as a nmod b, a
nmod b, and perhaps nultiplicative inverses or greatest commn
divisors. As Sedl ak notes further, a single chip is preferable for
security reasons. Since off-chip conmunication is slower than on-
chip, single-chip inplenentations should also yield higher
bandwi dt hs.

4.4.1 Design considerations for RSA chips.

Some general tradeoffs in such design schemes are di scussed by
Ri vest [RIVE84]. He classifies architectures as serial (9),
serial/parallel (S/P), or parallel/parallel (P/P). He then notes
the following tine and hardware costs:

a. Multiplying two k-bit nunmbers nmodulo a k-bit nunber:

1. O k2) tinme and (1) gates on an S.



2. k) time and O k) gates on an S/ P.
3. Olog k) time and Q(k2) gates on a P/ P
b. Exponentiating a k-bit nunmber nodulo a k-bit numnber:
1. O k3) tinme and Q(1) gates on an S.
2. O k2) time and Q(k) gates on an S/ P.
3. Ok log k) tinme and Q(k2) gates on a P/ P
c. Key generation, k-bit prines:
1. O k4) tinme and Q(1) gates on an S.
2. k3) tinme and Q(k) gates on an S/ P.
3. k2 log k) time and O(k2) gates on a P/P.

This is a sonewhat oversinplified version of [RIVE84] presented
only for conparison purposes. Also, there are two basic assunptions
used above: exponentiation is an inherently sequential process; and
the 100 or so primality tests used in key generation are done
sequentially. The first assunption seems intrinsic. However, the
second is pragmatic: the tests all use the sane hardware, and
replicating the latter 100-fold for parallel execution would be
hi ghly cost-ineffective. Rivest uses the above to give sone sanple
tim ngs:

a. Decryption rate, 200-digit nodul us:
1. 0.005 kbps on an S.
2. 1.3 kbps on an S/P.
3. 95 kbps on a P/P

b. Key generation, 100-digit prinmes:
1. 1,200,000 ns = 20 minutes on an S.
2. 5,000 ns = 5 seconds on an S/P
3. 70 s on a P/IP

It may be seen that reasonably high bandw dths can be achi eved,
but the tinme/cost tradeoff is significant.

4.4.2 Proposed designs for RSA chi ps.

Various authors have proposed designs for chips supporting RSA



O course such chips could al so support other exponential -based
al gorithms.

Oton et. al. [ORTO86] discuss an inplenentation of RSAin 2 um
CMOS whi ch should encrypt at 40 kbps for 512-bit noduli.

Sedl ak [ SEDL87] discusses a highly-optimzed chip which nakes
substanti al usage of |ookahead. Thus the nunber of cycles required
for exponentiation is not fixed; analysis of expected tine is
performed using a probabilistic finite state machi ne (see app. D)
Support is provided not only for RSA but also for the | SO hash
function (see above). Sedlak clainms a deciphering rate of nearly
200 kbps is achievable for 780-bit nmoduli using a single 160, 000-
transistor chip with dual ciphering units, in 1.5 um CMOS. He al so
clainms a key generation tine of 2 seconds. A 5,000-transistor, 5
um CMOS prototype has been realized.

In [BRICB9] it is noted that chips capable of up to 450 kbps are
bei ng desi gned.

5. Inplementations of public-key cryptography.

We exani ne here sonme existing inplementations of public-key
cryptography, sone inplenentations which are in progress, and sone
whi ch have been proposed.

5.1 M TRENET.

One of the earliest inplenentations of public-key cryptography
was in the MEMO (M TRE Encrypted Mail O fice) system a secure
el ectronic mail systemfor M TRENET ([ SCHA82],[ SCHA80]). M TRENET
is a broadband cable systemwi th a bandwidth of 1 nmbps. It uses a
carrier sense protocol (e.g., [TANE81]); i.e., each station can
sense transm ssions of all other stations. In fact the protoco
requires all parties to nmonitor all comunication, in effect
requi ring passive eavesdropping. A priori this provides no secrecy,
aut hentication or integrity services. Furthernore it enploys
distributed switching, creating a potential for active intrusion.
This is a good setting for a privacy enhancenent testbed.

The MEMO systemis a hybrid public/private cryptosystem DES is
used for data encryption. The Diffie/Hell man exponential key
exchange of section 2.2 is used for establishnment of secret keys.
To inplement Diffie/Hellmn, use of GF(2n), with 2n - 1 a prine
(called a Mersenne prinme), was chosen for efficiency of
i npl ementation via |inear feedback shift registers. Unfortunately
the MEMO i npl enentors used n = 127; the work of Adl eman [ ADLE79]
rendered this choice insecure even before the system was
i mpl enented. This is noted by Schanning; in fact the use of n = 521
is recomended in [ SCHA82], suggesting that the MEMO system was
i ntended mainly for experinmental purposes.

In the MEMO system a Public Key Distribution Center is a



separate network node containing public conmponents in EPROM
Private components can be generated by users or by the system

Each user workstation establishes secure comunication with the
Public Key Distribution Center. A session begins with the user
requesting the file of public keys fromthe PKDC. The request is
honored if it passes an identification test involving the user's
private conmponent. The file of public keys is then downl oaded to
the user's workstation, encrypted with DES to ensure integrity.

VWhen the user sends a nmessage to another user, the workstation
generates a random docunment key. The latter is used to DES-encrypt
the nmessage. The public key of the recipient is used to generate
a key-encrypting key which is used to DES-encrypt the docunent key.

There is no provision for |ost keys. Sone provision is nmade for
detecting modifications to nessages, using checksuns. However, the
use of Diffie/Hellman al one does not pernit authentication to be
i ntroduced.

5.2 | SDN

In [DIFF87] a testbed secure Integrated Services Digital Network
term nal devel oped at Bell-Northern Research is described. It can
carry voice or data at 64 kbps. Public-key cryptography is used for
bot h key exchange and authenticati on. Reference to the
DiffielHell man exponential key exchange is made. Evidently it is
used in conjunction with DES. The article also alludes to
si gnatures, but inplenmentation is unclear

As noted in [DI FF88], the use of public-key in conjunction with
DES provi des good security. In particular, the exponential key
exchange permts a session key unique to each call. Thus if |ong-
term keys are conproni sed, recordings of calls nade prior to
conprom se cannot be decoded. In conventional systens the
conprom se of a long-term key may conpromn se conmuni cati ons made
previously with derived keys.

Public key conputations in the termnal are inplenented via a
DSP (digital signal processing) chip, while an off-the-shelf
integrated circuit inmplenents DES, which is used for data
encryption. Key managenent involves keys installed in phones,
carried by users, and exchanged el ectronically.

Each BNR term nal incorporates a Northern Tel ecom M3000
Touchphone.

5.2.1 Keys.

A public/private conmponent pair is enbedded in the phone; this
pair is called the intrinsic key. The private conponent is
contained in a tamper-resi stant conpartnent of the phone. The
publi c conponent serves as the name of the phone. These cannot be



al tered.

A second long-term public key stored in the phone is the owner
key. This is used to authenticate conmands fromthe owner. It can
be changed by a command signed with the current owner key, thus
permtting transfer to a new owner.

A third long-termpublic key in the phone is the network key.
This identifies the network with which the phone is associated. It
val i dat es commands signed with the private conmponent of the
network's key managenment facility. It can authenticate calls from
network users. It can be changed by a command signed by the owner
key.

A short-term conponent pair stored in the phone is the working
pair. These are enbodied in a certificate signed by the key
managenment facility. During the setup process for a call, phones
exchange certificates. The network key is used to authenticate
certificates. This pernmits station-to-station calls.

Further information is needed for authenticated person-to-
person calls. This information is contained on a hardware "ignition
key" which nmust be inserted into the phone. This key contains the
user's private conponent encrypted under a secret password known
only to the user. It also contains a certificate signed by the KMF
whi ch contains the user's public conponent and identifying
information. The latter is encrypted as well. Decryption of the
information on the ignition key is effected via a password typed
on the tel ephone touchpad.

Further certificates authorizing users to use particul ar phones
are acquired by the phone fromthe key managenent facility; these
are cached and replaced in FIFO fashi on.

5.2.2 Calling.

A person-to-person call begins as follows: the caller inserts
his ignition key and dials the nunber. The phone interrogates the
ignition key to check the caller's identity. The phone then checks
its cache for an authorization certificate for the caller. If not
found it is acquired by the phone fromthe KMF. The phone then
dial s the nunmber of the other phone.

The two phones then set-up. This begins with an exponential key
exchange. The calling phone then transmts its certificate and user
aut hori zation. The receiving phone authenticates the signatures on
both of the latter using the network key. The receiving phone then
enpl oys chal l enges. It demands real-tine responses to tinme-
dependent messages; the responses nust be signed. This ensures that
certificates are not played back froma previ ous conversati on. One
response is signed by the calling phone; another with the user's
ignition key. A further |level of security may be obtained via the
| SDN D channel, which nmakes calling party identification available
fromthe network without interrupting the primry call



Now t he cal |l ed phone sends its certificates and responds to
chal l enges as above. If the called party is home he inserts his
ignition key. If the called phone does not have authorization for
the called party to use the phone, it nmust obtain a certificate.
Again this can be acconplished via the D channel wi thout
interrupting the call. The called party then undergoes chall enge
and response. Finally the conversation ensues.

5.3 | SO Aut henti cati on FrameworKk.

Publ i c- key cryptography has been recommended for use in
connection with the I SO authentication framework, X 509 [CCIT87].
This is based on the Directory, a collection of services and
dat abases whi ch provide an authentication service. Authentication
refers to verification of the identity of a communicating party.
Strong aut hentication uses cryptography. The credentials of a
comuni cating party may be obtained fromthe Directory.

No specific cryptosystem or hash function is endorsed in support
of strong authentication; however, it is specified in [CClIT87] that
a cryptosystem shoul d be usable for both secrecy and authenticity.
That is, the encryption and decryption transformations should be
inverses, as is the case with RSA. Miltiple cryptosystens and hash
functions may be used in the system

A user must possess a distingui shed name. Nam ng Authorities are
responsi bl e for assigning uni que names. The crux of the
aut hentication framework is the binding of user names and public
conmponents. Assum ng for the nmonment that such bindi ng has occurred
subsequent authentication in the I SO framework consists of |ocating
a chain of trusted points within the Directory. Such a chain exists
if there is a common point of trust between two authenticating
parti es.

5.3.1 Use of certificates.

The X.509 public-conmponent managenent systemis certificate-
based. Binding of a user's name and public component occurs when
a Certification Authority issues a certificate to a user. The
certificate contains the user's public conponent and distinguished
nanme, and the certificate's validity period. It is generated off-
line and signed by the CA using the CA's private conponent.
Normal Iy a user woul d generate his own public/private conmponent
pair and transmt the public component to the CA for inclusion in
the certificate. At the user's request the CA may al so generate the
user's public/private conponent pair

The CA vouches for the binding of the user's name and public
conmponent. The CA nust not issue nmultiple certificates with one
nanme. Al so, a CA nust keep his private conmponent secret; conpronise
woul d affect not only the CA but also the integrity of
conmuni cati ons invol ving users certified by the CA



btaining a certificate froma CA requires a secure
conmuni cati on between the user and CA. In particular, the integrity
of the user's public component nust be assured. This conmunication
can be on-line, off-line, or both for redundancy.

The user receives a copy of the certificate obtained fromthe
CA. This can be cached; e.g., a conponent pair could be stored on
a smart card along with the user's certificate and the CA's
certificate. Additionally, certificates are entered in the
Directory. The user may place a copy of the certificate in the
Directory, or the CA may be authorized to do this. A user's
Directory entry may contain nmultiple certificates. A CA's entry in
the DIT contains the certificates issued for it by other CAs, as
well as certificates it issues for other nodes.

Sem -formally a certificate nay be defined as follows:

certificate ::
{
signature algorithmidentifier
i ssuer nane;
validity period;
subj ect nane;
subj ect information

}

validity period ::=
{
start date;
finish date

}

subj ect information ::=
{
subj ect public key;
public key algorithmidentifier
}

This format permts usage of different algorithns. For a nore
formal description of relevant formats using ASN. 1 see annexes G
and H of [CCIT87].

5.3.2 Certification paths.

An associ ated data structure is the Directory Information Tree
(DIT). Certification Authorities are otherw se undi stingui shed
users who are nodes in the DIT. A user may have certificates issued
by several CAs. Thus the authentication structure, despite the use
of the termDIT, is not tree-structured. Instead it may be nodel ed
as a directed graph.

A certification path consists of certificates of nodes in the
DI T. The public conponent of the first node is used to initiate a



dom no-type process which ultinmately unl ocks the whol e path,

| eading to recovery of the public conponent of the final node. The
sinplest path is of the form (A B), where Ais a CA for B. Then a
know edge of the public conponent of A permits recovery of the
public component of B fromthe certificate issued by A for B, since
the latter is signed using the private transformation of A This

is readily extended by recursion: in a certification path Al,..., An,
knowi ng the public conponent of Ai permits recovery of the public
conmponent of Ai+1 fromthe certificate for Ai+1 issued by Ai.

For a user A to obtain B's certificate involves finding a common
trusted point, i.e., a node which has certification paths to the
two users individually. Joining these two paths produces a
certification path between A and B. The paths, if they exist, my
be obtained fromthe Directory.

Al t hough there is no restriction placed on the structure of the
aut henti cati on graph, an inportant special case is when it is tree-
structured. In this event the CAs are arranged hierarchically;
hence each node (except the root) has a unique CA (its parent in
the tree). Then each CA stores the certificate obtained fromits
superior CA, as well as various certificates issued by it. The
common trusted point for a pair of users is the root of the DIT.

A user A may cache the certificates of nodes along the path from
A to the root. The other half of the path to another user B is
obtai ned by conjoining the path fromthe root to B

More generally, a user A who communi cates frequently with users
certified by a particular CA could store paths to and fromthat CA
(these may be different in the non-hierarchical case). Then to
conmuni cate with a given user B certified by that CA A need only
consult the directory entry for the CA and obtain the certificate
of B.

A related concept is cross-certification: if two CAs Cl and C2
have certified users who comuni cate frequently, Cl and C2 may
certify each other. Then the certificate issued by Cl1 for C2 can be
stored in the directory entry of Cl and vice-versa. W note that in
a hierarchical system a priori a directory entry for a node
contains only the certificate of a node's superior and the reverse
certificate; if cross-certification is permtted then entries
contain an indefinite number of certificates.

A user may cache certificates of other users. A CA may add
another's certificate to its directory entry.

5.3.3 Expiration and revocation of certificates.

When a certificate expires it should be renoved fromthe
Directory. Expired certificates should be retained by the issuing
CAs for a period of tinme in support of the nonrepudiation service.

Revocation of certificates may occur because of conponent
conprom se involving either the user or the issuing CA Revocation
may al so be necessary for adm nistrative reasons, e.g., when a CA
is no |longer authorized to certify a user. A CA keeps a time-



stanped list of revoked certificates which the CA had issued, and

a list of revoked certificates issued by other CAs certified by the
first CA. Entries for CAs in the Directory should contain
revocation lists for users and CAs.

5.3.4 Authentication protocols.

Suppose A wi shes to engage in conmuni cation with an
aut henti cated B. Suppose further that A has obtained a
certification path fromA to B, e.g., by accessing the Directory,
and has utilized the path to obtain B's public conponent. Then A
may initiate one-, two-, or three-way authentication protocols.

One-way aut hentication involves a single communication fromA to
B. It establishes the identities of A and B and the integrity of
any comunicated information. It also deflects replay in
conmuni cati on of authentication information.

Two-way aut hentication adds a reply fromB. It establishes that
the reply was sent by B and that information in the reply had
integrity and was not replayed. It also establishes secrecy of the
two comruni cations. Both one-way and two-way authentication use
ti mestanps. Three-way authentication adds a further nessage from
A to B, and obviates the necessity of tinestanps.

Let

A = identity of A,

IB = identity of B,

DA = private transformation of A,

EA = public transformation of A,

DB = private transformati on of B,

EB = public transformati on of B

TA = timestanp by A,

TB = tinmestanp by B,

RA = random nunber generated by A,

RB = random nunber generated by B

CA = certification path fromA to B

Identities refer to the distinguished nanes of A and B. A

timestanmp included in a nmessage Mincludes an expiration date for

M Optionally, it also may include the time of generation of M
Random nunbers nmay be suppl enented with sequence nunbers; they



shoul d not be repeated within the expiration period indicated by
a timestanp in the same conmuni cati on.

The one-way protocol is as follows:

a. A
1. generates an RA
2. constructs nmessage M= (TA RA I B, <data>) where <data> is
arbitrary. The latter may include data encrypted under
EB for secrecy, e.g., when A is sending a data-
encrypting key to B.

3. sends (CA DA(M) to B.

1. decrypts CA and obtains EA. Also checks certificate
expiration dates.

2. uses EA to decrypt DA(M, verifying both A's signature
and the integrity of the signed information.

3. checks the IB contained in Mfor accuracy.
4. checks the TAin Mfor currency.
5. optionally, checks the RAin Mfor replay.

The one-way protocol is illustrated below, with CA denoting CA,
RA denoting RA, etc.

I M \ I
| generate RA | [\ /| receive (CAAM) |

\|/ \|/
| | | |
| | | |

| |
| |

\|/ \|/

I
I
I
I
I
| |
| obtain TA IB | | | recover EA from CA |
I
I
I
I
I
I

|
| compute M | conmpute (TA RA IB) |



DA(TA, RA, I B) |

|
\|/

| send (CALM) to B |

| verify TA RA IB |
I

I
I
I
I
I
I I I I
|
I
I
VI I

Fi gure 8. One-Way Aut hentication Protocol

The two-way protocol is:

a. as above.

b. as above.

c. B:

1.

generates an RB.

constructs M = (TB, RB, | A, RA <dat a>) where RA was
obt ai ned previously and <data> may include data
encrypted using EA.

sends DB(M) to A

decrypts DB(M), verifying B's signature and the
integrity of the enclosed information.

checks the 1A contained in M for accuracy.
checks the TBin M for currency.

optionally checks RB for replay.

The three-way protocol is:

generates an RA.

constructs M= (TA RA IB,<data>). Unlike the previous
cases, TA may be zero.

sends (CA, DA(M) to B.



1. decrypts CA and obtains EA. Also checks certificate
expiration dates.

2. uses EA to decrypt DA(M, verifying both A's signature
and the integrity of the signed information.

3. checks the IB contained in Mfor accuracy.
4. optionally, checks the RAin Mfor replay.
5. generates an RB

6. constructs M = (TB, RB, | A RA <data>) where RA was
obt ai ned previously; TB nay be zero.

7. sends DB(M) to A

1. decrypts DB(M), verifying B's signature and the
integrity of the enclosed information.

2. checks the A contained in M for accuracy.
3. optionally checks RB for replay.

4. checks the received version of RA against the version
sent to B

5. sends DA(RB) to B

1. decrypts DA(RB), verifying the signature and data
integrity.

2. checks the RB received against the value sent to A

Remarks: it has been noted that there are sone potentia
probl ems with these protocols. For exanple, in the three-way
version, it would be better to have A send DA(RB,IB) to B rather
than just DA(RB). This would prevent a third party fromintercepting
random nunbers and using themto subvert the protocol

Al so, authentication tokens may be of the form M = (TA RA 1B, RB
EB(encdata)). Then encrypted data is signed, which may cause
probl ems. For exanple, suppose C intercepts DA(M on its way to B
Then C may decrypt M and construct (TC RC, I B, RB, EB(encdata)). In a
comuni cation between B and C, B may think that EB(encdata) was
generated by C and i nadvertently reveal encdata to C. In
particul ar, encdata may have included a data-encrypting key to be
used by A and B. A solution to this problemis to let M=
(TA RA I B, RB, encdata), M = (TA RA IB, RB, EB(encdata)), and M' =
(M,DA(M), then send M.



5.3.5 Further notes.

Aut henticati on uses a hash function. Signed information includes
i dentifications of the hash function used to produce the nessage
di gest and the decryption function used to generate the digita
signature. Tinmestanps and random nunbers are included in nmessages
to prevent replays and forgery.

Annex C of [CCIT87] mentions RSA as an exanple of a public-key
system A reconmendation of a 512-bit nmodulus is made. It is also
reconmended that a common public exponent of e = 216 + 1 be used
(the fourth Fermat nunber). In particular it is noted that a
smal l er e woul d be vulnerable to ciphertext-only attacks.

O her annexes specify a strong hash function as defined in
section 4, and the ASN. 1 syntax for the authentication framework.
Algorithmidentifiers are included in ASN

5.4 DARPA-I nt ernet.

The Privacy and Security Research Group is in the process of
devel opi ng a proposal for privacy-enhanced electronic mail for the
DARPA- I nternet conmunity. Since this is work in progress we give
only a very brief description here. Details on the current state
of this project (at the time of this witing) may be found in
[ 1 AB-90], [ LI NN89] .

Publ i c-key cryptography has been recommended for distribution
of secret keys and in support of digital signatures. DES will be
used for encryption of nessages and can be used for Message
Integrity Check (MC) conputations. RSA has been recommended for
key distribution and digital signatures. The hash functions
currently supported are MD2 and MD4 [RIVE9O]. Fields are included
in messages to identify cryptographic algorithns and hash
functions. It is specified that all inplenmentations should support
RSA and DES.

Much of the authentication framework is based on a subset of
X.509. In particular, the recormmended public conponent managenent
systemis certificate-based.

6. A sanple proposal for a LAN inplenentation

We present here a sanple proposal for the inplenentation of
privacy enhancenent in a packet-switched |ocal area network, using
public-key cryptography for key managenent and aut hentication. The
mai n purpose is to explore the rel evant deci si on-nmaki ng process.
In particular, sonme services will be needed in some settings but
not others, and hence a nmonolithic structure incorporating al
concei vabl e services would be inappropriate. One approach to the



design of a generic structure is layered, with a kernel consisting
of the nost basic services and outer |ayers added as desired. This
is the paradigm we adopt here. The sanple proposal presented here
is not unique, and is intended for illustration purposes only.

A hybrid of public-key cryptography and conventi ona
cryptography presents advantages. The forner is used for signatures
and for distribution of secret keys used in the latter; the latter
is used for bulk data encryption. In addition, a hash function is
needed so that only a conpressed formof |ong text need be signed.
We do not endorse specific public-key systens or hash functions.
The conventional system could be taken to be DES.

6.1 Integration into a network.

There are basically tw nodes of inplenentation of encryption
in a network (e.g., [DIFF84],[Dl FF86],[ TANES81]), nanely |ink and
end-to-end.

Li nk encryption provi des good protecti on agai nst external
threats such as traffic analysis because all data flow ng on |inks
can be encrypted, including addresses. Entire packets, including
addresses, are encrypted on exit from and decrypted on entry to,
a node. Link encryption is easy to incorporate into network
protocol s.

On the other hand, link encryption has a major di sadvantage: a
message i s encrypted and decrypted several times. If a node is
conpromi sed, all traffic flow ng through that node is also
conprom sed. A secondary di sadvantage is that the individual user
| oses control over algorithns used.

In end-to-end encryption, a nessage is encrypted and decrypted
only at endpoints, thereby largely circumventing problens with
conprom se of internmedi ate nodes. However, sone address information
(data link headers) nmust be left unencrypted to all ow nodes to
route packets. Al so, high-level network protocols nust be augnented
with a separate set of cryptographic protocols.

Here we assune end-to-end encryption. In terns of the OSI nodel,
encryption can occur at various levels, including application
presentation, network or transport. As noted in [ISO 87], the
appropriate | evel depends on desired granularity of protection. In
particular, high granularity refers to separate keys for each
application or user and assurance of integrity. For this
granul arity the presentation or application |ayers are nost
appropriate. These two layers will be assumed here. In particul ar
integration at the application |ayer gives the individual user
conpl ete control over the algorithns used.

6.2 Security threats.

Sone basic security threats (cf. ann. A of [CCIT87]) include:



a. masquer ade

b. replay

c. interception of data

d. mani pul ati on of nessages

e. repudiation

Masquer ade refers to users representing thensel ves as ot her
users. Replay refers to recording and re-sending a nessage at a
later time. Interception of data refers to passive eavesdropping
on conmuni cations. Manipul ation refers to unauthorized insertions,
del etions or other changes to nessages. Repudiation refers to
deni al of sending (or possibly receipt) of a nessage.

There are other threats which are outside the present scope per
se. For exanple, nmis-routing of packets naturally occurs in OS
|l ayers 1-3, and we are restricting ourselves to higher |ayers.

6.3 Security services.

Again from annex A of [CCIT87], some of the npbst basic security
servi ces which can be provided include:

a. authentication
b. secrecy
C. integrity

d. nonrepudi ation

Aut hentication refers to verification of the identity of the
sender or receiver of a communication. It can protect against
masquerade. It nmay al so provide protection against replay,
dependi ng on inplenentation. Secrecy refers to protection agai nst
interception of data. Integrity refers to protection agai nst
mani pul ati on (including accidental) of data. Nonrepudiation refers
to protection against denial of sending (or possibly receipt) of
a nmessage.

The kernel of a proposed system would include basic support for
the above services. This kernel could be standardized to a |arge
extent. However, outer layers of an inplenentation would need to
interface with various external frameworks as well. For exanple,

a systemis needed to bind user public conponents and user
identities; this forms an inportant part of the authentication
service. Also, support for nonrepudiation is a conplex matter as



we have noted. A public-key signature systeminplenents basic

nonr epudi ati on of sending automatically, but does not a prior
protect against repudiati on of sending due to conprom sed private
conponents; nor does it provide proof of receipt. Thus (4) is an
exanpl e of a service which relies heavily on an interface with an
external system which nost |ikely would be inplenmentation-
dependent, since its structure depends on considerations such as
contractual agreements which cannot be incorporated into a generic
structure.

There are other services which could be provided as well. One
exanpl e is access control with differing capabilities for different
cl asses of users. However, a public key system does not provide
this type of service per se, since it would require restricted
access to public conmponents. This type of service is thus another
exanple of a layer which could be added in a given inplenentation
e.g. by centralized key distribution which m ght be considered
undesirable in nmany settings.

6.4 Security mechani sms.

Once nore we follow annex A of [CCIT87], which identifies sone
of the basic mechani snms which can inplement security services.
These incl ude:

a. encryption
b. mani pul ati on detection codes
c. signatures

d. authentication framework

Encryption refers to application of cryptographic
transformations to nmessages or keys; it inplements secrecy.
Mani pul ation detection can be effected via hash functions producing
conpressed versions of the text. Mnipulation detection in
conjunction with authentication inplenments integrity. Signature
refers to application of private conponents to nmessage digests
(output of hash functions); it inplenents authentication and basic
nonrepudi ation, in concert with an authentication franmework. The
formof the latter is inplenentation-dependent. For exanple, a
directory service mght be provided, along with "hot Iists" of
conprom sed keys.

The four nechani sns above may be regarded as the kernel of an
i mpl enentation. Various other nechanisns which could be provided
are noted, e.g., in [ISO87]. For exanple, to guard agai nst replay,
ti mestanps using synchroni zed cl ocks night be provided. Another
possibility is the addition of a handshaki ng protocol. For
enhancenent of the basic nonrepudi ati on mechani sm (the signature),
a notary system could be used. Again these auxiliary services are
best added at the discretion of inplenmentors. For exanple,



synchroni zed cl ocks may not be present, and notaries violate the
desirable feature of point-to-point comunication, and hence shoul d
not be included in standard specifications.

6.5 Criteria for cryptosystens.

There are various criteria which could be enployed in selection
of a cryptosystem (or systens) to inplenent key distribution and
signatures. Logically these are separate functions and a hybrid of
two separate systens could be used. Some relevant criteria
(i ncluding suggestions fromDr. Dennis Branstad of N ST and Dr.
Ronal d Rivest) are:

a. security

b. versatility

c. bandwi dth

d. data expansion

e. key size

f. key generation tine

g. patent restrictions/license fees
h. software support

i . hardware support

j . nunber of pseudorandom bits needed
k. interoperability

Most of these are self-explanatory. The reference to
pseudorandom bits in (j) is related to key generation, which
requires a stream of pseudorandom bits generated froma random
seed. Interoperability refers to the ability to communicate with

ot her equi pnent designed to provide the same security mechani sns
or functions.

6.5.1 Security.

The first and forenpst criterion is of course security. It may
take 5 years or nore for a given nethod to be thoroughly
cryptanal yzed, starting fromthe tinme it receives w despread public
exposur e.

One subcriterion in this regard is that a system should be
published in an outlet such as a refereed journal with a reasonably



large circulation, or a book or conference proceeding which is
present in libraries at |arger academ c institutions and research
| aboratories. This subcriterion is somewhat vague and not
intrinsic, but may serve to avoid future enmbarrassment on the part
of i nplenmentors.

A second subcriterion connected with security deals with
mat hemati cal and conputational infrastructure. For exanple, the
security of systems such as RSA is connected with the probl em of
factoring. It is safe to assune that thousands (or perhaps
mllions) of hours have been spent on this problem This does not
preclude maj or advances over the next decade or so, but at |east
guar antees that such advances will not occur sinply because experts
have suddenly becone aware of a problem In particular, systens
based on | ongstandi ng probl ens such as factoring, discrete
| ogarithm and discrete root extraction have a certain degree of
security in this regard. In contrast, for exanple, the El Gamal
signhature schenme can be broken if the "transcendental" equation c
= brrs (mod n) can be solved for some r and s. This is easier than
solving the logarithmor root problemy = xa (nmod n); and
furthermore in all likelihood the El Gamal equati on has not been
studi ed as extensively.

6.5.2 Nunerical criteria.

Quantitative criteria for cryptosystens include bandw dth
(encryption and decryption rates), data expansion (relative sizes
of plaintext and ci phertext), key size and key generation tinme. W
have al ready noted the phenonenon that systems which appear to be
secure are also characterized by | ow bandw dt hs. Exponenti ation-
based methods such as RSA and the Diffie/Hell man exponential key
exchange are exanples. Other systens suffer fromlarge data
expansion, large key size or long key generation tine.

There seemto be sonme inherent tradeoffs in this regard. That
is, it does not seem possible to construct a systemwhich is secure
and al so scores well on all nuneric counts. The classic exanple is
key size; e.g., small key size in RSA would produce a high
bandwi dt h, but would al so produce insecurity. That is, in this case
hi gh bandwi dth woul d produce | ow cryptanal ysis tine. Data expansion
seens to have a simlar inpact. For exanple, in appendix E it is
noted that Shamir's knapsack attack runs in tinme which rises as nd
where d = expansion factor. Again high bandw dth produced
insecurity. It would be interesting to know whether this trade-
of f notion could be formalized.

6.5.3 Ot her criteria.

Versatility is an inportant criterion. The RSA systemis
di stinguished in this regard since it supports both key
distribution and signatures. Al other major systens are linmted
to one service or the other, although hybrids can achi eve the
capabilities of RSA



Patent restrictions and |icense fees may be a major factor in
practice. Software and hardware support is another important
practical matter.

6.6 Criteria for hash functions.

In section 3.2 we discussed some of the characterizati ons which
have been proposed for hash functions, including neasures of
security. Sone of the discussion of section 6.5 applies here as
wel | . For exanple, a hash function should be widely publicized for
a period of tinme before it is trusted. Bandwidth is al so an
i mportant criterion. Software and hardware support is relevant as
wel | .

6.7 Exanple of a LAN security framework.

Finally we give a brief outline of a framework for incorporating
public-key cryptography into a | ocal area network

6.7.1 Key nmanagenent.

The framework for key nmanagement described in this section is
conpatible with a subset of [CClIT87]. Public conponents of
receivers are used as key-encrypting keys; private conponents of
senders are used to encrypt message digests. Data-encrypting keys
are generated for individual sessions. These may be associated to
an arbitrary conventional cryptosystem DES is a possibility. The
public and private conponents may be associated to different
public-key systens if different algorithns are used for key
encryption and signatures.

Certificate-based key managenent is proposed. Since we are
focusing on | ocal -area networks, a sinple tree structure is
proposed, consisting of a root and one additional |evel containing
all users. In particular, the root issues all certificates.
Certification paths are thus trivial

6.7.2 Conmponent generation and storage.

It is proposed that users generate their own public/private
conponent pairs, using trusted software or hardware supplied by the
system Key pairs could be stored on smart cards [ HAYK88] or
tokens, along with the user's certificate. Such kernel mechani sns
coul d be augrmented by invol venent of a central key distribution
facility. However, we have noted that this would negate a ngjor
advant age of public-key cryptography, since conprom se of the
central facility would conprom se all keys of users who obtained
their keys fromit.



6.7.3 Secret-key generation

Nurer ous schenes exi st for generation of data-encrypting keys.
For exanple, in [MATY78] it is noted that keys can be generated by
a conventional system such as DES. A master key m ght be used to
encrypt data-encrypting keys or other key-encrypting keys. The
mast er key, presunmably long-term is generated randomy. O her key-
encrypting keys can be generated using DES as a pseudorandom
generator. These are then encrypted under the master, which can
al so be involved in generation of other key-encrypting keys. A
whol e set of key-encrypting keys can be generated froma random 64-
bit seed, with every eighth bit adjusted for parity. Data-
encrypting keys can be produced dynam cally by pseudorandom nunber
generators which are tinme-variant.

An exanpl e of a generator for data-encrypting keys, as well as
initializing vectors, is given in appendix C of [ANSI85]. Let
E(K,Y) be encryption by DEA (essentially equivalent to DES) with
key K. Let K be a DEA key reserved for usage in key generation and
let VO be a 64-bit secret seed. Let T be a date/time vector,
updat ed on each key or 1V generation. Let

R

E(K, E(K Ti) XOR Vi),

Vi +1

E(K, Ri XOR E(K, Ti)).

Then Ri may be enployed as an IV. To obtain a DEA key fromR,
reset every eighth bit to odd parity.

Routi nes for generating DES keys are supplied with various
products. Schenes for pseudorandom nunmber generation include [AKL-
84], [BLUMB4],[BRIG/6]. The |ast gives a pseudorandom bit generator
whose security is equivalent to discrete |ogarithm

6.7.4 |ssuance and distribution of certificates.

Publ i ¢ conponents are registered with the root. The root
generates a certificate containing the user's public conponent and
identifying information, and a validity period. Distribution of
certificates by users is recommended; certificates may be cached.
This elimnates the necessity of having the root be on-line.

However, a user may wish to send a privacy-enhanced nessage to
a user with whom he has not previously commnicated, and who is
currently unavail able. Thus it may be desirable to augnment this
kernel nmechanismw th a supplenentary source of certificates. There
are di sadvantages to any augnentation. For exanple, if a phone-
book approach to certificates is used, entries may be inaccurate
or altered. If a central directory mechanismis involved in key
di stribution it nust be on-line. On the other hand, a centra



mechani sm can provide instantaneous validity checks of public
conmponents and certificates.

The root should maintain a |ist of old public conponents for a
period of time in event of disputes, e.g., over attenpted
repudi ati on.

6.7.5 Conprom sed or invalidated certificates.

Assuming that certificates are cached, the root nust
periodically issue hot lists of invalidated certificates. This
kernel service may be augnented in various ways to provide nore
current validity information. Again, however, additional mechani sns
have drawbacks. As noted above, a central directory service could
provide real-tine validity checks, but it nust be on-line.
Furthernore, such checks a priori do not account for conprom sed
private conponents, during the period follow ng conprom se but
before a report is filed with the root. Even if users are required
to report known conpromises within a specified time period, a
conprom se may not beconme known to the user until later. As we
noted, this creates an adm nistrative/legal problem since a user
coul d di savow a signature on the basis of the latter type of
conprom se. A notary systemcan be used to add a |ayer of validity
by havi ng secondary signatures attest to the validity of senders’
signatures, but this violates the desired criterion of point-to-
poi nt communi cati on

This is clearly an area in which solutions nust be custoni zed
to sone degree. For exanple, authentication in a system used for
financial transactions may require nore stringent controls than a
kernel provides.

The root should naintain a tine-stanped list of revoked
certificates.

6. 7.6 Authentication.

A hash function is used to produce a nessage digest. This is
signed with the private conponent of the sender. Tinestanps and
random nunbers nay al so be included to prevent replay. If nore than
one hash function is pernitted, identification of the function used
shoul d be incl uded.

Privacy-enhanced communi cati on between two users begi ns when A
requests the certificate of B. This initial nmessage contains A's
certificate. As noted above, it is desirable if this request can
be nmet directly by B. In this event, B first validates A's
certificate. This uses the public conmponent of the root, which is
assuned to be known to all users. Then B forwards his certificate
to A, who validates it. Each may cache the certificate of the
ot her.



Now A and B nmay comuni cate securely. If A sends a nessage to
B, B uses A s validated public component, extracted fromA's
certificate, to decipher the nmessage digest. Then B may decrypt the
key used for data encryption, using B's private conponent. Now B
may decrypt the nessage text using this session key, then re-
conpute the nmessage digest and conpare to the transmtted form

Appendi x A. Mat hermati cal and conputational aspects.

We di scuss here sone issues related to the conputationa
conpl exity of public-key cryptography. The foundation of the
security of such systens is the conputational infeasibility of
performng cryptanalysis, in contradistinction to the relative ease
of encryption/decryption. W analyze sonme of the issues which arise
in this context. Also included is sone background theoretica
conmput er science needed to discuss the i ssue of conputationa
conpl exity of cryptography and cryptanal ysis, as well as zero-
know edge proofs and rel ated schenes.

Thi s di scussion may aid in understanding the security basis of
public-key cryptography. It nmay al so shed sonme |ight upon the nore
practical matter of choosing key sizes, i.e., the nunber of bits
in private and public conponents. This section may safely be
ski pped by readers who do not wish to gain an in-depth
under st andi ng of such issues.

A. 1 Conputational complexity and cryptoconplexity.

An ideal cryptosystem would have the property that encryption
and decryption are easy, but cryptanalysis is conputationally
infeasible. In practice, this is commonly interpreted (e.g.
[DIFF76b]) to nmean that encryption/decryption should be executable
in polynomal time, while ideally cryptanalysis should take
exponential tinme. More generally, cryptanalytic time should be an
exponential function of encryption/decryption tinme.

Unfortunately, it is difficult to determ ne when this criterion
holds in practice. This is because it is usually very difficult to
deternmine a nonpol ynom al | ower bound for the tinme required for
cryptanal ysis (or conputations in general), even in instances when
this process reduces to sinple and well-known problens. In sone
cases the latter problens have been studied for centuries, but
their conputational conplexity is still unknown.

In fact, whenever we try to determine the relative conplexity
of cryptanal ysis and encryption, we encounter the problem of
determ ning accurate | ower bounds on conputations.

Al so, an analysis of security and efficiency of public-key
systens should take into account not only encryption/decryption
time versus anticipated time for cryptanalysis, but also other
paranmeters such as key size, key generation tine, and data
expansi on. Developing a theory to characterize both security and



practicality of cryptosystens seens very chall engi ng.

A.2 Classical conplexity theory.

Here we briefly introduce sone notions fromthe theory of
conmputation. In Appendix C sone of these notions are given a nore
formal treatment.

One attenpt to formalize the study of hard problens is the
theory of NP-conpleteness (e.g., [GARE79],[HORO78]). The class P
is defined (loosely) to be the class of decision problens solvable
in polynomal tinme via a deternministic algorithm The latter is
essentially an al gorithm executable on an ordinary sequentia
conputer. A nondetermnistic algorithmis a nore epheneral concept:
it is essentially executable on a nmachine w th unbounded
parallelism This nmeans that an unlinmted nunber of possibilities
can be explored in parallel. For exanple, suppose a set of n itens
is to checked for the presence or absence of a given item The
wor st-case determnistic conplexity is n, the nunber of operations
needed by a sequential machine to check all n items. In contrast,
the nondeterm nistic conplexity is 1, since a machine with
unbounded parallelismcould check all nitens in paralle
regardl ess of n.

The class NP is (loosely) the class of decision problens
solvable in polynomal time via a nondetermnistic algorithm
Per haps the single nost inportant problemin conmputer science is
to deci de whether P = NP. The NP-conplete problens are the hardest
subcl ass of NP, having the property that if one instance of the
subclass is in P then P = NP. Many cl assical conbinatorial search
probl ems can be given NP-conplete fornmulations. Traveling sal esman
and knapsack are exanples (see [GARE79] for a long list).

The class of NP-hard problens are those probl ens, decision or
ot herwi se, which are at |east as hard as NP-conpl ete problens. Sone
NP-hard problenms are so hard that no algorithmw |l solve them
they are undeci dable. Such problens cannot be in NP. An exanple is
the halting problem (e.g., [HORO78]).

A nore formal treatnent of the classes P and NP requires a
framework such as Turing machines (app. O

A. 3 Public-key systens and cryptoconplexity.

The use of NP-conplete problens to generate public-key
cryptosystens was suggested in [DI FF76b]. Later this approach
materialized in the formof trapdoor knapsacks [ MERK78b]. As we
have noted, however, nost knapsacks have been broken, despite the
continuing intractability of the underlying NP-conplete problem
(integer progranm ng). There are two separate explanations for this
phenonenon. First of all, in nost cases it has not been proven that
the security of the public-key systemis equivalent to the
intractability of the underlying problem



Secondly, it is inmportant to note that the classical theory of
comput ati onal conpl exity has been founded around the cornerstone
of worst-case conplexity, with average-case conplexity as a
secondary criterion. As Rabin [RABI76] notes, these nmeasures are
of limted relevance in analyzing the conplexity of cryptanal ysis,
since a cryptosystem nmust be i mune to attack in al nost al
i nst ances.

Attenpts to formalize the notion of "al nbst-everywhere hardness”
have been made (e.g., [GROL88]). An early characterization was
suggested by Shamir [ SHAM/9], who quantifies this notion by
defining a complexity neasure C(n,a) for algorithns as follows:
C(n,a) is a measure of an algorithmif at least a fraction a of
probl em i nstances of size n can be solved by the algorithmin tine
C(n,a). For exanmple, an algorithmfor finding one factor of n could
have conplexity C(n,1/2) = (1), since n has a 50% chance of being
even. However, such investigations have thus far failed to produce
a conprehensive framework, although they may be useful in a few
speci al instances.

Anot her sinple exanple illustrates the difference between worst-
case and average-case conplexity: as noted in [RABI76], algorithns
to sort nitens are often predicated on the assunption that the
itenms are arranged in randomorder; i.e., all n! arrangenents are
equally likely. If the file has a real-world originit is nore
likely that the file is already partially sorted. An optim zed
al gorithm m ght anticipate this and utilize an adaptive strategy.

In practice, a cryptosystem for which cryptanal ysis has an
aver age-case polynom al conplexity is generally worthless; in fact
this remains true if any measurable fraction of all instances
permts polynomal-tine cryptanalysis (this is difficult to nmake
precise, since the fraction may vary with key size). Thus there is
no a priori connection between the breaking of a system and the
difficulty of the underlying problem since the latter is
characterized in terns of worst-case conplexity. For exanple, often
there exists a heuristic technique which yields an approxi mate
solution to an NP-conplete problem Such techni ques may not
converge in polynomal tine to an exact solution, but may break the
correspondi ng cryptosystem

In passing we remark that sonme authors (e.g., [WAGN84]) have
attenpted to go beyond the Diffie/Hellman notion of utilizing NP-
conpl ete problens to construct systenms, by using the even nore
intractabl e class of undeci dabl e problens instead. It would be
interesting to know if such systems could be made practi cal

A. 4 Probabilistic algorithms.

Anot her inportant distinction between the classical theory of
conpl exity and cryptoconplexity is that the classical theory of
al gorithms does not enconpass probabilistic algorithnms (e.g.
[ RABI 76] ), which again may produce rapid solutions to problenms in
many i nstances but not even terminate in a few instances. They may



al so produce answers which are probably but not necessarily
correct. Such algorithms are inappropriate in many contexts, e.g.
real -time control settings in which a response nust be guarant eed
in a fixed period of tine, or where provable solutions are

requi red. However, they are powerful tools in both cryptography and
cryptanal ysi s.

As noted in [RABI76], probabilistic algorithns cannot be
measured by classical criteria, which focus on worst-case runtine.
Instead, a probabilistic algorithmmay involve a tradeoff between
execution tine and confidence. For exanple, npbst nunbers have al
smal| factors. If an algorithmexploits this fact it may term nate
qui ckly for nost inputs but take exponential time when |large prines
appear as factors.

GIll [GLL77] nodels probabilistic conmputation by extending the
classical Turing machi ne nodel (e.g., [HORO78]) to the
probabilistic Turing machine (app. D). This has proven valuable in
the anal ysis of cryptographic systens, and probabilistic encryption
schenmes in particular.

A.5 Status of sone rel evant problens.

The security of several mmjor cryptosystens nentioned herein
depends on the hardness of problems whose conplexity status is
unresol ved. This includes factoring and discrete logarithm The
i mportance of the subclass of NP-conplete problens emerges in this
regard: if a problemis known to be in NP but is not known to be
NP-conpl ete, a solution to the problemin polynomal time (placing
the problemin P) would not inply that problens such as traveling
sal esman are in P. The latter proposition is w dely disbelieved.

A second relevant class is co-NP, the conpl enents of problens
in NP. For exanple, the conplenent of deciding whether nis prine
is deciding if nis conposite. In fact, primality and conmpositeness
are in both NP and co-NP. Sone experts have specul ated (e.g.
[ GARE79]) that P is the intersection of NP and co-NP. For exanple,
i near progranm ng was known to be in both of the latter |ong
before its status was resolved; eventually it was shown to be in
P, via the ellipsoid nethod [ KHAC79]. This illustrates that it
woul d i ndeed be desirable to have avail abl e cryptosystens based on
NP- conpl et e probl ems (but see bel ow).

Good surveys of the status of nany problenms inportant in
security of public-key systenms are given in [ADLE86] and [ POVES6] .
Let

L(n) = exp((1 + o(1))(Inn*1Inlnn)l/2).

Then Adl eman notes that many al gorithns for factoring n have
probabilistic execution tinmes believed to be of the formL(n)c
(e.g., [SCHN84]). However, only the al gorithm of Dixon [DI X081] has
been rigorously analyzed. Simlarly, various algorithns for



discrete logarithnms nod p are believed to take tine L(p). These
results would be viewed with mistrust in the classical theory due
to their probabilistic nature and | ack of rigorous upper bounds for
wor st -case or average-case tines. In contrast, Adleman [ADLE83]
gives a determnistic algorithmfor primality testing which
executes in tine

A(Inn)clIniniln n).

In the classical theory this result would be val uable, but we
have noted that probabilistic algorithms are nore efficient and far
| ess conpl ex, hence nmuch nore relevant in the present setting.
Again this is indicative of the divergence between cl assica
conpl exity and cryptoconpl exity.

The status of the problemof taking roots mobd n, i.e., solving
xe 0 ¢ (nod n), depends on the paraneters (e.g., [SALO85]). A
pol ynomi al -time probabilistic algorithmto find x exists if e, c
and n are fixed and nis prine. If nis conposite with unknown
factors, no polynom al-tinme algorithm exists, even probabilistic.
If e =2 the conplexity is essentially equivalent to factoring n
(lem N 3.2). If e >2 the status is less clear; as a consequence
it is not clear that the security of RSA is equivalent to
factoring.

Brassard [ BRAS79] has shown that the discrete |ogarithm has an
associ at ed deci sion problemwhich lies in the intersection of NP
and co-NP. Thus, if either factoring or taking discrete |ogarithns
is NP-hard, it follows fromthe definition of this class that the
associ at ed deci sion problemis NP-conplete and in co-NP. In turn
this would inmply NP = co-NP, which is widely disbelieved.

More generally, in [BRAS83] a function f is called restricted
one-way if f is easily conputable, f-1 is not, and f is injective
and polynom ally bounded. It is shown that if restricted one-way
functions exist then Pis not the intersection of NP and co-NP as
many believe; and if f is restricted one-way and f-1 is NP-hard then
NP = co-NP. Discrete logarithmis thought to be restricted one-
way.

We conclude that there is little hope for fulfilling the
Di ffiel/Hell man quest for public-key systenms based on NP-conplete
probl enms. The same nmay be true of the search for one-way functions
to enploy as hash functions. Prospects for use of NP-hard problens
seemdifficult to assess at this tine.

Appendi x B. Algorithms and architectures.

We briefly survey sone of the considerations relevant to
determ ni ng what type of hardware and software support for
cryptanalysis, or to a |lesser extent encryption, nmay be forthcom ng
fromthe creators of algorithnms and architectures of the future.

We al so nention sone exanpl es already in existence. This represents



an excursion into high-performance conputing, only a small fraction
of which is applicable to cryptography. Nonetheless, in order to
eval uate security of methods or ascertain key sizes, it is
necessary to nmake sonme educated guesses as to howthis field will
progress over the next few decades.

B. 1 Technol ogy.

Conmputing at present is silicon-based. Thus all estimtes of
achi evabl e computer perfornmance are geared to this technol ogy. The
guestion arises as to whether a radically different technol ogy such
as superconductivity or optical computing will make silicon-based
per formance standards obsolete, and if so, when this m ght occur
We have no idea, and hence we ignore these.

Gal l'ium arseni de technology is another matter. It has al ready
been integrated into some existing superconputers. Sone of the
di fferences between GaAs and silicon VLSl are (e.g., [MLU88]):

a. GaAs gates have a higher switching speed.

b. Of-chip communication in GaAs pays a relatively higher
penal ty.

c. GaAs chips have | ower density.

Gate delays in GaAs (DCFL E/ D- MESFET) may be as |ow as 50
pi coseconds, as opposed to at | east 1 nanosecond in Silicon (NMOS).
Simlarly, on-chip nmenory access in GaAs may take as little as 500
pi coseconds, as opposed to at |east 10 nanoseconds in silicon. This
i ndi cates that performance of GaAs-based conmputers could
theoretically be as nuch as 20 tines greater than even the fastest
silicon-based superconputers. However, GaAs levels of integration
are currently much | ower: at nost about 50,000 transistors per
chip, as opposed to 1,000,000 in silicon. This is due to problens
in GaAs of power dissipation, yield and area limtations. Thus the
nunmber of chips necessary to build systens using GaAs is higher
m nimzing chip count is inmportant for high performance.

Off-chip communication in GaAs is another factor at the system
| evel . The peak performance of a conputer systemis limted by the
bandwi dt h of the slowest subsystem [HWAN84]. Inter-chip signa
propagation is not significantly different for silicon or GaAs, but
the relative effect is different: off-chip comunication is nore
of a bottleneck in GaAs because of its ratio to on-chip speed.
Silicon solutions to the problem of CPU speed versus ot her
subsyst em speeds include cache and nultilevel nmenory hierarchies;
these may not carry over mutatis nutandis to GaAs.

We conclude that at the nmoment, GaAs technol ogy does not present
a real threat to silicon performance standards. Furthernore, it
does not appear likely that problens such as yield and integration
will be solved in the near future. Thus, for the remai nder of



appendi x B we assune no radical change in technology fromthe
present.

B. 2. Conputing nodes.

Classically, conmputing was dom nated by the Von Neumann nodel,
with a single processor executing a single instruction schene on
a single data stream This paradigmreached its peak with conputers
such as the Cray-1 [ CRAY80] and CYBER 205 [ CONT80]. However, the
performance of a single processing unit is limted by its clock
speed. It does not seem feasible to reduce major cycles nuch bel ow
1 ns with silicon technology. Furthernore, at these speeds nmenory
access becones a bottleneck, not to nention I/QO Thus it is not
likely that uniprocessors will exceed 109 operations per second,
barring radi cal new technol ogi es.

Two alternatives to the Von Neumann nodel are parallel and
distributed conputing (e.g., [HWANB4]). Parallel conputing
generally refers to processors in one box; distributed nmeans each
processor is in its own box. Parallel conputers may (loosely) be
subdi vided into shared-nenory, in which all processors share a
comon address space, and distributed-menory, in which each
processor has its own address space. These npdes renopve the
restriction on the nunmber of instruction and/or data streans which
may be processed concurrently. In theory these nodes of conputing
can produce unlimted conputing power, by splicing together single
processi ng nodes and nenory units (or processor/nmenory pairs) into
a unified system However, there are three major limtations in
this regard:

a. Cost-effectiveness.
b. The interconnecti on network.

c. Parallel algorithns.

Cost-effectiveness al one has been a deterrent to the devel opnment
of parallel systenms. The Denelcor HEP (e.g., [ KOMWA85]), Floating
Poi nt T-Series [HAWK87] and ETA-10 [ STEI 86] are exanpl es of
paral l el systens which have not proven to be comercially
successful. Al so, Cray and ot her superconputer manufacturers have
been reluctant to expand into | arge-scale parallelism partially
because of cost-related concerns. This creates an interesting
situation froma cryptographic point of view there may be cases
where a conmputer powerful enough to break a given system could be
built in theory. Security of the system m ght then rest on the
assunption that no one will spend the noney to build it, or that
the only units built will belong to wealthy government agencies and
be subject to tight controls.

Even if conmputers with 1000 or nmore powerful processors are
constructed, the question arises as to whether such a configuration
can achi eve conmputing power in proportion to the nunber of



processors, i.e., linear speedup. The node of interconnecting the
processors and nenories is critical. If the shared-nmenory
configuration is used, with a collection of processors accessing
comon nenory partitioned into nodules, interference in paths

t hrough the network or in simultaneous attenpts to access a nodul e
will cause a bottleneck if a | owcost, | ow bandw dth network such
as a bus is used. If a high-bandw dth network such as a crossbar
is used (i.e., with concurrent data transfers possible between nany
processors and nenory nodul es), the nunber of units interconnected
is limted by cost which rises as the square of the number of
processors. Thus such systenms seemto be inherently limted in the
extent to which they can inprove on uniprocessor performance.

An alternative is to connect processor/nenory pairs using a
network such as a hypercube [ SEI T85]. Machines of this type with
up to 65,536 weak processing elenents (e.g., the Connection Machine
[HI LL85]) or up to 1024 powerful processors (e.g., the NCUBE/ 10
[ HAYE86] ) have been constructed, and systens with up to 32,000
Cray-1 | evel processors have been proposed. There is debate (and
some controversy) over the speedups which such distributed-nmenory
machi nes can achi eve. The latter consideration is related to cost-
ef fectiveness, which requires nearly-linear speedup. Also, the cost
of interconnection in a hypercube-based systemrises as Q(n |log n),
where n is the nunber of processor/nmenory pairs.

Anot her concern is algorithns. A problem nust be highly
deconposable to be anenable to parallel or distributed conputation
Furthernore, algorithnms for non-Von Neumann machi nes nust be
tailored to individual architectures to a nmuch greater extent than
their Von Neumann counterparts, adding to the cost of software
devel opnent .

Because of inherent tradeoffs between performance and cost,
there may be a divergence between the conmputing power attainable
in theory and that which is practical (and in the event of
comerci al machi nes, marketable). Wthin 10 years it is conceivable
t hat machi nes executing 1012 operations per second could be built
with refinenents of existing technol ogy; the real question seens
to be financing.

An alternative to the single-machi ne approach is the use of
networks for conpletely distributed conputing (e.g., [LENS89]). The
cl ass of problens amenable to solution via networks (and wi de-area
networks in particular) is restricted, since the nodes nust
comuni cate infrequently (typically only at the beginning and end
of a conputation). Nonetheless, in section 4 it was noted that sonme
of the strongest cryptanalytically-related results have been
obt ai ned by networks of conputers. This is possible because many
of the relevant cryptanalytic algorithns are fully deconposabl e
i nto i ndependent portions which do not need to interact. An exanple
is the quadratic sieve.

It may be possible to assenble nore conputing power in such a
network than is present in any single conputer. Once again, the
constraints are largely pragmatic. Designers of cryptosystens nust
therefore attenpt to anticipate not only advances in algorithnms and
architectures, but also the greatest anobunt of conputing power



which might realistically be brought to bear against a given task

B.3 Some rel evant algorithns and inplenmentation.

Most of the powerful algorithns for factoring and discrete
|l ogarithmare fairly new. As we have noted, nobst of them have not
been fully analyzed for runtinmes. Nonethel ess, sonme standards have
energed in this regard. The best guess for the future can only
amount to anticipation of inmprovenents in the present algorithns.

B.3.1 Quadratic sieve factoring algorithm

The quadratic sieve [ POVE84] provides an alternative to the
earlier continued fraction factorization algorithm[MORR75].

As noted in [DAVI83b], the continued fraction approach uses
consi derable multiple precision division. The quadratic sieve works
with larger residues but involves mainly single-precision
subtraction. Both have runtimes of exp(sgrt(c InnIn In n)) but
c = 2 for continued fraction, ¢ = 9/8 for the quadratic sieve.

In [DAVI 84] the results of inplenmenting the quadratic sieve on
a Cray X-MP [CRAY85] are reported. Factorization of 70-digit
nunbers takes about an hour; 100-digit nunmbers shoul d take about
a year. The key to this match of algorithmand architecture is the
utilization of the vector capability of the Cray architecture. In
particul ar, a steady stream of operands is necessary to take
advant age of a pipelined, register-to-register machi ne. The | oops
in the sieve are anenable to stream ng of operands, and about 75%
ef ficiency was obtai ned. However, the multitasking capability of
the X-MP was not utilized. Since Crays with up to 16 processors are
expected in the near future, with even greater parallelismto be
anticipated, it follows that the results of such experinments are
probably too conservative. On the other hand, utilizing both vector
and parallel capabilities of a systemis nontrivial, partially as
a result of nenory bank contention. Furthernore, adaption of the
algorithmto exploit both capabilities may be nontrivial. Hence it
is not clear to what extent the preceding efficiency can be
mai nt ai ned as the degree of parallelismgrows.

An alternative is distributed computing: Silverman [SILV87] has
used the quadratic sieve inplenented via a network of 9 SUN 3
wor kstations to factor nunbers up to 80 digits in 8 weeks. Recently
anot her network was used to factor 106-digit numbers [LENS89].

It should be noted that the results obtained via the quadratic
sieve are directly relevant cryptanal ytically, since the integers
factored are general. Integers of up to 155 digits, but with
speci al fornms, have been factored, also by use of networks
[ SIAMB0O]. However, these results are only indirectly relevant to
systens such as RSA, assuming noduli are properly chosen



B.3.2 Computations in finite fields.

This is a subject which has been explored fairly thoroughly
(e.g., [BART63]), and we do not review it here.

Mul tiplication of elements in G-(m has classically been
i mpl enented at the circuit |evel using linear feedback shift
regi sters. However, Laws [LAWS71] has noted the potential for using
cellular arrays. These are highly anenable to VLSI inplenentation
A pipeline architecture for multiplication and inverses is proposed
i n [ WANGB5] .

One class of algorithms of particular interest is for discrete
logarithnms in GF(pn). Still nore particularly, the case n = 2 has
been expl ored considerably ([BLAK84],[BLAK84b],[COPP84]). Since
finite logarithnms are easy to conpute in GF(m if mhas only snall
factors [ POHL78], n should be chosen so that 2n - 1 is (a Mersenne)
prime, e.g., n = 521. However, dlyzko [ODLY84b] notes that a next-
generation superconputer mght break n = 521 in a year. A special-
pur pose computer might attack n on the order of 700 in a year

Qdl yzko al so notes that with simlar bounds on key size, G-(p)
may be preferable to GF(2n); e.g., n = 2000 is roughly equival ent
to p of about 750 bits. As noted above, this advantage nmmy be
count er bal anced by i nplenentation efficiency.

B.3.3 O her algorithms.

Many of the npbst fundanental operations in this setting seemto
be characterized by inherent sequentiality. An exanple is
exponentiation; conputing the n-th power seens to take | og n steps
regardl ess of the nunmber of processors avail able.

Anot her cl assical exanple is greatest comon divisor. Although
some partial results are noted in [ ADLE86], mmjor inprovement over
Eucl i d does not seem forthcom ng regardl ess of advances in
architecture.

Many of the powerful factoring algorithns are highly
paral lelizable (e.g., [SCHN84]). The nmmin requirenment is existence
of appropriate architectures.

B. 4. Application-specific architectures.

Cener al - purpose architectures such as the Cray are of interest
in this setting because of their immediate availability. At the
ot her extrenme, architectures closely matching the al gorithms of
i nterest could be constructed, but their over-specialized nature
woul d virtually preclude their comercial distribution. In between
are classes of architectures which are nore versatile but not truly
general - purpose. We note several exanples of partly-specific
architectures and a proposed hi ghly-specific machine.



B.4.1 Systolic and wavefront arrays.

The notion of systolic arrays ([ KUNG82],[KUNG/78]) is an
extension of pipelining. The idea is to have a collection of
processors operate on data which is pulsed rhythmcally through the
array. If the original requirenment of a synchronous node of
operation is relaxed, the result is a wavefront array [ KUNG32b].
Both types were originally targeted at applications such as signa
processi ng which are conpute-intensive and involve repetitions of
operations on many operands.

A systolic array for the conputation of GCDs is proposed in
[BREN83]. It is very anmenable to VLSI inplenentation because of its
regul ar topology. Furthernore it is linear, limting I/O
requi renents which can constitute a bottleneck in VLSI
i mpl enent ati ons. Supporting algorithns are noted in [ BREN83b].

It would be of interest to know what a nore general - purpose
linear systolic array such as the Warp [ ANNA87] (which curiously
more closely resenbl es a wavefront array) could acconplish on sone
of the problens discussed in this paper, and factoring in
particular. The Warp is already in production.

B. 4.2 Proposal for a quadratic sieve machine.

Ponerance et al. [POVE88] describe a pipeline architecture which
woul d efficiently execute the quadratic sieve. This notion is of
consi derable interest to anyone inplenenting an al gorithm such as
RSA, since such a machine could presunmably factor nunbers beyond
the reach of present-day superconputers.

Cost-effectiveness is carefully analyzed, as is critical for an
application-specific architecture. They specul ate that a $50, 000
version of the architecture should factor 100-digit numbers in
about 2 weeks; or 140 digits in a year on a $10 mllion version

or 200 digits in 1 year on a $100 billion version. It should be
noted that the last is clearly predicated on the notion that the
architecture and algorithmw Il scale linearly with the number of

processing units; we noted earlier that various bottl enecks such
as inter-processor communi cation and nenory access nake this
somewhat dubi ous. Nonet hel ess the possibility arises that nodul
approaching 200 digits may be necessary in RSA because of the
potential existence of machi nes such as these.

The crux of the architecture are the pipe and pipe /O units.
These shoul d be custom and should be able to handle variable
strides without the considerable |oss of efficiency which usually
acconpani es nonconstant stride. The two units should be chai ned
toget her. The pipe should consist of stages, all of which are bus-
connected to the pipe I/O unit. The cycle time of menory shoul d be
the sane as the processing el enments.



It is interesting to note that this architecture bears a cl ose
resenbl ance to a linear systolic array.

B. 4.3 Massively parallel machines.

An alternative to pipelined machines is to configure a |arge
nunber of primtive processing elenents in an array and have them
execute the sanme instruction stream synchronously, processing a
| arge quantity of data in parallel (SINMD node). Such nmachines are
generally applied to real-tine inmage or signal processing, or to
| arge-scale matrix operations.

The MPP [BATC80] is an exanple. It consists of 16,384 processors
in a square array. It was intended mainly for image processing of
data fromsatellites; but in [WUND83] and [WLL87] it is used for
an inplenmentation of the continued-fraction factoring al gorithm
Winderlich [WJND85] also inplenments this algorithmon the DAP
(e.g., [HOCK81]), another nmassively parallel machine with 4096
processors. Unlike the MPP, the DAP has been market ed.

Appendi x C. The cl assical theory of conputation

In appendi x A a nunber of topics fromthe classical theory of
conmput ati on were nmentioned. Here we give a nore precise treatnent
of some notions fromthe classical theory (e.g., [LEWS81]).

An al phabet is a finite set of synbols. A string is a sequence
of synmbols from an al phabet. A | anguage on an al phabet is a set of
strings fromthe al phabet. |If S is an al phabet, S* denotes the set
of all strings fromsS, including the enpty string. Concatenation
of strings a and b is witten ab. If A and B are subsets of S*, AB
is the set of strings formed by concatenating el enents from A and
B

C.1 Turing machi nes.

A (one-tape, deterministic) Turing machine is a quadruple
(K, S, D,s) where:

a. S is an al phabet which contains a blank = #, but not the
synmbols L or R which are reserved for tape novenent to the
left or right.

b. Kis a set of states which does not include the halt state
h, which signals an end to conputation.

c. s =initial state; it is in K

d. D: Kx S->(K+ {h}) x (S + {L,R) where + denotes
uni on.



A Turing machine = M my be interpreted sem -physically as
consisting of a control unit and a tape. At any time Mis in sonme
state, and the read/wite head of the tape is over sonme synbol on
the tape. If D(q,a) = (p,b) then initially the head is scanning a

and Mis in state q; its next nove will be to enter state p. If b
isin Sthe head will set a := b without noving; otherwise b = L
or Rin which case the head will nmove to the left or right. Mhalts

when state h is entered. or Mhangs (the left end of the tape is
surpassed). The tape has no right end.

Input to Mconsists of a string. The string is padded by a # on
each side and placed on the | eftnpost squares of the tape. The rest
of the tape consists of #s. Initially the head is positioned over
the # which marks the right end of the input. Initially Mis in
state s; its first nmove is thus D(s, #).

At a given time Mis in configuration (q,w a,u), where:

a. q = state (elenent of K+ {h}).

b. w = portion of the tape to the left of the head (el enent
of S*).

c. a = synbol under the head (el enment of S).

d. u = portion of the tape to the right of the head.

If e denotes the enpty string, uin (d) is required to be an
el ement of (S*)(S-{#})+{e}; i.e., either u = e, nmeaning the tape
has all # s to the right of the head, or the last synbol of uis
the | ast nonbl ank synbol to the right of the head position. This
gives the configuration a unique description. In particular, if the
input to Mis wthen the initial configuration of Mis (s, #w #, e).

Mis said to halt on input wif sone halted configuration (state
= h) is reached from (s,#w,#,e) in a finite nunber of steps; then
it is said that (s,#w #,e) yields a halted configuration. If M
halts on input w, Mis said to accept w. The | anguage accepted by
Mis the set of strings w accepted by M Conversely, a |anguage is
said to be Turing-acceptable if it is accepted by sonme Turing
machi ne.

Suppose S is an al phabet, T and Ware subsets of S, and
f: W-> T. Suppose there exists a Turing machine M= (K, S, D,s) such
that for any win W the configuration (s, #w, #,e) yields
(h,#u,#,e), i.e., uis the output of Mon input w, and furthernore
u=f(w). Then f is said to be conputed by M

Suppose al phabet A does not contain #, Y or N. Suppose L is a
| anguage in A* and X is its characteristic function, i.e., for w
in A, X(w =Y if wisinlL, X(w = Notherwise. If X is conmputed
by Turing machine Mthen Mis said to decide (or recognize) L
Conversely, if X is the characteristic function of a Ianguage L and



X is Turing-conputable, i.e., there exists a Turing machi ne which
conputes X, then L is said to be Turing-decidable.

An extension of the basic nodel is to permt the control unit
to control (a finite nunmber of) nultiple tapes. However, a | anguage
accepted by a nultitape Turing machine is also accepted by a one-
tape Turing machine; i.e., additional tapes do not increase the
computing power of Turing nmachines in terns of expanding the class
of | anguages accept ed.

C. 2 Nondeterm nistic Turing machi nes.

The preceding Turing machines were determnistic; i.e., D was
a function: if D(g,a) = (p,b) then the next state p and scanned
symbol b were uniquely determ ned by the present state q and synbol
a. A nondetermnistic Turing machine is defined simlarly except
that Dis now a relation on

(Kx S x ((K+{h}) x (S +{L,R)).

That is, Dis now nultiple-valued, so that the next
configuration is no | onger uniquely determ ned by the present.
Instead, in a given nunber of steps a configuration nay yield a
nunber of configurations. Consequently an input may yield many
out puts. A sequence of steps starting froma given input defines
a conputation; in general nmany conputati ons are possi ble on one
i nput. A nondetermnistic machine is said to accept an input if
there exists a halting conmputation on it. Again the |anguage
accepted by a machine is the set of strings accepted by it.
Trivially any | anguage accepted by nondeterninistic machines is
al so accepted by determ nistic machi nes, which are nerely specia
cases of the nore general nondetermnistic case.

It is also true (but not as trivial) that any | anguage accepted
by a nondeterministic Turing machine is also accepted by a
determ nistic Turing machine. That is, nondetermn ni smdoes not
i ncrease the power of Turing machines insofar as the class of
| anguages i s concerned.

Simlar extensions hold for decidabl e | anguages.

C. 3 Comput ational conplexity.

The time conplexity of Turing machines is neasured by the nunber
of steps taken by a conputation. If T is a function on the
nonnegative integers, a deterministic Turing machine Mis said to
decide language L in time T if it decides in tinme T(n) or |less
whether wis or is not in L, where whas length n. If Tis a
polynomial then L is said to be decided in polynomal tinme. If a
| anguage is decidable in polynomial tine on a nmultitape
determ nistic Turing machine then it is decidable in polynom a



time on a one-tape Turing nmachine.

A nondetermnistic Turing machine Mis said to accept win tine
Tif there is halting conmputation on w of T(n) or fewer steps,
where w has length n. Mis said to accept language L in time T if
it accepts each string in L in tinme T.

The class of |anguages decidable in polynomal tinme on sone
deterministic Turing machine is denoted by P. The cl ass of
| anguages acceptable in polynomal time on some nondetermnistic
Turing machine is denoted by NP

It is not known whether P = NP

Appendi x C. The cl assical theory of conputation

In appendi x A a nunber of topics fromthe classical theory of
conmput ati on were mentioned. Here we give a nore precise treatnent
of some notions fromthe classical theory (e.g., [LEWS81]).

An al phabet is a finite set of synbols. A string is a sequence
of synbols from an al phabet. A | anguage on an al phabet is a set of
strings fromthe al phabet. |If S is an al phabet, S* denotes the set
of all strings fromsS, including the enpty string. Concatenation
of strings a and b is witten ab. If A and B are subsets of S*, AB
is the set of strings formed by concatenating el enents from A and
B

C.1 Turing machi nes.

A (one-tape, deterministic) Turing machine is a quadruple
(K, S, D,s) where:

a. S is an al phabet which contains a blank = #, but not the
synbols L or R which are reserved for tape novenent to the
left or right.

b. Kis a set of states which does not include the halt state
h, which signals an end to conputation.

cC. s =initial state; it is in K

d. D: Kx S->(K+ {h}) x (S + {L,R) where + denotes
uni on.

A Turing machine = M may be interpreted sem -physically as
consisting of a control unit and a tape. At any tinme Mis in sone
state, and the read/wite head of the tape is over sonme synbol on
the tape. If D(g,a) = (p,b) then initially the head is scanning a
and Mis in state q; its next nove will be to enter state p. If b
isin Sthe head will set a := b without noving; otherwise b =L



or Rin which case the head will nmove to the left or right. Mhalts
when state h is entered. or Mhangs (the left end of the tape is
surpassed). The tape has no right end.

Input to Mconsists of a string. The string is padded by a # on
each side and placed on the | eftnpost squares of the tape. The rest
of the tape consists of #s. Initially the head is positioned over
the # which marks the right end of the input. Initially Mis in
state s; its first nmove is thus D(s,#).

At a given time Mis in configuration (q,w a,u), where:

a. q = state (elenent of K + {h}).

b. w= portion of the tape to the left of the head (el enent
of S*).

c. a synmbol under the head (el enent of S).

d. u

portion of the tape to the right of the head.

If e denotes the enpty string, uin (d) is required to be an
el ement of (S*)(S-{#})+{e}; i.e., either u = e, neaning the tape
has all # s to the right of the head, or the last synbol of uis
the | ast nonbl ank synbol to the right of the head position. This
gives the configuration a unique description. In particular, if the
input to Mis wthen the initial configuration of Mis (s,#w#, e).

Mis said to halt on input wif sone halted configuration (state
= h) is reached from (s,#w,#,e) in a finite nunber of steps; then
it is said that (s,#w#,e) yields a halted configuration. If M
halts on input w, Mis said to accept w. The | anguage accepted by
Mis the set of strings w accepted by M Conversely, a |anguage is
said to be Turing-acceptable if it is accepted by sonme Turing
machi ne.

Suppose S is an al phabet, T and Ware subsets of S, and
f: W-> T. Suppose there exists a Turing machine M= (K S, D,s) such
that for any win W the configuration (s, #w #,e) yields
(h,#u,#,e), i.e., uis the output of Mon input w, and furthernore
u="Ff(w). Then f is said to be conputed by M

Suppose al phabet A does not contain #, Y or N. Suppose L is a
| anguage in A* and X is its characteristic function, i.e., for w
in A*x, X(w) =Y if wisinlL, X(w) = Notherwise. If X is conputed
by Turing machine Mthen Mis said to decide (or recognize) L
Conversely, if X is the characteristic function of a |anguage L and
X is Turing-conputable, i.e., there exists a Turing machi ne which
conputes X, then L is said to be Turing-decidabl e.

An extension of the basic nodel is to pernmit the control unit
to control (a finite number of) multiple tapes. However, a |anguage
accepted by a multitape Turing machine is al so accepted by a one-
tape Turing machine; i.e., additional tapes do not increase the
comput i ng power of Turing machines in ternms of expanding the class



of | anguages accept ed.

C. 2 Nondeterm nistic Turing machi nes.

The preceding Turing machines were determnistic; i.e., D was
a function: if D(g,a) = (p,b) then the next state p and scanned
synbol b were uniquely deternined by the present state q and synbol
a. A nondeterministic Turing machine is defined simlarly except
that Dis now a relation on

(Kx S x ((K+{h}) x (S +{L,R)).

That is, Dis now nultiple-valued, so that the next
configuration is no |onger uniquely determ ned by the present.
Instead, in a given nunber of steps a configuration nay yield a
nunber of configurations. Consequently an input may yield many
out puts. A sequence of steps starting froma given input defines
a conputation; in general many conputati ons are possi ble on one
i nput. A nondetermnistic machine is said to accept an input if
there exists a halting conmputation on it. Again the | anguage
accepted by a machine is the set of strings accepted by it.
Trivially any | anguage accepted by nondeterninistic machines is
al so accepted by determ nistic machi nes, which are nerely specia
cases of the nmore general nondetermnistic case.

It is also true (but not as trivial) that any | anguage accepted
by a nondeterministic Turing machine is also accepted by a
determ nistic Turing machine. That is, nondetermn ni smdoes not
i ncrease the power of Turing machi nes insofar as the class of
| anguages i s concerned.

Simlar extensions hold for decidabl e | anguages.

C. 3 Comput ational conplexity.

The tinme conplexity of Turing machines is nmeasured by the nunber
of steps taken by a conputation. If T is a function on the
nonnegative integers, a deterministic Turing machine Mis said to
decide language L in time T if it decides in tinme T(n) or |less
whether wis or is not in L, where whas length n. If Tis a
pol ynomial then L is said to be decided in polynomal tinme. If a
| anguage is decidable in polynomal tine on a nmultitape
deterministic Turing machine then it is decidable in polynom a
time on a one-tape Turing machine.

A nondetermnistic Turing machine Mis said to accept win tine
Tif there is halting conputation on w of T(n) or fewer steps,
where w has length n. Mis said to accept language L intime T if
it accepts each string in L in time T.

The cl ass of | anguages decidable in polynomal time on sone



deternministic Turing machine is denoted by P. The cl ass of
| anguages acceptable in polynomal time on some nondetermnistic
Turing machine is denoted by NP

It is not known whether P = NP

Appendi x D. The theory of probabilistic conputing.

Probabilistic algorithnms are enployed as adjuncts in
cryptosystens for purposes such as finding prines. They have al so
produced virtually all major practical cryptanalytic algorithnms for
factoring, discrete logarithmetc. Here we revi ew an extension of
the classical theory of conputation which incorporates
probabilistic conmputing. This extension has proven particularly
val uabl e in the study of probabilistic cryptosystens.

An ordinary determnistic multitape Turing machi ne may be
considered to have an input tape, an output tape, and read-wite
wor kt apes. A nodification of the ordinary nodel (e.g., [GLL77])
is the probabilistic Turing machine. It has a distinguished state
called the coin-tossing state, which permts the machi ne to make
random deci sions. In terms of | anguages recogni zed, these have the
same power as determnistic machi nes. However, time considerations
are nore subtle. In particular, a notion of probabilistic run tine
i s needed, rather than neasures such as maximumrun time used for
ordi nary machi nes.

A probabilistic Turing machi ne operates determnistically,
except when it is in a special coin-tossing state (or states). In
such a state the machine may enter either of two possible next
states. The choice between these is made via the toss of an
unbi ased coin. The sequence of coin tosses nmay be considered to
constitute the contents of an auxiliary read-only input tape, the
random t ape, which contains a binary string. Thus a conmputation by
a probabilistic machine is a function of two variables, the
ordi nary input tape and the random tape.

If the randomtape is unspecified, the output of the conputation
of probabilistic machine M Mx), is a random variable (e.qg.
[ MCEL77]): M produces output y with probability Pr{Mx) = y}. For
a given input x, there may exist a y such that Pr{Mx) =y} > 1/2.
Such ay is clearly unique if it exists, in which case we can wite
g(x) = y. This defines a partial function: q is undefined if no
such y exists. The partial function q is said to be conputed by M
The set accepted by Mis the domain of q.

If X is accepted by Mlet e(x) = Pr{Mx) !=y}. It is direct
fromdefinition that e(x) < 1/2. Suppose there exists a constant
c < 1/2 such that e(x) <= c for all x in the domain of e. Then it
may be said that M has bounded error probability (the error
probability e is bounded away from 1/2), another concept inportant
in zero-know edge franeworKks.

Agai n | eaving the random tape unspecified, Pr{Mx) =y in tine
n} is the probability that probabilistic Turing machine Mwth



i nput x gives output y in sone conmputation of at nmost n steps. The
probabilistic run time T(x) of Mis defined to be infinity if x is
not accepted by M i.e., if x is not in the domain of the partia
function g conputed by M If x is in the domain of g, T(x) is the
smal |l est n such that Pr{Mx) = q(x) intime n} > 1/2. This is
sonewhat anal ogous to defining the run tinme of a nondeterm nistic
Turing machine to be the length of the shortest accepting

conput ati on.

A function is probabilistically conmputable if it is conputed by
some probabilistic Turing machine. There are many inportant
exanpl es of functions which are probabilistically conputable in
pol ynom al probabilistic run time and bounded error probability,
but are not known to be conputable in polynom al determninistic
time, i.e., in P. An exanple is the characteristic function of the
set of prinmes, which is probabilistically conputable in polynonm a
time (e.g., [SOLO77]), but for which no determnistic algorithmis
known.

Let BPP be the class of |anguages recogni zed by pol ynoni al -
bounded probabilistic Turing machi nes with bounded error
probability. Letting < denote inclusion, it follows easily that P
< BPP < NP. An inportant question, with inplications for schenes
such as RSA as well as zero-know edge schemes, probabilistic
encryption etc., is whether either of these inclusions is proper

Appendi x E. Breaki ng knapsacks.

We give a brief account of the dem se of the Merkl e/ Hell man
trapdoor knapsack public-key system and sone of its variants. A
much nore conplete discussion is given in [BRIC88].

We recall fromsection 4.2.1 that the security of this approach
rests on the difficulty of solving knapsack problens of the form

C=Dbl* M + ... + bn * M,

where the {bi} are obtained from superincreasing {ai} by nodul ar
"di sgui sing:"

bi = w?* ai npd u.

Around 1982, several authors (e.g.[DESMB3]) nmde the observation
that if W* wo 1 (mod u), where Wmay be found as in appendix H
then for sone {Kki},

ai = W* bi - u* ki.

In particul ar



al = W* bl - u * k1

and hence

bi * k1 - bl * ki = (bl * ai - bi * al)/u.

Since u >al +...+ an, bi < u, and al < ai

|bi * k1 - bl * ki| < uai/(al+...+an).

Now it is easily shown that

ai+ 0 2j-1* (ai + 1),

and hence

|bi * k1 - bl * ki| < 2i+1-n * u

Thus

| k1/ ki - bl/bi| < 2i+1-n*u/kibi < 2i+1-n*u/bi.

This shows that the {ki} are in fact not randony they are
deterninable via the above inequalities if uis known. Shamr
[ SHAMB4b] observed that an intruder nerely seeks any trapdoor, as
represented by any u, w, and {ai} which produce an easy knapsack
Thus the last inequality may be regarded as an integer progranm ng
problem 1In this particular instance Shamr noted that the
al gorithm of Lenstra [LENS83] is applicable, together with
cl assical methods of Diophantine approxi mation. This yields the
{ki}, and the systemis then broken easily.

Lenstra's al gorithm made use of the Lovasz lattice basis
reduction algorithm[LENS82], one of the basic tools in "unusually
good" si nmul taneous di ophanti ne approxi mati on [ LAGA84]. This
approach was utilized by Adl eman [ ADLE82] to break the
Sham r/ Graham knapsack, and by Brickell [BRIC84] to break the
iterated Merkl e/ Hell man knapsack. The nultiplicative version was
broken by Qdlyzko [ODLY84]. In fact all nmjor proposed knapsacks
based on nodul ar di sgui ses have been broken using this approach

It should be noted that the |l owdensity attacks
([ BRI C83], [ LAGA83]) are successful where finding trapdoors fails.
These use a neasure of density for a knapsack with coefficients



bl,...,bn defined by density = n/(log max {bi}). This type of attack
i s i ndependent of whether the knapsack is a disguised version of
anot her. Trapdoors, in contrast, are easiest to find for high-
density knapsacks.

The concept of density is related to two inportant paraneters
of cryptosystens, nanely information rate and expansion factor d.
In [LAGA84] the information rate is defined to be the ratio of the
size of plaintext to the maximum size of the ciphertext. This is
the reciprocal of d, i.e., ciphertext/plaintext. Information rate
is essentially the sane as density, although for the above knapsack
and nodulus u it is defined slightly differently, namely as n/ (I og
nu). Both definitions are derived from approxi mations to the actua
ci phertext size, which is log(bl * Ml+...+bn * Mi). Lagarias notes
that the attack in [SHAMB4b] runs in tinme Q(P(n)*nd) for a
pol ynom al P. Hence the attack is feasible if d is fixed but not
if the expansion factor d is large. This illustrates the
interrelati on between security and practicality.

Appendi x F. Birthday attacks.

In section 4 we noted several usages of birthday attacks agai nst
hash functions. Here we give a brief sumary of the rel evant
mat hemat i cs.

Suppose His a function which has m possi bl e out puts. Wenever
H outputs a value it is totally random and i ndependent of any
previ ous val ues which have been out put.

If His evaluated k tinmes, each output is akin to an object
pl aced in one of mcells corresponding to the range of H Since the
k values of H are independent, any object could be placed in any
of mcells; the total nunber of ways of distributing the k objects
is nk. If no two objects are to be placed in any cell (i.e. if
there are to be no collisions in applying Hk tinmes), the first
obj ect can be placed anywhere; the second can go in any of the m
1 remaining cells; the third in m2 cells; etc. The total nunber
of ways of distributing the objects is m(m1)...(mk+1) (sonetines
called a falling factorial). The probability of no collisions is
mm1l)...(mk+1)/nk. Hence the probability of at |east one
collision is

P(m k)

1- (m1)...(mk+1)/nmk-1

=1-(1-1Um...(1- (k-1)/m.

This yields

LEMVA F. 1. Suppose the function H, with m possible outputs, is
evaluated k tinmes, where m> k > (2cm1/2 for some constant c. Then
the probability of at |east one collision (i.e., x and y with H(x)
= H(y) for some x,y) is at least 1 - e-c, e = 2.718..



Proof: for 0 < x < 1,

1 - x<1-x+x2(1 - x/3)/2 + x4(1 - x/5)/24 + ..

= e-X.

For k < mthis gives

(1 - 1Um...(1- (k-1)/m <e-1m..-(k-1)/m

= e-k(k-1)/2m

Thus

P(mk) > 1 - e-k(k-1)/2m

The | emma fol l ows. QED

EXAMPLE F. 1. Suppose the Hof lemm F.1 is evaluated k tines
where k > (2(In 2)m1/2 = 1.17 * ml/2. Then the probability of at
| east one collision is > 1/2.

Thi s suggests an attack on hash functions. Its name derives from
the classical problemof conputing the probability that two nenbers
of a group of people have the sane birthday.

Appendi x G Modul ar arithmetic and Galois fields.

We give a brief introduction to arithnetic nodulo n where n is
a positive integer. Aring structure may be inposed on Zn =

{0,1,...,n-1} by doing addition, subtraction and nultiplication nod
n (e.g., [DENN83], [HERS64] or any book on el enentary nunber
theory). We use GCD for greatest conmon divisor; i.e., GCD(x,y) =

nif nis the largest positive integer dividing x and y. For n >
1 let

Zn* = {x 1 Zn : x > 0 and GCD(x,n) = 1}.

For exanple, z10* = {1,3,7,9}. That is, Zn* consists of the
nonzero el enents of Zn which are relatively prine to n.

If ai Zn* |et



a* zZn* ={a* xnmdn: x1 Zn*}.

For exanple, 2 * Z10* = {2,6, 14,18} nod 10 = {2,6,4,8}, 3 * Z10*
= {3,9,21,27} nod 10 = Z10*. W have:

LEMVA G 1. Suppose n > 1 and a T Zn*. Then

a. For any x andy: a* x da*y (mdn) iff x 6y (nmod
n).

b. a * Zn* = Zn*.

c. a has a nmultiplicative inverse nodulo n; i.e.
there exists b T Zn* such that b * a 8 1 (rmod n).

Proof: if x 8 y (mod n) then trivially a* x d a* y (nod n).
Conversely, suppose a * x d a*y (md n). Then n | (a * (x - vy)).
But GCD(a,n) =1, son | (x - vy), i.e. x 8y (nmod n). Thus (a)
hol ds.

For (b): if x 1 Zn* then GCD(x,n) = 1, so GCD(a*x,n) = 1. Thus
a* xmdni Zn*. Hence a * Zn* is contained in Zn*. By (a), if a *
Xx 8da*y (mdn), then x d y (nbd n). Thus a * Zn* consists of n
distinct elenents, and cannot be a proper subset of zZn*; (b)

follows. In particular, since 1 1 Zn*, there exists some b T Zn* such
that a * b mod n = 1; (c) follows. QED.

G. 1 The Euler Phi function.

The cardinality of a set Sis denoted by |S|. In particular,|Zn*|
is denoted by i(n), the Euler totient function.
LEMVA G 1. 1.
a. If pis prinme theni(p) = p-1.

b. If n=p* g, pand q prine, then i(n) = (p-1)(g-1).

Proof: (a) is trivial, since Zp* = {1,...,p-1}.
For (b): let Yp ={p,...,(g-1)p}, i.e., the nonzero el enents of
Zn divisible by p. Let Yq = {q,...,(p-1)qg}, i.e., the nonzero

el ements of Zn divisible by q. If a* p=Db * q, then p | b and q
| a; hence a * p and b * g cannot be in Yp and Yq, respectively.
Thus Yp and Yg are disjoint. Letting + denote disjoint union

Zn = {0} + Yp + Ygq + Zn*.



Taking cardinalities,

p*q=1+9g-1+p-1+[Zn*].

Then (b) follows. QED.

G 2 The Eul er-Fermat Theorem

LEMVA G 2.1 (BEuler's Theorem) . Suppose n > 0 and a T Zn*. Then

ai(n) 6 1 (nod n).

_ Proof: if zZn* = {rl,...,rm then a restatement of (b) of lemm G 1
is
{a*rlpmdn ..., a* rmnod n} = Zn*.
Hence
a*rl* . .. *a*rmdrl* ... * rm(nod n).
Thus
am* r1 * ... *rmdorl* .. * rm(md n).

By (a) of lemma G 1, each ri above may be cancel ed, |eaving

amod 1 (mod n).

Noting that by definition m=i(n) gives Euler's Theorem QED.

COROLLARY G 2.1 (Fermat's Theorem. Suppose p is prime and a i
Zp*. Then

ap-1 0 1 (mod p).

Proof: use (a) of lemma G 1.1 in lemma G 2.1. QED.



COROLLARY G. 2.2. Suppose n >0, a1 Zn*, and x 0 1 (mod m where
m=i(n). Then ax & a (nod n).

Proof: we have x = m* y + 1 for some y. Now by lema G 2.1,

ax 0 (amy * ao ly * ad a (md n).

QED.

COROLLARY G 2.3. Suppose n > 0. Let m=i(n). Suppose e and d
are in Zm and e * d 6 1 (nod nm). Let ECM = Me nod n and D(C) = Cd
nod n. Then D(E(M) = E(D(M) = Mfor any Min [0,n).

Pr oof :

D(E(M) 0 (Me nod n)d mod n 8 Me*d nod n & M (nod n).

The | ast step uses corollary G2.2. Also 0 6 D(E(M) < n and O
6 M<n, so D(E(M) =M Simlarly E(D(M) = M CED.

G 3 Glois fields.

Lemma G 1 shows that Zn* is an abelian group (e.g., [HERS64] p.
27) under the operation of multiplication nmodulo n; Zn* is called
the multiplicative group of units of Zn.

In particular, if pis prinme then Zp* = {1,...,p-1} is a group
i.e., each nonzero elenment of Zp has a multiplicative inverse
nodul o p. Thus the ring Zp = {0,1,...,p-1} is in fact a finite

field (e.g., [HERS64] p. 84) with p el enents.

It can be shown (e.g., [HERS64] p. 314) that every finite field
has pn elenents for sonme prine p. These are called the Galois
fields, and denoted GF(pn). We have already noted that GF(p) = Zp
is defined by doing arithnmetic nmodul o p. The elenents of Zp are
called the residues nodulo p; i.e., each integer x has a unique
representation x = q * p +r where r T Zp. To define G-(pn) we
choose an irreducible polynonial f(x) of degree n in the ring of
pol ynom als nmodulo p (e.g., [DENN83] p. 49). Now arithmetic may be
defined on this ring of polynom als, nmodulo f(x); i.e., wite g(x)
0 h(x) iff f(x) is a divisor of g(x) - h(x). Each polynom al g(x)
has a uni que representation g(x) = q(x)f(x) + r(x) for sone
pol ynom al r(x) of degree at nobst n-1. The residues nodulo f(x) are
the el ements of GF(pn). These consist of polynom als of degree 6 n-
1 with coefficients fromZp. Each of the n coefficients of a
resi due has p possible values, accounting for the pn el ement count
for GF(pn).



Appendi x H Euclid' s algorithm

On a nunber of occasions we referred to Euclid's algorithm
whi ch can be used to find greatest common divisors and
mul tiplicative inverses. W give sone versions of it here. These
versions are recursive, and mnimze storage requirenents.

Suppose x and y are arbitrary positive integers. Their greatest
comon divisor GCD(x,y) can be computed in O(log max{x, y}) steps
by recursively enploying GCD(s,t) = GCD(s,t nmod s). This is
Euclid's algorithm

function GCD(x,y) returns integer;
/* return greatest common divisor of x >0 and y > 0 */

s = Xx; t =y,
while (s > 0) do
div:=s; s :=t mod s; t :=div;
end whil e;
return(div);
end GCD;

This is readily generalized to

function Multi _GCD(m x : array[0..nl);
/* for m> 0 return greatest conmon divisor of
x1,...,xm> 0 */
if (m=1) return(xl)
el se return(GCD(xm Multi _GCD(m1,x)));
end Multi _CCD;

The above runs in Qm* | og max{xi}) tine.

For x T Zn*, with latter as in appendix G a sinple extension of
GCD yields the multiplicative inverse of x nodulo n, i.e., uwth
X*Uudl (mdn). Wth [y] denoting the largest integer 6 y, the
extended Euclid algorithmto find u is:

function | NVERSE(n, x) returns integer;
/[* for n >0 and x 7 Zn* return u i Zn*
with u* x 6 1 (nmod n) */
procedure Update(a,b);
tenmp :=b; b:=a-y * tenmp; a := tenp;

end Updat e;
g:=n, h:=x; w:=1; z :=0;, v :=0; r :=1
while (h > 0) do
y : = [g/h]; Update(g, h); Update(w,z); Update(v,r);
end whil e;

return(v nod n);
end | NVERSE;



For exanple, for n = 18, x = 7, this gives the val ues

g: 18 7 4 3 1
h: 7 4 3 1 0
W, 1 0 1 -1 2
z: 0 1 -1 2 -7
s 0 1 -2 3 -5
r: 1 -2 3 -5 18
y: 2 1 1 3
Finally u = -5 nmod 18 = 13 is returned. This is equivalent to

finding the sequence 7/18, 2/5, 1/3, 1/2, 0/1 in which each

nei ghboring pair is a pair of Farey fractions; a/b and c/d are
Farey fractions (e.g., [RADE64]) if a* d - b * ¢ = fil. W have
found 2 * 18 - 5 * 7 =1, sothat -5* 7 06 1 (nmod 18), or
equivalently 13 * 7 8 1 (nod 18). Thus finding nultiplicative

i nverses nodulo n can al so be done in Ol og n) steps.

This will also find s with u* x +s * n =1 take s = (1 - u
* x) / n. Mre generally we have (with GCD(x) = x):

procedure Coeffs(m x : in array[1l..n]; u : out array[l..n);

/* given m> 0 and x1,...,xm> 0 with GCD(x1,...,xm =1,
find ul,...,umwith ulxl + ... + umxm= 1 */
if (m= 1) return(xl)
el se
g = Mlti_GCD(m1,Xx);
for i :=1tomldoyi :=xilg;
Coeffs(m1,y,u");
um : = | NVERSE( g, xm
b:=(1 - unftxm/g;
for i :=1tom1do ui := b*ui';
end el se;
end Coeffs;

This runs in Q(nlog max{xi}) tine.

Appendi x |. The Chi nese Renmmi nder Theorem

The Chi nese Renmmi nder Theoremis useful for purposes such as
simplifying nodular arithmetic. In particular we note in a |later
appendi x that its use increases the efficiency of decryption in
RSA.

We begin with a special case: with Zn as in appendix G we have

LEMVA |.1. Suppose p and q are prines and p < q. Then:



a. For arbitrary a1 Zp and b 17 Zg, there exists a unique
x 1 Zpqg with

Xx 8 a (mod p),
Xx 0 b (nmod q).

b. If u* gd 1 (mod p), the x in (a) is given by

x
1

(((a-Db) *u) nod p) * q+b

Proof: we note that for any y and s, 0 6 y nod s 6 s-1. Thus if
X and u are as in (b), 06 x 6 (p-1) *g+q9g- 1=p*qg- 1. Hence
Xx 1 Zpq. Trivially x 6 b (mod q). Also

x 8 (((a-b) *u) mdp) *qg+b
0 (a-b) *u*q+b
0 (a-Db) *1+b
0 a (mod p).
Thus x is a solution to the simultaneous |inear systemin (a).
To show that it is unique, suppose x' & a (nod p) and x' o6 b (nod

gq). Then for some k and m x - Xx' k * p=m*gqg. Thus k = gq * k'

for sone k'; hence x - X' =p*q* k', i.e., X’ =x-p*q* k'.
Since 06 x 6 p*q-1, if k' >0then x' <0; if k" <0 then x'
Op* g Hence x' T Zpqiff k' =0, i.e., x' = x. QED

We note that in (b) above, u can be found via the | NVERSE
function of appendix H

The condition p < g is arbitrary, but useful in noting

COROLLARY 1.1. Suppose p and q are prines, p<g¢q, 006 x <p*
g, and a = x mod p, b = x nod gq. Then

Q
x
1

(((a - (b mod p)) * u) nod p) * g+ Db
(a 0 b nod p)

b. x = (((a+p- (bnmdp)) *u nmodp) *q+b
(a 6 b nod p)
Proof: imrediate fromlemma |.1. QED
The corol lary provides an optinmal franmework for representing x
via a and b, i.e., the residues of x nmodulo p and g, respectively.

Al t hough the nost general case of the Chinese Remai nder Theorem
is not used in this exposition, we remark that the above can be



ext ended:

THEOREM | . 1. G ven pairwi se relatively prinme noduli {pl,...,pn}
and arbitrary {al,...,an}, there exists a unique x T [0, pl*..*pn)
satisfying x 6 ai (mod pi) for each i.

Proof: a straightforward generalization of the above (e.g.
[ DENNB3] p. 47).

Appendi x J. Quadratic residues and the Jacobi synbol.

Quadratic residues play a role in primality testing as we note
in a later appendix. In appendices O and P we al so note their usage
in encryption.

Let Zn* be as in appendix G For a positive integer n and a 1 Zn*,
ais called a quadratic residue nodulo nif x2 & a (nmod n) for sonme
X; otherwise a is a quadratic nonresidue.

LEMVA J.1. Suppose n > 0 and a is a quadratic residue nodul o n.
Then every y with y2 6 a (nod n) has the formy = x + k * n where
k is an integer and x T Zn*.

Proof: suppose y2 8 a (nod n). Let x =y nod n. Then x 7 [0, n).
Also, x2 8 a (mod n). Now x2 = a + j * n for some j. Suppose for
some mwe have m> 0, m| x and m| n. Then m| a so m= 1 since
GCD(a,n) = 1. Hence x 1 Zn*; alsoy = x + k * n for some k. QED.

Thus the square roots of a quadratic residue nodulo n can be
taken to be elenments of Zn*; all other square roots are obtained by
adding nultiples of n to these.

J.1 Quadratic residues nodulo a prine.

If pis prime and 0 <a <p, ais a quadratic residue nodulo p
if and only if x2 6 a (nod p) for sone x with 0 < x < p. For
exanpl e, the quadratic residues nodulo 7 are

{12,22,32,42,52,62} nod 7 = {1, 2, 4}.

The quadratic nonresidues nmodulo 7 are {3,5, 6}.

Gven a prine p, let s = (p-1)/2 and

Sp = {x2md p: 0<x 0 s}.



Then Sp is a set of quadratic residues nodulo p. In fact we have

LEMMA J.1.1. Suppose p > 2 is prime. Let s = (p-1)/2. Then

a. The elements of Sp are precisely the quadratic residues
nodul o p.

b. There are s quadratic residues nodulo p.

c. There are s quadratic nonresidues nmodulo p

Proof: as noted above, Sp is a subset of the set of quadratic
resi dues nodulo p. Furthernore, if x2 0 y2 (nod p) then p | x2-y2;
hence p | x-y or p | x+y. If x and y are in (0,s] then 1 < x+y <
p; thus p | x-y; hence x = y. It follows that Sp contains distinct
el enents. QED

Now suppose a is a quadratic residue, x2 8 a (nod p), and x 1
Zp*. Wé note

(p-x)206p2-2*p* x +x20a(nodp).

Since 0 < x <p, either x or p- xisin (0,s]. It follows that
al Sp. Thus the set of quadratic residues nodulo p is contained in
S. Hence the two sets are identical, establishing (a). Since |Sp
= s, (b) follows. Also, the conplenent of Sp in Zp* is the set of
quadratic nonresidues nodul o p. Since |Zp*| = 2s, the conpl ement of
Sp also has cardinality s; (c) follows. QED

J.2 The Jacobi synbol.

If pis aprime >2 and 0 < a < p, the Legendre synbol (a/p) is
a characteristic function of the set of quadratic residues nodul o
p (e.g., [RADE64]):

a. (al/p) 1if ais a quadratic residue nod p.

b. (a/p)

-1 if ais a quadratic nonresidue nod p

More generally, if k > 1 is odd and h is in Zk*, the Jacob
symbol (h/k) may be defined as foll ows:

a. The Jacobi synbol (h/p) coincides with the Legendre synbol
if pis prine.

b. If k = pl*...*pmwith pi prinme, (h/k) = (h/pl)*...*(h/pm.



An efficient node for conputing the Jacobi symbol is via the
recursion:

a. (1/k) = 1.
b. (a*b/k) = (al/k)(b/k).
c. (2/k) =1 if (k2-1)/8 is even, -1 otherw se.

d. (b/a)
e. If GCD(a,b) = 1:
i. (alb)(b/la) =1 if (a-1)(b-1)/4 is even.

((b mod a)/a).

ii. (a/b)(b/la) = -1if (a-1)(b-1)/4 is odd.

The key step in the recursion is (e), which is Gauss' |aw of
quadratic reciprocity (e.g., [RADE64]). The above shows that the
Jacobi synbol (a/n) can be conputed in Ol og n) steps.

J. 3 Square roots nodulo a prine.

Regardi ng solutions of x2 6 a (nod p), i.e., the square roots of
a nmodul o p, we have

LEMVA J.3.1. Suppose p > 2 is prinme. Let s = (p-1)/2. Suppose
ais a quadratic residue nodulo p. Then

a. a has exactly two square roots modulo p in Zp*. One of
these lies in (0,s] and the other in (s, p-1].

b. the square roots of a nodulo p can be found in
probabilistic polynomal tine.

Proof: by lemma J.1.1 we know that a T Sp as defined in J.1;
hence there exists a unique x in (0,s] with x2 6 a (nod p). Then y
= p - x satisfies y2 8 a (nmod p), and y is in (s,p-1]. Conversely,
suppose y is in (s,p-1] and y2 6 a (nmod p). Then x = p - y is in
(0,s], and x2 8 a (nod p). Hence y is unique. Thus we have (a).

For (b) we invoke a probabilistic polynom al-time algorithmfor

finding square roots modulo a prine (e.g., [PERA86] or p. 22 of
[ KRANB6] ). CQED.

J.4 Quadratic residuosity nodulo a prine.



Deci ding quadratic residuosity plays a role in both primality
testing and probabilistic encryption. For a prime p > 2, to decide
whet her a given elenent a 1 Zp* is a quadratic residue nodulo p
define

ep(a) = as nod p (s = (p-1)/2).

Then we have

LEMVA J.4.1. If p>2is aprine and a1 Zp*, ep(a) =1 if and
only if ais a quadratic residue modulo p; ep(a) = p - 1 if and
only if ais a quadratic nonresidue nodulo p

Proof: by the Eul er/Fermat Theorem (cor. G 2.1), ep(a)2 6 1 (nod
p). By lemma J. 3.1, 1 has exactly two square roots modulo p in Zp*,
nanely 1 and p - 1. Hence ep(a) = 1 or p- 1. If ais a quadratic
resi due nodulo p, then a = x2 nod p for some x with 0 < x < p. Then
ep(a) = xp-1 nod p. Again by Euler/Fermat, ep(a) = 1. Thus all s
guadratic residues a satisfy as - 1 = 0 (nod p). An s-th degree
congruence nodulo p has at nobst s solutions (e.g., [RADE64] p. 21).
Thus all quadratic nonresidues b nust have ep(b) = p - 1. QED

Al so, ep can be evaluated in Q(log p) time. Thus quadratic
residuosity nmod p can be decided in OQ(log p) tine.

Appendi x K. Primtive roots and discrete |ogarithns.

The use of primtive roots was noted in sections 2.2 and 4. 2. 2.
W al so observed that the security of exponentiation-based
cryptosystens depends in part on the difficulty of conputing
di screte logarithns. Here we briefly explore these topics.

Let Zp* be as in appendix G Suppose p is a prine and a T Zp*.
Suppose m> 0, amd 1 (nmod p), but ar 'd 1 (nmod p) for any r with
0 <r <m Then we say that a belongs to the exponent m nodulo p
The existence of mis guaranteed by the Eul er/ Fermat Theorem (cor
G 2.1), which shows m< p. Let

Cp(a) ={ax nod p: 0 6 x < nt.

Then we have

LEMVA K. 1. Suppose p is prime, a1 Zp*, and a belongs to the
exponent m nodul o p. Then:



a. Cp(a) contains distinct elenments; i.e. |Cp(a)] = m
b. Cp(a) is a cyclic subgroup of Zp*.

c. m| p-1.

Proof: suppose Cp(a) does not contain distinct elenents. Then
for sonme {k,j} in [0,m with k <] we have ak & aj (nod p). Thus
aj-k 0 1 (md p), contradiction. This gives (a). Now suppose x and
y are in [0,m and x + y =k * m+r wherer isin [0,m. Since am
01 (nod p), ax * ay nmod p = ar nod p. Thus Cp(a) is closed under
mul tiplication, and forns a subgroup of Zp*; this is called the
cyclic subgroup generated by a (e.g., [HERS64]). This gives (b).
The order of a subgroup divides the order (= p - 1) of the whole
group Zp* (ibid). This gives (c). QED

If g belongs to the exponent p - 1 nodulo prime p, g is called
a primtive root nmodul o p.

LEMVA K. 2. Suppose p is a prime and g is a primtive root nodulo
p. Then Cp(g) = Zp*; that is, each y T [1,p) has a unique
representation y = gx mod p for sonme x 17 [0, p-1).

Proof: Cp(g) is a subset of Zp*. The result follows from | emm
K. 1, which shows |Cp(g)| =p - 1 =|Zp*|. QED

The x in lemm K 2 is the discrete logarithm or index, of y
modul o p with base = g. However, the range of the logarithmcan be
any interval of length p - 1. W have used [0, p-2], but, e.g., we
could also take x to lie in [1,p-1].

A restatenent of lemma K 2 is that the cyclic subgroup generated
by the primtive root g nodulo p is the whole group Zp*. Thus g is
a generator of Zp*.

LEMMVA K. 3. Suppose p > 2 is prine and p-1 has k distinct prime
factors which are known. Then:

a. The nunber of primtive roots modulo p is i(p-1), where
i is the Phi function (app. G 1).

2. Testing a given a to determine if it is a primtive root
nodul o p can be done in tinme Ok * log p) = O((log p)2).

Proof: for (a) see, e.g., [RADE64] p. 49. For (b), if the
exponent of a mobdulo p is m then m| p-1 by lemma K 1. Nowm< p -
1iff m| (p-1)/q for sone prine factor q of p, whence a(p-1)/q o6 1
(md p). Thus a is a primtive root nodulo p iff a(p-1)/gq 'd0 1 (nod
p) for each prinme factor q of p. This condition can be tested for
each of the k factors in O(log p) time. Clearly k = O(log p). QED



In particular, if p has the form2q + 1 for prine q, it is easy
to find the exponent mnodulo p for a given a, since m= 2, ¢, or
2. It is also easy to find primtive roots nmodulo p: i(p-1) = ¢ -

1 =(p-3)/2; thus for large p, a random el enent of Zp* has about
a 1/ 2 probability of being a primtive root.

LEMVA K. 4. Suppose p > 2 is prime and g is a printive root
nodul o p. Let s = (p-1)/2. Then:

a. gs 0 -1 (mod p).

b. g is a quadratic nonresidue nodul o p.

Proof: for (a): we note g0 6 1 (nod p). Since g is a generator
of {1,9,...,9p-2} and 0 < s < p-1 we thus knowgs !d 1 (nod p). Also,
g2s 0 1 (nod p), so that gs is a square root of 1 nmodulo p. By |lemm
J.3.1, 1 has exactly two square roots nmodulo p, nanely 1 and -1
Thus gs 6 -1 (nod p).

For (b): suppose x2 6 g (nod p). Now x & gr (mod p) for sone r;
hence g2r 8 g (nod p), and g2r-1 8 1 (nod p). Thus 2r - 1 & 0 (nod p-
1), inpossible since p - 1 is even. QED

Appendi x L. Primality testing.

Testing large integers to determ ne whether they are prine plays
a major role in key generation in RSA and ot her public-key systens.
We give a few exanples of algorithms to effect this.

It is well-known (e.g., [KNUT81] p. 366) that if the nunber of
primes between 1 and x is f(x), then with In denoting natura
| ogarithm (to base e = 2.718..),

f(x) =x/(Inx) + AQx/(In x)2).

The nunber of prinmes between x and x + his f(x + h) - f(x), and
hence the probability that a number between x and x + h is prinme
i s roughly

(f(x+h)-f(x))/h =f"(x) =1/(Inx) - 1/(In x)2.

That is, roughly In x nunbers nmust be tested before a prine is
found near x; but the evens may be ignored, so that roughly (In
x)/ 2 odd nunbers need be tested. For exanple, about (In 10100)/2 =
115 odd nunbers must be tested to find a prine of about 100 digits.
If nultiples of small primes > 2 are elinminated, even fewer numnbers



need be tested before a prime is found (e.g., [GORD84]).

A nunber of tests have been given to establish the primality of
a candidate. Proving prinmality determnistically (i.e., with
certainty) is less difficult than factoring or computing discrete
|l ogarithms, but is nonetheless nontrivial. For exanple, the
al gorithms of [ ADLE83] or [COHE84] coul d be used; but they have a
run time on the order of

(log n)c log log log n.

Such deternministic algorithms are conputationally infeasible or
i nadvi sabl e unl ess hi gh-perfornmance conputers are used for key
generation. This may be undesirable even if a high-performance
conputer is available, since it may not constitute a
cryptographically secure environnent. For key generation on, e.g.
personal conputers or smart cards, which is preferable froma
security standpoint, nmore efficient algorithms are desirable. Thus,
probabilistic tests may be used in practice to make an "educat ed
guess” as to whether a candidate is prinme.

Often a Monte Carl o approach is enployed. In this event there
is a slight possibility of an erroneous concl usion; however, the
error probability can be made arbitrarily small. Typically, a
sequence of "wi tnesses" attest to the primality or conpositeness
of a nunber. Agreenent anong a group of about 100 witnesses is
general ly sufficient to reach a conclusi on beyond any reasonabl e
doubt, although evidently the legality of this procedure has not
been tested in the courts.

L.1 The Sol ovay/ Strassen test.

One exanple of a probabilistic polynomal-time primality test
is the Sol ovay/ Strassen test [SOLO77] nentioned in section 4.1.1
(al though this approach is commonly attributed to Sol ovay and
Strassen, it was noted inplicitly by Lehmer [LEHWG6]; cf.
[LENS86]). If n is an odd positive integer and a 7 Zn*, with the
latter as in Appendix G et

e(a,n) 0 a(n-1)/2 (md n), -1 6 e(a,n) 6 n - 2.

For conveni ence we have e(a,n) take on the value -1 instead of
t he usual n - 1.

If pis prime we have e(a,p) 0 ep(a) (mod p) with ep as in
appendix J. 4. Lemma J. 4.1 shows that e(a,p) = (a/p), where the
latter is the Jacobi synbol (app. J.3). The latter equality thus
provi des evidence of primality. That is, if pis prime and a i Zn*
then e(a,p) = (a/p). Per se this is useless, but the contrapositive
provi des a proof of conpositeness: if (a/n) p e(a,n) then n is
conposite. Also, both (a/n) and e(a,n) can be conputed in OQ(log n)



steps, so this proof of conpositeness runs in determnistic

pol ynomi al tinme. The converse is nore subtle. Suppose n is an odd
positive integer and 0 < a <n. If GCD(a,n) > 1 then n is certainly
conposite. Let

G={ail Zn*: (a/n) = e(a,n)}.

Now t he Jacobi synbol is multiplicative; i.e.

(a*b/n) = (a/n) * (b/n).

Al so

e(a*b,n) 0 e(a,n) * e(b,n) (rmod n).

That is, eis also nultiplicative. It follows that Gis a
subgroup of Zn*. The order of G nust divide the order of Zn* (e.qg.
[ HERS64] p. 35). Thus if Gp Zn*, G has cardinality at nost (n-
1)/ 2. Solovay and Strassen showed that indeed Gp Zn* if nis
conposite. Hence if n is conposite and a is chosen at random the
probability that ais in Gis at nost 1/2. W thus test as foll ows:

function Sol ovay_Strassen(a,n) returns charstring;
/[* for n > 2, n odd, a i Zn, decides probabilistically
whether n is prime */
if (GCD(a,n) > 1) return("conposite")
el se
if ((a/n) = e(a,n)) return("prinme")
el se return("conposite");
end Sol ovay_Strassen;

We will certainly reach a correct conclusion in any of the
foll owi ng cases:

a. nis prine.
b. nis composite and GCD(a, n) > 1.

C. nis conposite, GCD(a,n) =1, and (a/n) pb e(a,n).

In the remaining case, i.e. nis conposite, GCD(a,n) = 1, and
(a/n) = e(a,n), n "masquerades" as a prine due to the perjury of
a. But such an a is in G above; hence the probability of false
testimony froman a is at nmost 1/2 in this case. If 100 randoma's
are used as witnesses, we conclude n is prine or conposite with
probability of error zero if n is prime, and at nmpst 2-100 ot herwi se.
At nost 6 * log n operations are needed (see [SOLO77]).



L.2 Lehman's test.

Lehman [ LEHMB2] noted that the Jacobi function is not needed in
Monte Carlo testing for primality. He defines

e' (a,n) = a(n-1)/2 nod n,

G={e'(an) : ai Zn*}.

We note that e differs only slightly frome, taking on the
value p - 1 instead of -1.

He shows that if nis odd, G= {1,p-1} iff nis prine. Again 100
a's are tested, but only a(n-1)/2 nod n is conputed. If anything
except 1 or -1 is found, n is conposite. If only 1's and -1's are
found, conclude n is prinme if any -1's are found; otherw se
conclude n is conposite. Again the probability of error is at nost
2-100.

L.3 The MIler/Rabin test.

Anot her Monte Carlo test was noted by MIler [MLL76] and Rabin
[RABI8BO]. If n- 1 =u* 2k where uis odd and k > 0, let exp(i) =
2i, 06i 6k - 1. If ap Zn* then ais a witness to the
conpositeness of nif au !0 1 (md n) and au*exp(i) !'0 -1 (nmod n), O
6i 6 k - 1. Again, e.g., 100 witnesses nmay he tested; if none
attest to conpositeness of n then n may be assuned prine.

VWen n 6 3 (nod 4) this test is simlar to Lehman's.

Appendi x M Mathematics of RSA and ot her exponential systens.

In section 1.5 the basic exponential cipher was introduced,
i.e., ECM = M mod p, D(C) = Cl nod p, where K* | 6 1 (nod p-1).
We recall (appendix H) that | can be conputed from K using Euclid's
algorithmin O(log p) tine. Also, by lemma G 1.1 we have i(p) p-
1. Thus, by corollary G 2.3 we have D(E(M) = Mand E(D(C)) =

On

The RSA system is anal ogous: we have E(M = Me nod n, D(C)
mdn, n=p*q, e*ddl (mdm, m=(p-1)(g-1). By lemn
we have i(n) = m so once again corollary G 2.3 gives D(E(M)
and E(D(C)) = C

e

Cd
1.1
M

We have noted in appendix L how the Sol ovay/ Strassen or Lehman
tests can be used to choose p and q efficiently, i.e., in O(log n)
steps. However, these involve nultiple-precision arithmetic
[ KNUT81]. Hence the total tinme can be significant, especially in
sof t war e.



Once p and q have been chosen, e is chosen easily; then d is
computed via e * d d 1 (nod m. This can be done in Q(log n) steps
usi ng | NVERSE from appendi x H. Thus key material can be generated
in linear tinme.

Encryption is easy since e can be chosen snall. However,
efficient decryption requires the Chinese remai nder theorem In
general we have

(y mod n) nod p =y nod p,

(y mod n) nod q y nod q.

Suppose we are given ciphertext C;, we wish to efficiently
conmput e

M= Cd nod n.

To use the machinery of appendix I, let y = Cd and x = M=y nod
n. Then
a = Cd nod p,
b = Cd nod q.

Al so, suppose d = k * (p - 1) + r. Then by the Eul er/ Fer mat
t heorem

a=(Cp-1)k * C md p =1k * C md p = (C nod p)r nod p.

Similarly if d =) * (q- 1) + s,

b = (Cnmd q)s nod q.

Alsor =d nod p-1 and s = d nod g-1. Thus by corollary I.1, an
al gorithm for decryption [QUI S82] is as follows:

a. Compute

i. a (C md p)d nod (p-1) nod p,

ii. b

(Crmd q)d nod (g-1) nod q.

b. Find u with 0 <u < p and



u*qol (rmod p).

c. Use one of

i M= (((a- (bndp)) *u mdp) *qg+b
(a 6 b nod p),
ii. M= (((a+p- (bmdp)) *u nmdp) *q+b

(a < b nod p).

These represent roughly optimal fornulae for deciphering. Again
uis found easily using INVERSE, and Mis easy to conpute once a
and b have been found. Finding a and b requires at nost 2 log p and
2 log g multiplications, respectively ([KNUT81] p. 442). Thus both
encryption and decryption can be done in Q(log n) operations, i.e.
linear tine. Nonetheless, these operations are relatively tine-
consunmi ng (though el enmentary), since they involve rmultiplications
and divisions of numbers of about 100 digits. For efficiency this
requi res hardware support.

Appendi x N. Quadratic residuosity nmodulo a conposite.

Deci di ng quadratic residuosity nodul o a conposite played a ngjor
role in appendices Oand P. In particular, suppose N=p * q where
p and g are large prines. Deciding quadratic residuosity nodul o
such N when p and g are unknown is regarded as computationally
intractable. This forns the basis of many probabilistic encryption
and zero- know edge schenes.

Also, it was noted by Rabin that finding square roots nodulo N
in this event has essentially the sane conplexity as factoring N
the intractability of which forns the basis for RSA. This was
exploited by Rabin (cf. sec. 4.1.4) to obtain a nodification of RSA

which is provably equivalent to factoring. Essentially his schene
was to encrypt via

EN(x) = x2 nod N.

Let ZN* be as in appendix G

N. 1 Characterizing quadratic residues.

The basic extension of quadratic residuosity nodulo a prime to
the conposite nodul us case is:

LEMVA N.1.1. If N=p * q, p and g prines > 2, then:



a. Suppose z T ZN*. Then z is a quadratic residue nodul o
Niff z mod p is a quadratic residue nodulo p and z nod
g is a quadratic residue nodulo q.

b. A quadratic residue z nodulo N has exactly four square
roots of the form{x, Nx,y, NNy} in ZN+.

c. If zis a quadratic residue modulo N, and p and q are
known, then the square roots of z nodulo N can be found
in probabilistic polynonial tine.

Proof: suppose z T ZN*, z nod p is a quadratic residue nodulo p
and z nod q is a quadratic residue nodulo q. Then for sone r and
t in Zp* and Zqg*, respectively, we have r2 0 z (nod p) and t2 0 z
(md q). By the Chinese Remai nder Theorem (app. |) there exists w
in ZNwith wor (mod p) and wo t (nod ). Then w2 0 z (nod p or
gq), so w2 & z (mod N. Thus z is a quadratic residue nodulo N. This
proves one direction of (a).

Now suppose z is a quadratic residue modulo N. Let zp = z nmod p
and zqg = z nod q. Then z T ZN*, and hence zp T Zp* and zq T Zg*. Al so,
w2 6 z (nod N) for some win ZN*. Thus w2 0 z (mod p or g) and hence
w2 6 zp (mod p) and w2 6 zq (nod q). Thus zp and zq are quadratic
resi dues nodulo p and q, respectively, proving (a) in the other
direction.

Furthernore, by lema J.3.1, zp has exactly two square roots
{x1,x2} in Zp*, and zq has exactly two square roots {yl,y2} in Zg*.
Hence w 0 xi (nmod p) and wo yj (nmod q) for some i and j. There are
four possible pairs (i = 1,2 and j = 1,2). The Chi nese Renmi nder
Theorem shows that wis uniquely deternmined in ZN by a given i and
j; hence z has at nmpbst four square roots modulo N in ZN*.
Conversely, by the Chinese Renmi nder Theorem once again, w can be
found for each (i,j) pair. Thus z has exactly four square roots
nmodulo N in ZN*. Let x denote one root. Then N - x is another. |f
y is athird, then N- y is the fourth. This proves (b).

By lemma J.3.1, {xi} and {yj} can be found in probabilistic

pol ynom al tine; the corresponding ws can then be found in
pol ynom al tinme. This proves (c). QED

COROLLARY N.1.1. Suppose N=p * gq, p and g prines > 2. Then
a. ENis a four-to-one function
b. If p and q are known and z is a quadratic residue nodul o

N, the four values of x for which EN(x) = z can be found
in probabilistic polynom al tine.

Proof: immediate fromthe previous | ema. QED.

N. 2 The Jacobi synbol once nore.



Suppose N = p * q where p and q are prinmes > 2. Then for x in
ZN+*, the Jacobi synbol (x/N) is given by

(xI'N) = (x/'p)(x/q).

If the Jacobi symbol (x/N) = -1, then (x/p) or (x/q) = -1. Hence

x mod p and x nod q are quadratic nonresidues nodulo p and q,
respectively. By lemma N. 1.1, x is a quadratic nonresi due nodul o

N. Since (x/N) can be evaluated in O(log N) time, (x/N) = -11is a
determ nistic polynomal-time test for quadratic nonresiduosity of
Xx modulo N, N=p * gq. The interesting case is (x/N) = 1, whence
no concl usi on can be drawn regardi ng quadratic residuosity of x
nmodul o N. To study this further, ZN* nmay be partitioned into four
subcl asses, according to the Jacobi synbols (x/p) and (x/Qq):

(x/I'p)  (x/q) class (x/'N)
1 1 QO(N) 1
-1 -1 QLI(N) 1
1 -1 Q1(N) -1
-1 1 QLO(N) -1

LEMMVA N. 2.1. Suppose N = p*q, p and q primes > 2. Then:

a. The {Qj(N} partition ZN* into disjoint classes.

b. QOO(N) is the set of quadratic residues nodulo N; the
other Q s contain nonresidues.

c. For i =0or 1 andj =0or 1, |Qj(N]| = (p-1)(g-1)/4.

Proof: (a) is trivial, and (b) is imediate fromlemm N. 1. 1.
For (c), let g and h be generators for Zp* and Zq*, respectively. For
w1 ZN*, suppose wd gr (nod p) and wd hs (nod q), where 0 6 r < p -
l1and 0 6 s <qg - 1. Then r and s are uni que. Conversely, any such
pair (r,s) uniquely determnes w, by the Chinese Remai nder Theorem
Let f(w) = (r,s). Then f is a bijection fromZN* to Zp x Zg. Also,
if f(w = (r,s) then

(g/p)r,

(h/q)s.

(gr/p)

(hs/q)

(W p)

(W q)



By lemma K. 4, g and h are quadratic nonresidues nodulo p and q,
respectively. Thus (wp) = (-1)r and (wWq) = (-1)s. Let i =r nod
2 and j = s nod 2. Then (wp) = (-1)i and (wqgq) = (-1)j. Hence wis
in Qj(N. For k = 0,1 let Zpk and Zgk be the subsets of Zp* and Zqg*,
respectively, which contain elenents = k (nmod 2). Then for i = 0,1
and j = 0,1, f is a bijection fromQj(N) to Zpi x Zqj. The latter
has cardinality (p-1)(g-1)/2; this gives (c). QED

Thus exactly half of the elements of ZN* have (x/N) = -1; these
are nonresidues nodulo N. The other half have (x/N) = 1. O the
latter, half (i.e., QIO(N)) are quadratic residues and half (i.e.
QL1(N)) are nonresidues. The quadratic residuosity conjecture is
that determ ning which of the elenents of ZN* with (x/N) = 1 are
quadratic residues nmodulo N is not solvable in probabilistic
polynom al tinme, for N a product of two primes. This is in
contradistinction to the case of one prime p, for which we have
noted that quadratic residuosity is decidable in determnistic
pol ynom al tine.

LEMVA N. 2.2. Suppose N=p * g, p and g prinmes > 2. Then

a. For x,y T ZN*, x * y is a quadratic residue nodulo Nif and
only if x and y are in the sane Qj(N).

b. The product of quadratic residues is a quadratic residue.

c. The product of a quadratic residue and a nonresidue is a
nonr esi due.

Proof: suppose x T Qj(N) and y T Qt(N). Then (x/p) =
(-Di, (xfa) = (-1j, (y/p) = (-1r, (y/q) = (-1)t. Hence (x*y/p) =
(-1)i+r and (x*y/q) = (-1)j+t. Nowx * y mod Nwill be a residue if
and only if i =r and j =t. This gives (a). In particular, x * vy
nmod Nis a residue if both are in QOO(N), yielding (b). If x is a
residue and y a nonresidue, x is in QOO(N) but y is not; (c)
foll ows. QED

Thus the quadratic residues nmodulo N form a subgroup of ZN*.

N. 3 Quadratic residuosity and factoring.

We note the connection between quadratic residuosity and
factoring observed by Rabin [RABI79].

LEMVA N. 3.1. Suppose N
ZN*, x2 0 y2 (nod N), and
x and y permts factoring

p* q, pandqprinme, x and y are in
16 x or -x (nod N). Then possession of
in determnistic polynonial tine.

Z<

Proof: we have x - y '8 0 (mbd N) and x + y !'d 0 (mod N), so



GCD(N, y+x) < N and GCD(N,y-x) < N. Now x2 - y2 & (x-y)(x+y) & 0 (nod
N). Hence (x-y)(x+ty) 0 O (nod p). Thus p | y-x or p | y+x; also p

| N If p| y-x, p|] GD(Ny-x) <N, sop = CGCD(N,y-x). The latter
can be found via Euclid' s algorithm (app. H. If p | y+x, p
GCD(N,y+x) < N, so p = GCD(N, y+x). QED

LEMVA N. 3.2. Suppose N=p * g, p and g prime. Suppose there
exists an algorithmto find in probabilistic polynonmial time a
square root of a quadratic residue modulo N, which works for at
|l east a fraction 1/1ogc N of quadratic residues, ¢ a constant
positive integer. Then N can be factored in probabilistic
pol ynom al tine.

Proof: let m= logc N Choose x1,...,xmrandomy in ZN* and
conpute zi = xi2 md N, i =1,...,m If any zi has a square root w
conmput able in probabilistic polynomal tine via the hypothetica
algorithm find w The probability that w!d xi or -xi (md N) is
1/2. In this event possession of xi and w factors N by Iemma N. 3. 1.
The probability that some zi has a conputable square root is at
| east 1/2. Thus the probability of factoring Nis at least 1/4. If
this procedure is repeated mtinmes, the probability of success is
at least 1 - (3/4)m Also, the problemsize is log N, so mis a
pol ynom al in the problemsize. QED.

COROLLARY N.3.2. If N=p * q, p and q prinme, and the
factorization of Nis conmputationally intractable, then the Bl um
encryption function EN above is a trapdoor one-way function, with
(p,q) formng the trapdoor

Proof: by the previous theorem an algorithmto invert EN would
yield an algorithmto factor N CQED.

N. 4 Quadratic residuosity and Bl um i ntegers.

Suppose N=p * q where p 0 3 (mod 4) and g 0 3 (nod 4). Then
Nis called a Bluminteger (normally p and q are specified to have
roughly the sanme size). For exanple, N = 77 is used in appendix O

LEMVA N. 4.1. If p,g & 3 (nod 4) then (-1/p) = (-1/q) = -1.

Proof: in lema J. 4.1 take a = -1. We recall that (-1/p) 1if
and only if -1 is a quadratic residue nodulo p. Thus (-1/p)
1)(p-1)/2 (nod p) and simlarly (-1/q9q) = (-1)(g-1)/2 (nmod q). The result

follows. QED

LEMVA N.4.2. If N=p * gqis a Bluminteger then (-x/p) = -
(x/p), (-x/q) =-(x/q), (-1/N) =1, and (-x/IN) = (x/N).



Proof: the first two are i mmediate fromthe previous | emm; also
(-1/N = (-1/p)(-12/q9). QED.

LEMMA N. 4.3. Suppose N=p * qis a Bluminteger, x and y are
in ZN*, x2 6 y2 (nod N), and x 'd y or -y (mod N). Then (x/N) = -
(YI'N).

Proof: x2 6 y2 (rmod p), so (y-x)(y+x) 0 O (mod p), soy & d * X
(md p) where d =1 or -1. Simlarly y 8 e * x (mod gq) where e =
1 or -1. Now (x/N) = (x/p)(x/qg) and (y/N = (y/p)(y/q) =
(d*x/p)(e*x/q) = (d/p)(e/q)(x/IN. Since (1/p) = (1/q) =1, by lemm
N.4.1, (y/N =e *d* (xIN. If e=dtheny dd* x (mbd q or p),
soy od®* x (nd N). But y !'d x or -x (mod N), contradiction. Thus
epdande* d=-1. QD

LEMMA N.4.4. If N=p * gis a Bluminteger and z is a quadratic
resi due nodulo N, then z has a square root in each QG j(N), i = 0,1,
j =0,1.

Proof: let {x,N-x,y, Ny} be the square roots of z in ZN*. Since
N-x 0 -x (nmod p), by lenmma N. 4.2, (Nx/p) = -(x/p). Simlarly (N
xIq) = -(x/q), soif x7T Qj(N), Nx 1T Ql-i,2-j(N); simlarly for y and
N-y. Now x2 6 y2 (mod N) and y 'd x or -x (mod N). Since by |lemsn
N. 4.3, (y/N = -(x/N), y cannot be in the sane Q as x. By |lemm
N. 4.2, ((NNy)/N = (y/N, so Ny cannot be in the same Q as x. Thus
y and N-y nust be in Q,1-j(N) and Ql-i,j(N) in some order. QED.

For Blumintegers we can restrict the function EN to QOO(N);
i.e., let BN: QO(N) -> QO(N by BN(x) = x2 mod N. Then we have

LEMVA N. 4.5, If N=p * gqis a Bluminteger then:

a. BN is a permutation on QOO(N), i.e., on the set of
qgquadratic residues nmodul o N

b. If the factorization of Nis conputationally intractable
then BN is a trapdoor one-way pernutation, with (p,Qq)
constituting the trapdoor.

Proof: by corollary N.1.1 we know that if p and g are known and
y is in QOO(N), the equation EN(x) =y has exactly four solutions
whi ch can be found in probabilistic polynomal tinme. By | emm
N. 4.4, exactly one of these, x00, lies in QUO(N); x00 is easily
extracted fromthe set of four since only it satisfies (x/p) =
(x/q) = 1. Hence x00 is the unique solution of BN(x) = y. Thus BN is
a pernutation on QOO(N) whose inverse may be conputed in
probabilistic polynomal time with know edge of the trapdoor (p,q).
On the other hand, Iemma N. 3.2 shows that an algorithmto invert
BN can be converted to an algorithmto factor N. QED.



LEMMA N.4.6. If N=p * g, p and q prinme, then it is possible
to find x in QLI(N), i.e., x T ZN* such that x is a quadratic
nonresi due nodulo N and (x/N) = 1, in probabilistic polynom a
time.

Proof: choose a in Zp* and evaluate a(p-1)/2; if the latter is not
1 then choose a new a, etc. The probability of failure each tine
is 1/2, so that the probability of not finding an a with a(p-1)/2 =
1 (mod p) inntries is 2-n. Hence a can be found in probabilistic
pol ynomial tinme (in n = 1length of p). Now (a/p) = 1. Sinmlarly,
find b with (b/g) =1, also in probabilistic polynomal tine. Use
the Chi nese Remmi nder Theoremto findy in ZN* withy & a (nod p)
and y 6 b (nod q), in polynomial time (in length of N). QED

Appendi x O. An introduction to zero-know edge.

The notion of zero-know edge proofs was introduced in [ GOLD89].
The essence of zero-know edge is that one party can prove somnething
to another w thout revealing any additional information. In
deference to the depth and scope of this area, we give only an
illustrative exanple in this section. However, there is a close
connecti on between zero-know edge schenmes and probabilistic public-
key encryption. Furthernore, sonme zero-know edge schenes which have
drawn attention because of applicability to smart card
i mpl enent ati ons, such as the one used as the basis of the example
in this section, use Shamir's notion of identity-based public-key
systens. Thus the reader desiring a nore formal introduction to
these topics may wi sh to skip to appendix P

Suppose that Alice knows a fact P. She wants to convi nce Bob
that she knows P, but she does not trust Bob. Thus, Alice does not
want to reveal any nore knowl edge to Bob than is necessary. Wat
Alice needs is a zero-know edge proof of P

For exanpl e, suppose that Alice wants to prove to Bob that she
really is Alice. Suppose for convenience that there is sone
authority which verifies identities. One possibility is that the
authority could issue Alice an identification. If this were
contai ned on a device such as a smart card, Alice could sinply show
it to Bob. However, if Alice and Bob are comruni cati ng over a
network, then Alice's identifying information would have to be
transnmitted to Bob over the network. Upon receiving it, Bob could
use it to inpersonate Alice. Even if Bob were trusted, an
eavesdropper such as Alice's adversary Carol could do the sane.

This situation also arises conmonly in conputer access control
Bob m ght then be a host conputer or network server, and Alice's
i dentification nmght be a password. If Alice uses her password to
identify herself, her password is exposed to the host software as
wel | as eavesdroppers; anyone who knows this password can
i mpersonate Alice.

It is thus desirable for Alice to be able to prove her identity



wi t hout revealing any private information. Mre generally, we need
a scheme through which Alice can prove to Bob that she possesses
sonmething (e.g., a password) wi thout having to reveal it. Such a
scheme is an exanple of a zero-know edge proof. In fact, this
exanple is the major practical usage of zero-know edge whi ch has
been suggested to date.

Here is one way that such a system could be organi zed: the
authority decides on a nunmber N used for everyone; e.g., take N =
77. Everyone knows this nunber. The authority may then choose,

e.g., two nunmbers which forman ID for Alice. Suppose these are
{58,67}. Everyone knows Alice's ID. The authority then computes two
ot her nunbers {9, 10} which are given to Alice al one; she keeps
these private. The latter nunbers were chosen because 92 * 58 0 1
(md 77) and 102 * 67 6 1 (nod 77).

Now Alice can identify herself to Bob by proving that she
possesses the secret nunbers {9, 10} without revealing them Each
time she wishes to do this she can proceed as foll ows: she can
choose sone random numbers such as {19, 24,51} and comnpute

192 6 53 (mod 77),
242 8 37 (nod 77),
512 8 60 (nod 77).

Alice then sends {53, 37,60} to Bob. Bob chooses a random 3 by
2 mtrix of 0's and 1's, e.g.

m
I
R o
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Bob sends E to Alice. On receipt, Alice conputes

19 * 90 * 101 & 36 (nod 77),
24 * 91 * 100 8 62 (nod 77),

51 * 91 * 101 6 47 (nod 77).

Alice sends {36,62,47} to Bob. Finally, Bob can check to see
that Alice is who she says she is. He does this by checking that

362 * 580 * 671 & 53 (nod 77),
622 * 581 * 670 & 37 (nod 77),

472 * 581 * 671 & 60 (nod 77).



The original numbers {53,37,60} that Alice sent reappear
Actually, this doesn't really prove Alice's identity; she could
have been an inpersonator. But the chances of an inpersonator
succeedi ng woul d have only been 1 in 64.

In an actual system the nunber N woul d have been nuch | arger
(e.g., 160 digits). Also, Alice would have been assigned an ID
consi sting of nore nunbers, e.g., 4, by the authority, with a
secret also consisting of 4 nunmbers. Furthernmore, Alice would have
generated nore random nunbers, e.g., 5 to send to Bob. The ID
nunbers, secret nunbers, and random numbers woul d have been about
as large as N. This woul d have reduced an i npersonator's chances
of cheating successfully to about 1 in a mllion (nore precisely
2-20) if 4 and 5 are the paraneters, which certainly would have
convinced Bob of Alice's identity.

Why does this work? Because the authority chose {58, 67} and
{9, 10} so that

92 * 58 8 1 (nod 77),
102 * 67 6 1 (nod 77).

This says that 92 and 58 are nultiplicative inverses nodulo 77,

as are 102 and 67.

Thus

362 * 580 * 671 0 192 * 92*0 * 580 * 102*1 * 671
0 192 * (92 * 58)0 * (102 * 67)1
0 192 8 36 (nod 77),
622 * 581 * 670 0 242 * 92*1 * 581 * 102*0 * 670
0 242 * (92 * 58)1 * (102 * 67)0
0 242 8 37 (nod 77),
472 * 581 * 671 o 512 * 92*1 * 581 * 102*1 * 671
8 512 * (92 * 58)1 * (102 * 67)1
8 472 8 53 (nod 77).
Thus the checks that Bob uses serve their purpose properly;
i.e., Alice is identified. Al so, Bob has |earned nothing that would
permt himto masquerade as Alice; nor has Carol, who nmay have been

eavesdroppi ng. Either would need to know that 92 and 102 are the
mul tiplicative inverses of 58 and 67, respectively, nmodulo 77. To



see this, suppose Carol tries to convince Bob that she is really
Alice; i.e., Carol pretends that {58,67} is her own ID. For
simplicity, suppose Carol tries to identify herself as Alice by
generating the same random {19, 24, 51}. Then she sends {53, 37, 60}
to Bob. Again for sinplicity suppose Bob generates the sane E and
sends it to Carol. Now Carol is in trouble; she doesn't know the
nunbers 9 and 10, and can only guess them The protocol requires
Carol to send three nunbers, say {x,y,z}, to Bob. Then Bob will
check:

x2 * 580 * 671 & 53 (nod 77),
y2 * 581 * 670 8 37 (nod 77),

z2 * 581 * 671 & 60 (nod 77).

Carol will have succeeded in her masquerade if she chose {x,vy, z}
to make these checks come out right. But 67-1 8 102 6 23 (nmod 77)
and 58-1 0 92 6 4 (nod 77), so x2 & 53 * 23 0 64 (nod 77), y2 & 37
* 408 71 (nod 77) and z2 & 60 * 23 * 4 8 53 (nmod 77). Could Caro
sol ve these quadratic equations to find, e.g., x = 36, y = 62, z
= 47? For a small value of N such as N = 77, she coul d i ndeed.
However, if N is a product of two appropriately-chosen |arge prines
(e.g., each 80 digits or nore), and if these prinmes are kept secret
by the authority, then the answer is no. That is, conmputing square
roots modul o a conposite is conputationally infeasible (app. N)
Thus, anyone who does not know Alice's secret ({9,10} in the above)
cannot inpersonate her when N is |arge.

Anot her possibility is that Alice's interaction with Bob m ght
gi ve Bob information which could allow inpersonation of Alice, at
| east on one occasion, by replay. Suppose Bob tries to convince
Carol that he is really Alice. Bob might try to initate Alice by
sending (53,37,60} to Carol to start the protocol. Now Caro
doesn't necessarily select the E above. Suppose she selects

ﬂ
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and sends F to Bob. Now Bob is in trouble; he mght try to imtate
Alice again by sending {36,62,47} to Carol. Then Carol w Il check

362 * 581 * 671 o 71 (nmod 77).

Since 71 p 53 (nmod 77), Carol knows Bob is a fraud even without
the other two checks. Can Bob send sone {r,s,t} instead of
{36,62,47} ? This will only work if



r2 * 581 * 671 & 53 (nod 77),
s2 * 580 * 670 & 37 (mod 77),

t2 * 580 * 671 0 60 (nod 77).

As before, this gives r2 6 58-1 * 67-1 * 53 & 25 (nod 77), and
simlarly s2 0 37 (mod 77), t2 6 71 (mod 77). As above, Bob can
sol ve these quadratic equations to find r,s,t because N = 77 is
small, but could not do so if N were large. Also, in the above
there is one chance in 64 that Carol would choose F = E, in which
case Bob's deception would go unmasked; but for |arger paraneters
such as 4 and 5 instead of 2 and 3, this would again be inprobable
(one chance in a mllion (2-20) instead of 64).

Anot her possibility is that when Alice identified hinself to
Bob, she may have inadvertently reveal ed sonme information which
could enable Bob to learn his secret, i.e., {9,10}, which would
permt inpersonation. For this protocol to be zero-know edge this
shoul d not be possible. Can Bob deduce the nunbers {9, 10} fromthe
two sets of nunbers {53,37,60} and {36,62,47}, and E? He knows t hat
Alice started with three nunbers {a, b,c}, but he doesn't know t hese
were {19, 24,51}. He knows that Alice's secret is {u,v} but doesn't
know t hese are {9,10}. He knows that the authority conputed u and
v from

u2 6 58-1 0 4 (mod 77),

v2 8 67-1 8 23 (nod 77).

He al so knows that Alice conputed

a2 8 53 (nmod 77),
b2 8 37 (rod 77),
c2 6 60 (nod 77),
a*u0 * vl o 36 (nmod 77),
b * ul * v0 6 62 (nod 77),
c *ul * vl d 47 (nod 77).
This gives Bob 8 equations fromwhich to deduce {u,v}. However
the last 3 are redundant, and as we have noted, the first 5 cannot

be sol ved when N is |arge.

This shows informally that the above protocol works:

a. It identifies Alice by proving that she possesses the



secret {9, 10}.

b. It identifies Alice uniquely: anyone who doesn't know
this secret cannot inpersonate Alice.

c. Alice's secret is not revealed in the process of
provi ng she possesses it.

Actual ly, (a) neans that the possessor of {9,10} is identified
as the systemuser who has ID = {58,67} assigned by the authority.
Al so, no matter how many tinmes Alice proves her identity, her
secret will not be revealed (if Nis sufficiently large); i.e., (c)
states | oosely that the protocol is zero-know edge. Al of this
depends on the assunption that equations of the formx2 8 y (nod N)
cannot be solved if Nis the product of two large prines which are
not known, but can be solved easily if the prinmes are known (app
N). Such equations lie at the heart of npbst concrete zero-know edge
schenes.

The formal definition of zero-know edge is nore conplicated (see
[ GOLD89]), but the above exanpl e denmpnstrates its essence in a
context which has been proposed as a candi date for actua
i mpl enmentation in snmart-card based identification schenes.

Appendi x P. Alternatives to the Diffie/Hellnman nodel.

The text of this treatise has been based on the work of Diffie
and Hel I man [ DI FF76b]. This nodel of public-key cryptography
i ncludes two characteristics which have received sone criticism

a. Security of Diffie/Hellnman type systens is generally
established enpirically, i.e., by failure of
cryptanal ysi s.

b. Security of Diffie/Hellmn type systens is dependent upon
a superstructure which binds user I1Ds and public
component s.

In appendix A we noted that it has proven to be difficult to
devel op a conprehensive axiomatic framework in which to establish
the security of Diffie/Hellmn type public-key systems in sone
provabl e sense. For exanple, it is difficult to guarantee that
partial information about plaintext (e.g., its |east significant
bit) cannot be recovered fromthe correspondi ng ci phertext even
when the entire plaintext cannot be found.

In section 5 we noted sone exanpl es of authentication franmeworks
(e.g., use of certificates) which bind user IDs and public keys.
Wt hout such a superstructure a public-key systemis usel ess, since
a user would not be certain that he was enploying the correct
public key for encryption or decryption. The security of the
publ i c-key system thus depends on proper functioning of the



aut hentication framework, which is a priori unrelated to the
underlying cryptosystem

In this section we briefly exanm ne two nodifications of the
basic Diffie/Hellman nmodel. In one case the goal is to incorporate
t he bindi ng between a user ID and public key directly into the
cryptosystem thereby elimnating the separati on between the
cryptosystem and the authentication framework. The other schene
addresses the subject of know edge concealment; it is closely
related to zero-know edge proofs. Both schemes have received
consi derabl e attention not only because of possibly enhanced
security, but also because of their potential relevance to snmart-
card i nplementations of public-key cryptography.

P.1 Probabilistic encryption.

Gol dwasser and M cali [GOLD84] note that the public-key systens
of Diffie and Hell man are not provably secure. They observe that
use of a trapdoor function f to generate such systens does not
exclude the possibility that f(x) =y may be solvable for x w thout
the (original) trapdoor under certain conditions. Al so, even if Xx
cannot be found fromf(x), it nmay be possible to extract partia
i nformati on about x. One problemis that such trapdoor systens
proceed bl ock by block. This nmakes it difficult to prove security
with respect to conceal nent of partial information such as |east
significant bit.

In [GOLD84] Gol dwasser and M cali suggest an alternative to
trapdoor - based public-key systens. Their procedure is to encrypt
bit by bit. They call this probabilistic encryption. It introduces
several advantages, nanmely uniformy difficult decodi ng and hiding
of partial information. Their scheme has the follow ng properties:

a. Decoding is equivalent to deciding quadratic residuosity
nmodul 0 a conposite N, whose factorization is not known to
an adversary.

b. Suppose a predicate P has probability p of being true in
message space M For ¢ > 0, assuming intractability of
quadratic residuosity, an adversary given ciphertext
cannot decide with probability > p + ¢ whether the
correspondi ng plaintext satisfies P; i.e., the
adversary does not have a c-advantage in guessing P

In (a) the reference is to the problem of deciding for a given
X whether there is a y such that y2 6 x (nod N). As in the case of
conputing discrete logarithnms or extracting roots, this is
conputationally infeasible if the factorization of N is unknown

(app. N).

An exanmple of (b): if the messages consist of uniformy
di stributed bit strings and P is "least significant bit = 0," then
p=12. If the CGoldwasser/Mcali schene is enployed, an adversary



cannot guess the least significant bit of plaintext with
probability greater than 1/2 + c. It may be very difficult to
verify that traditional public-key systens conceal such partia
i nformati on.

The public-key system proposed by CGol dwasser and Mcali is as
follows: a user A chooses prinmes p and g and nakes public N = p*q;
p and g are private. Also, A selects a randomy with (y/N =1
(app. N.2) with y a quadratic nonresidue modulo N; y is public. By
lemma N. 4.6, y can be found in probabilistic polynomal tine.

To send the binary string m= (m.,...,nk) to A, B randomy
selects {x1,...,xk} in ZN* and conputes

zZi = xi2 nod N (i =1,...,k).

Then B sets ei = zi if m =0, ei =y * zi otherwi se. The encodi ng
of mis e = (el,...,ek), which B sends to A. To decode e, A sets ni
= 1if ei is a quadratic residue nodulo N, and mi = 0 otherw se.
This can be effected by Ain polynomial time since A knows p and
qg (lemmas J. 4.1, N.1.1). It is correct because y * zi, the product
of a quadratic nonresidue and residue, is a quadratic nonresidue
nmodulo N (lemma N. 2. 2).

The security of partial information follows fromthe fact that
each bit of the nessage mis encoded i ndependently. A disadvantage
of the technique is data expansion: if |N = n, then n bits are
transmitted for each bit of a message.

One application is coin flipping by tel ephone: A randomy
chooses r in ZN* with (r/N) = 1, where (r/N) is the Jacobi synbol
(app. N.2). Then B guesses whether or not r is a quadratic residue
nmodulo N; Bwins if and only if he guesses correctly. The
probability of the latter is 1/2; i.e., exactly half of the
el ements of ZN* satisfying (r/N) = 1 are quadratic residues nodul o
N (lemma N. 2.1). The correctness of B's guess can be checked by A,
the result can be verified by Bif A releases the factorization of
N to B.

A second application is to nental poker (e.g., [DENN83b] pp
110-117). Gol dwasser and M cali show that their inplenentation
corrects sonme deficiencies in hiding partial information in a
schene of Shamir, Rivest and Adl eman.

Quadratic residuosity nodulo a conposite is an exanple of a
trapdoor function. Yao [ YAO 82] showed that under certain
condi tions, trapdoor functions in general can be used to construct
provably secure probabilistic public-key cryptosystens. An
important role is also played by probabilistic encryption in zero-
know edge proofs, especially for problens in NP

W remark briefly that the above schene is only one of a class
of encryption schenes which Rivest and Sherman [ RI VE82] term
random zed encryption techniques; various other schenes are
summari zed there. We have characterized schenmes such as the above



as bit-by-bit; nmore generally, a random zed schenme is any schene

in which a ciphertext for a given plaintext is randomy chosen from
a set of possible ciphertexts. Rivest and Sherman al so develop a
classification for such schenes. A mmjor aspect of random zed
schenmes is often significant data expansion. For exanple, the

ol dwasser/ M cali scheme woul d probably have ci phertext around 512
times as large as the plaintext. On the other hand, probabilistic
schenes may be nmuch faster than their determnistic counterparts,

an attractive feature for smart-card inpl enmentations

P.2 ldentity-based schenes.

In [ SHAMB4], Sham r suggests yet another nodification of
traditional public-key systenms. In Shamir's framework a user's
public key coincides with his systemID. This elimnates the need
for any superstructure for distribution of public keys. It also
trivializes the authentication of public keys. However, unlike a
traditional public-key schene this nodification requires a trusted
key generation center

The center issues a smart card to each user, containing the
user's private key. Thus the "private" key is really a shared
secret key. A card can generate the user's digital signature. The
center does not nmintain a database of keys; in fact it need not
even keep informati on beyond a list of user IDs (needed to ensure
that there are no duplicate |Ds).

Security for such a systemdiffers fromthe usual requirenent
that a user keep his private key a secret. The latter condition is
retained, in that a user nust guard his card. As in a certificate-
based traditional system the center nust ascertain a user's
identity before issuing a card. In addition, however, the
cryptographic function used by the center to generate private keys
fromIDs nmust be kept secret. Typically this function would enpl oy
trapdoor information such as the factorization of a nodulus. The
requirement is that conputing the private key froman ID is easy
if the trapdoor information is known, but knowi ng any pol ynom a
nunmber of public/secret pairs should not reveal the trapdoor

A weakness in such a schene is that anyone (intruder or insider)
possessing the trapdoor information can forge the signature of any
user. This is in contradistinction, e.g., to a credit-card schene
in which a transaction is generally valid only if acconpani ed by
a user's physical signature. Also, the center is not required to
mai ntain any information on lost or stolen cards; thus the |oss of
a card is disastrous since the possessor can forge the legitimte
user's signature indefinitely. Furthernore, the center may find
itself involved in litigation produced by any such security
probl ems, since it is providing the neans by which users generate
signatures. Again this in contrast to the credit-card situation:
if acredit card is stolen, the thief cannot forge the legitinmte
hol der's physical signature, providing a nmeans of distinguishing
between | egal and illegal usage of the card. Use of passwords
(PINs) with cards could largely elimnate the probl ens accruing
fromlost or stolen cards, but conpronise of the trapdoor would



still be disastrous.

Shamir's notion was |ater ([FEIG87],[FIAT86]) incorporated into
zer o- know edge schenes. One of these was used as the basis for the
exanpl e i n appendi x O
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